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Chapter 1

What's New

This document contains important information about Retrospect 14 for Mac. Please read it
carefully.

The Retrospect website is regularly updated with the most recent support information for
Retrospect and related products, including the following:

= Retrospect Support

= Retrospect Updates

* Release Notes

= Scalable Data Protection

= Backblaze B2 Integration

= Monitoring System Integration

= Script Hooks

= Avid and LTFS Production Tool Support
= Other Enhancements

= Bug fixes

[
00
i

Scalable Data Protection

Data continues to grow for businesses around the world. Our customers are small businesses, and
yet they have seen tremendous growth in the amount of data they manage. They're now
responsible for tens of terabytes and tens of millions of files, and need a data protection strategy
that ensures their business is always backed up.

Retrospect's protection suite now includes scalable data protection. As an industry first for file-level
backup, Retrospect is now certified to back up 1 billion files per backup set, 100 TB of data per
backup set, and 50 million files per device.

With this new software architecture, businesses with 1TB or 100TB of data can use Retrospect to
protect their entire infrastructure. Companies like media production houses with tens of millions of
files on a single file server are now able to protect every file without jumping through additional
hoops. The new version scales up to the largest business environments, with complete integration
with our set-and-forget backup strategies, granular file-selection selectors, and data retention

CHAPTER 1 « WHAT'S NEW 7


http://www.retrospect.com/en/support
http://www.retrospect.com/en/support/downloads
http://www.retrospect.com/en/documentation/user_guide/mac14/release_notes

policies-all at no additional cost, regardless of the amount of data.

6

BACKBLAZE

Backblaze B2 Integration

Backblaze B2 is a business-class cloud storage provider with extremely low costs, at $0.005/GB a
month. Retrospect 12 for Windows and Retrospect 14 for Mac support Backblaze B2 as a cloud
storage provider, offering complete integration with Retrospect's hybrid data protection.

e 9

L DEI[ID J

| W

Monitoring System Integration

Retrospect now integrates with the latest monitoring systems, including Nagios, Slack, and IFTTT.
System administrators can deploy custom scripts that populate their monitoring systems with a
wide range of Retrospect events and statistics, including per-source backup information, media
requests, and script successes and failures.

Script Hooks

IT administrators must deal with a wide array of hardware and software, and this complex
ecosystem presents challenges for maintaining data protection across so many running services.
Retrospect now includes script hooks. IT staff can integrate customized scripts that are executed at
specific points during their backup strategy lifecycle. Retrospect is now able to quiesce databases
and other services before a backup starts and then relaunch those services after the backup
completes successfully. Script hooks let system administrators integrate Retrospect more deeply

8 MAC USER'S GUIDE
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into their environment.

Learn more about Script Hooks

AVI)

Avid and LTFS Production Tool Support

Production companies use Avid and LTFS extensively, and this latest version of Retrospect
includes integration with these production house tools.

LTFS enables businesses to use tape without being locked into a proprietary format. Instead, it
uses a common format, accessible to a computer like a file share. Retrospect 12 for Windows and
Retrospect 14 for Mac support storing data on LTFS.

Avid hardware and software is used for managing large-scale media projects throughout the
entertainment industry. With this version of Retrospect 12 for Windows and Retrospect 14 for Mac,
IT professionals can protect their Avid projects with native integration with Retrospect.

Other Enhancements

This latest release also offers other features and performance enhancements:

= Performance Improvements — Retrospect 12 for Windows and Retrospect 14 for Mac include
significant improvements for backup and restore for computers that have more than 500,000
folders.

= Network Connectivity — Retrospect 12 for Windows and Retrospect 14 for Mac include clients
that are more resilient to network hiccups and outages.

Bug fixes

This latest release of Retrospect includes fixes for numerous issues. For a list of bugs fixed in this
release, please refer to the Release Notes.
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Chapter 2

Introducing Retrospect

= Overview of Retrospect

= Which Edition Is Right for You?

= Retrospect Add-On Products

= Requirements

= Installing Retrospect

= Installing the Retrospect Engine

= Installing the Retrospect Console

= Installing Retrospect Client software on a machine running Mac OS X
= Installing Retrospect Client software on a machine running Microsoft Windows
= Installing Retrospect Client software on a machine running Linux
= Upgrading from Previous Versions of Retrospect

= Upgrading from Retrospect 6.1

= Stopping and Starting the Retrospect Engine

= Starting and Stopping the Retrospect Console

= Overview of the Retrospect Console

= Toolbar

= List and Detail Views

= List View Toolbar

= Scope Bar

= Bottom Bar

= High-level Dashboard

Welcome to Retrospect! This chapter first describes the different editions of Retrospect, then
defines the program’s hardware and system requirements. Next, you’ll see how to install
Retrospect’s components, and how to upgrade from previous versions of Retrospect. Finally,
there’s a basic overview of Retrospect’s console, which is the user interface you’ll be working with
the most.

Overview of Retrospect
To backup and restore data, Retrospect uses three software programs:

The Retrospect engine is the backup and restore software running on the Retrospect server, which
is the computer that has the storage devices attached to it. The Retrospect engine runs in the
background on the Retrospect server. If you have more than one Retrospect license, you can
control multiple

Retrospect servers from a single user interface.

The Retrospect console, also called the Retrospect application, provides the user interface with
which you control the functions of the program. You’ll use this to create immediate or scripted
backups; restore backed up files and folders; monitor running backup and restore activities; get
reports of recent and scheduled activities; and much more. The Retrospect console doesn’t have to
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be installed on the same computer as the Retrospect engine. If you have a larger installation with
more than one Retrospect server on your

network, you can administer all activities on each server from a single

Retrospect console.

The Retrospect Client software must be installed on every computer on your network (Mac,
Windows, or Linux) that you wish to back up to the Retrospect server. The Client software allows
Retrospect to copy and restore data across the network, as though the client computers’ drives
were connected directly to the Retrospect server.

VWhich Edition Is Right for You?

Retrospect is licensed in four main ways:

= Multi Server — Protects any number of networked Windows, Mac, and Linux servers, desktops,
and notebooks from a single host computer running Retrospect. Supports disk, cloud, and tape
storage devices.

= Single Server Unlimited — Protects one server and any number of networked Windows, Mac,
and Linux desktops and notebooks from a single host computer running Retrospect. Additional
server client licenses can be purchased to protect more networked Windows, Mac, or Linux
servers. Supports disk, cloud, and tape storage devices.

= Single Server 20 - Protects a single Windows Server and five workstations using local, network,
and cloud disk- based storage. Formerly Retrospect Disk-to-Disk.

= Desktop - Protects a single non-server Windows PC and up to five additional Windows, Mac,
and Linux desktops and notebooks. Formerly Retrospect Professional.

Retrospect Add-On Products

A number of advanced Retrospect features are only available if you have the appropriate license
code. To view your current licenses, or to purchase
additional licenses, choose Retrospect > Preferences, then click the Licenses tab.

= Open File Backup Unlimited — Protects open files on NTFS-formatted volumes on Windows
servers, desktops, and laptops. This add-on makes it possible to protect line-of-business
applications—such as accounting, CRM, and proprietary database systems—while they’re
running, even those with data files spread across multiple volumes. Retrospect’s Open File
Backup Unlimited add-on extends to all Windows systems protected by your Retrospect host
server, including end-user desktops and laptops.

= Advanced Tape Support — Improves backup times by utilizing multiple tape drives in parallel,
including multiple stand-alone drives, drives in libraries, or drives in autoloaders. The Advanced
Tape Support add-on is licensed per Retrospect host server, not per tape drive. For example,
only one Advanced Tape Support add-on license is required for a library with four tape drive
mechanisms.

= Retrospect Client Packs — Extends the number of networked desktops and notebook
computers that can be backed up using Retrospect Disk-to-Disk or Desktop editions. Available
in 1, 5, and 10 client license packs.

= Retrospect Server Client — Extends the number of networked servers that can be backed up
using Retrospect Single Server editions. Each Retrospect Server Client adds a license for
protecting one additional server as a network client.

CHAPTER 2 « INTRODUCING RETROSPECT 11



= Annual Support & Maintenance (ASM) - Provides technical support via email and phone
(available in select regions) and all upgrades/updates of purchased product at no additional cost
for 1 year from the date of ASM purchase.

System Requirements

Retrospect 14 for Mac

Supported Operating Systems:

= Apple macOS Sierra / Sierra Server 10.12

= Apple OS X El Capitan / El Capitan Server 10.11.6

= Apple OS X Yosemite / Yosemite Server 10.10.5

= Apple OS X Mavericks / Mavericks Server 10.9.5

= Apple OS X Mountain Lion / Mountain Lion Server 10.8.5
= Apple OS X Lion / Lion Server 10.7.5

= Apple OS X Snow Leopard / Snow Leopard Server 10.6.8

* Retrospect Desktop doesn’t run on Mac OS X Server.

Supported Hardware:

= Intel processor with one or more multicore processors
Recommended Configuration:

= Latest Software Update for OS X

= 1 GB for each concurrent activity; 4 GB minimum

= 10-15 GB of temp hard disk space for each concurrent activity (backup, restore, etc.)
= Adequate storage for backups

= RAM that meets Apple's guidelines for each OS

Retrospect 14 Client for Mac

= Apple macOS Sierra / Sierra Server 10.12

= Apple OS X El Capitan / El Capitan Server 10.11.6

= Apple OS X Yosemite / Yosemite Server 10.10.5

= Apple OS X Mavericks / Mavericks Server 10.9.5

= Apple OS X Mountain Lion / Mountain Lion Server 10.8.5
= Apple OS X Lion / Lion Server 10.7.5

= Apple OS X Snow Leopard / Snow Leopard Server 10.6.8

* Backing up server OS clients requires Retrospect Multi Server or other Server edition with
available Server Client Licenses.

Supported Hardware:

= Intel processor with one or more multicore processors
Recommended Configuration:

= Latest Software Update for OS X
= RAM that meets Apple's guidelines for each OS
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Retrospect 6.3 Client for Mac

= Apple OS X Leopard / Leopard Server 10.5.8
= Apple OS X Tiger / Tiger Server 10.4.11
= Apple OS X Panther / Panther Server 10.3.9

* Backing up server OS clients requires Retrospect Multi Server or other Server edition with
available Server Client Licenses.

Retrospect 12 Client for Windows

= Microsoft Windows XP, Vista, 7, 8, 10

= Microsoft Windows Server 2003, 2008, 2012, 2012 R2, 2016
= Microsoft Windows Server Core 2008 R2, 2012, 2016

= Microsoft Windows Server 2012 Essentials

= Microsoft Windows SBS 2003, 2008, 2011

= Microsoft Windows Storage Server 2003, 2008

*Backing up server OS clients requires Retrospect Multi Server or other Server edition with available
Server Client Licenses.

Retrospect 12 Client for Linux

= x86- or x64-based system running Red Hat Linux, Red Hat Enterprise Linux, CentOS, Debian,
Ubuntu Server and SUSE Linux (Details)

= glibc version 2 or later
Storage Devices

Retrospect supports a wide variety of storage devices as the destination for backups, including
hard drives (both direct- and network-attached), tape drives and libraries, flash storage, and
removable disk drives (RDX, REV, etc.). See the Retrospect Device Support Database for a
complete list of supported tape drives and libraries.

Installing Retrospect
To install Retrospect, you need to install three separate software programs:

+ On the Retrospect server (i.e., the machine that will be performing the backups on your network,
and that has backup storage devices attached), you must install the Retrospect engine.

+ On one or more machines that will be administering Retrospect, you must install the Retrospect
console. A single console can control one or more Retrospect servers.

+ On each machine on the network you want to back up with Retrospect, you must install the
Retrospect Client software. There are Retrospect Client installers for Mac OS X, Windows, Linux.

Note for upgraders: Retrospect will coexist on machines that have
Retrospect 6.1 installed, and will not interfere with operations of the older software.
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Installing the Retrospect Console
To install the Retrospect console:

1. On the machine you want to use to administer the Retrospect server, insert the Retrospect CD or
double-click the downloaded disk image to mount it on your desktop.

2. Drag the Retrospect icon to copy it to your Applications folder. In the Retrospect disk image,
there is an alias to the Applications folder to make this easier.

Installing the Retrospect Engine
To install the Retrospect engine:

1. On the machine you want to make the Retrospect server, follow the steps for installing the
Retrospect Console.

2. Launch the Console and click "Install local server" on the main screen.
3. When prompted by the Installer, enter an administrator’s username and password, then click OK.

4., Follow the Installer’s instructions.

Installing Retrospect Client software on a machine running Mac OS X

Note: To install the Retrospect Client software using the public/private key authentication method,
which provides additional security and allows the Retrospect server to automatically connect to
clients with the matching public encryption key, refer to Chapter 4: Working with Clients, Servers,
and Network Shares.

1. On each machine you want to backup over the network to a Retrospect server, insert the
Retrospect CD or double-click the downloaded disk image to mount it on your desktop.

2. Double-click the Client Installers folder to open it, then double-click to open the Mac Client
Installer folder. Finally, double-click Install OS X Client.

3. When prompted by the Installer, enter an administrator’s username and password, then click OK.

4. Follow the installer program’s instructions.

Installing Retrospect Client software on a machine running Microsoft Windows

Note: To install the Retrospect Client software using the public/private key authentication method,
which provides additional security and allows the Retrospect server to automatically connect to
clients with the matching public encryption key, refer to Chapter 4: Working with Clients, Servers,
and Network Shares.

1. On each machine you want to backup with Retrospect, copy the Windows Client Installer folder
found inside the Client Installers folder on the Retrospect CD or downloaded disk image to the
Windows desktop.

2. Open the Windows Client Installer folder.
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3. Double-click Retrospect Client for Windows [version number].exe, then follow the program’s
instructions.

4. If requested, restart the Windows client machine.

Installing Retrospect Client software on a machine running Linux

1. On each machine you want to backup with Retrospect, insert the Retrospect CD or double-click
the downloaded disk image to mount it on your Macintosh desktop.

2. Double-click the Client Installers folder to open it, then double-click to open the Linux Client
Installer folder. Inside, you’ll find the Retrospect Client for Linux installer files (Linux_Client_[version
number].tar).

3. Copy the appropriate file to a location on the network, then copy the file to the Linux computer
on which you want to install the client software.

4. Save all unsaved documents in other running application programs.
5. Enter the following commands.

$ tar -xf Linux Client.tar
$ ./Install.sh

6. Create and enter a password to prevent unauthorized access to the client; do not forget this
password.

Note: Use only basic alphanumeric characters (low-bit ASCII) in passwords for clients. Macintosh
high-bit characters do not correspond to Windows high-bit characters. For example, Luf$Luf00 is
okay but LafeLifoo will cause problems.

The client software runs automatically upon completion of installation.

Upgrading from Previous Versions of Retrospect

Because Retrospect for Mac has a different underlying architecture and uses different configuration
files than previous versions of Retrospect for Mac, version does not import settings from version
6.x or earlier installations. When upgrading, it is therefore necessary to rebuild the backup
environment in Retrospect. The general steps to take are as follows, along with the chapters in
which these steps are covered in this Users Guide.

1. Install Retrospect server and console (Chapter 1); configure
preferences (Chapter 7).

2. Create new Media Sets and assign media to contain the backup data (Chapter 5).
3. Create new Rules (which replace Selectors from previous versions) (Chapter 7).
4. Log in Retrospect client computers and network shares (Chapter 4).

5. Define Favorite Folders, which replace subvolumes from previous versions (Chapter 3).

CHAPTER 2 « INTRODUCING RETROSPECT 15



6. Assign tags, which replace Source Groups from previous versions (Chapter 3).

7. Create scripts for backup, copy, grooming, etc. operations (Chapters 5 and 7).

Upgrading from Retrospect 6.1

The Retrospect for Mac installation process does not overwrite or remove existing Retrospect 6.1
(or earlier) installations. It is recommended that you continue to maintain your existing Retrospect
installation until you are comfortable with Retrospect for Mac.

To keep your existing Retrospect 6.1 (or earlier) installation and prevent that version’s scripts from
automatically running, take the following steps:

For each backup, duplicate, and restore script with a schedule, edit the script’s schedule and
check the box to “Skip scheduled executions.” Enter a date that is several years in the future.

For each Backup Server script, edit its schedule and set the schedule to never active.

Should you instead wish to remove your previous installation of Retrospect, locate the disk image
containing the installer for your current Retrospect installation (or download it from the Archives
section of the Retrospect website) and follow these steps:

Double-click the Install Retrospect icon and provide your password and agreement to the license.
Choose Uninstall from the Easy Install pop-up menu.
Click the Uninstall button and follow the on-screen instructions.

Stopping and Starting the Retrospect Engine

After you install the Retrospect engine on the Retrospect server machine, it automatically starts,
and you should not normally need to interact with it other than by using the Retrospect console.
However, if you want to manually shut down the engine, you may do so.

1. On the Retrospect server machine, open System Preferences.
2. In System Preferences, click the Retrospect icon.

3. Click the padlock icon in the lower left corner of the window. Enter an administrator’s name and
password and click OK.

4. To shut down the engine, click Stop Retrospect Engine. After a moment, the engine stops, and
the button changes to Start Retrospect Engine. Click the button again to restart the engine.

5. Normally, the Retrospect engine automatically starts upon system startup. If you do not want this
to occur, uncheck “Launch Retrospect Engine on System Startup.”

Starting and Stopping the Retrospect Console

To start the Retrospect console, double-click the Retrospect application icon inside the
Applications folder on your machine. The Retrospect console will open and automatically look for a
Retrospect engine running on the same computer. If one is present and running, the Retrospect
console will connect automatically. If a local Retrospect engine is not present, you may add one or
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more remote Retrospect engines by clicking the plus (+) button in the bottom bar of the console.

Tip: In the Server Address of the resulting dialog, you may enter the IP address of the machine with
the running Retrospect engine, or, if the machine is on your local subnet, you may enter its
Computer Name, for example, Server.local. You can find a machine’s Computer Name in the
Sharing category of its System Preferences.

The first time you connect to a local or remote Retrospect engine, Retrospect opens its Preferences
window and asks you to enter your license code for that engine. Enter this information, then click
Add.

@él . Preferences —
= Y .8 &
Console - General Clients Media Network E-mail Rules Llictnsés
Server
__12?‘{}'0'1 Enter license code: | J ed Installed

Connected

( Cancel ) (Add )

=

= b RN
8 i A X
| Register.. ) [ Purchase.. }

Use Default
[
At the registration screen prompt, click one of the following buttons:

* Register, if you have not registered your copy of Retrospect and would like to do so. Clicking this
button will launch your default Web browser and take you to the registration website, where you
can fill out a registration form.

+ Already Registered, if you have already registered your copy of Retrospect.

Depending on the license code you entered, the Licenses pane of Retrospect Preferences will show
the codes for the Application, Backup Clients, or Storage Devices.
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800 Preferences —

e

Console = Ceneral Clients Media Network E-mail Rules lj&nses

Server

PECkuD Server Name Code Number
S Application N/A
Backup Clients Unlimited
Open File Backup NJ/A
Advanced Tape Support NJ/A
User Initiated Restore N/A
Storage Devices N/A
!’. Register... \' 'J Purchase... “
Use Default

T

Tip: While the Preferences window is still open, we suggest that you take a moment to click on the
General pane, and enter a name for the Retrospect server in the Server name field. By default,
Retrospect uses the server machine’s Computer Name as shown in System Preferences’ Sharing
panel as the server name, which may not be as descriptive to you and your users as you would
prefer.

You should also assign a password for each Retrospect engine you logged in by clicking the
“Change server password” button and entering a password of your choice. This step prevents
unauthorized access of the Retrospect engine from other Retrospect console applications running
on your network.

When you’re done with the Preferences window, click its close box to dismiss it.

To exit Retrospect, choose Quit Retrospect from the Retrospect menu, or press Cmd-Q.

Overview of the Retrospect Console
The Retrospect console is the user interface that controls actions that occur on the Retrospect

server. The Retrospect console can be running on the Retrospect server machine, or it can operate
the server from elsewhere on the network. Let’s take a detailed look at the console window.
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Detail view

The Retrospect console window is made up of several sections:

Toolbar

The toolbar across the top of the window contains buttons to launch the Backup, Copy, and
Restore Assistants (these are the easiest way to create scripts and perform activities in Retrospect),
the pause activity buttons, and the Search Field.

Sidebar

The sidebar on the left is where you choose which Retrospect server to control. If you have multiple
Retrospect servers on your network, all of them will appear in the sidebar. Click on the disclosure
triangle next to a server to show or hide its items, which allow you to control the functions of that
server. Each server has the following items:

« Activities shows a list of the backup, copy, and restore events that Retrospect has performed, is
performing, or is scheduled to perform (depending on your choice from the scope bar). Status icons
in the left-most column show if the activity was successful or had problems. You can also tell the
date and time of the activity; the name of the script associated with the activity; the type of
operation; the activity’s sources and destinations; and (for current and past operations) the speed
of the activity.

«+ Past Backups combine previous versions of Retrospect’s concepts of Snapshots (the listing of all
files present on a source volume during a backup) and sessions (the actual files copied during a
backup
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operation). You can filter the list of past backups by Mac or Windows clients.

+ Scripts control all actions in Retrospect, either with or without a schedule. The concept of
immediate actions without creating a script (like an immediate backup) no longer exists. Any script
can be run immediately by highlighting a script in the Scripts list and clicking the Run button in the
list view toolbar.

You can explore and modify a selected script using the detail view below the Scripts list. By
clicking on the tabs in the detail view, you can view a summary of the script; set the script’s source,
destination, and rules; create or modify a schedule for the script to run; and set various script
options.

+ Sources displays a list of all local volumes and logged-in network shares for the Retrospect
server, and added Retrospect client computers. You may add any client computers running the 6.1
(or later) Retrospect Client for Mac or the 7.6 (or later) Retrospect Client for Windows by clicking the
Add button in the list view toolbar of the Sources list view. NAS devices and shares can be added
similarly. The Sources list gives you information about each Source, including its name, the
machine it resides on, the OS that machine is running, its capacity and how much of that capacity
is used.

» Media Sets shows you a list of the Media Sets used for backups. Using the scope bar, you can
filter the results of the list by the different Media Set types: All, Tape, Disk, and File.

« Storage Devices shows a list of the storage devices attached to the Retrospect server. This list
does not display hard disks, removable disks, or NAS volumes (those are shown under Sources);
rather, it includes hardware devices such as optical and tape drives and libraries.

* Reports are the last item in the sidebar. Click the disclosure triangle to view the list of included
reports. Custom reports can be saved from nearly any list view. Right-click any of the column
headings in a list view to show or hide specific columns you want to appear in the report, click the
column heading to set the sort order, click scope buttons to filter the results shown in the list, click
the plus (+) button at the right of the scope bar to add further filter conditions, drag conditions if
needed to change their order, then click Save Report in the scope bar. You’ll be asked to name the
report. Any reports that you create will appear at the bottom of the Reports list.

List and Detall Views

The list view and an optional details view are in the main section of the window. The list and detail
contents change depending on the item selected in the sidebar, and on choices made in the scope
bar.

List View Toolbar

The list view toolbar beneath the main toolbar displays a variety of
context-sensitive buttons based on the selected item in the sidebar.

Scope Bar

The scope bar has context-sensitive scope buttons, the Save Report button, and the (+) add
condition button which appears above the list view when appropriate and allows you to filter the list
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view based on pre- and
user-defined conditions.

Bottom Bar

The bottom bar contains the (+) add button to add a Retrospect server to the sidebar, the gear icon
Action menu button (which allows you to edit reports and pause operations) and the show/hide
button for the details pane.

Other Views

First Launch — When the Retrospect console first launches it displays the startup view. From here
you can install a local server, add a remote server, view this User's Guide, contact Support, and
visit the Retrospect website.

eoe Retrospect e

AN g 1y ¢ (& Q

—J —2 S— Nalt s
Backup Copy Restore Pause All Pause Scheduled Pause Proactive Search

Add local server

Add remote server

View User's Guide

Contact Support

Visit Retrospect website

®

Syncing Server — When the Retrospect console connects to a server, it will sync that server's
information. For small installations, this process is quick, but for larger ones, this may take a while.
The console is optimized to let you get started while the syncing process is running in the
background.
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Multiple Servers — Retrospect can control multiple servers from the console window. A separate
Retrospect license is required for each server. There is full support for Mac version 9.0 and above
and limited support for Mac version 8.2.

Licensing Server — When adding a server, Retrospect will prompt you to enter your license code.
Enter the license code then click Add.
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Unlocking Server — When adding a server that has a password Retrospect will display a
password error and let you update the password.
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Updating Server — Each new version of the Retrospect console includes an updated server
installer. When the console is launched it will notify you if your servers can be updated. If you

choose not to install the updated server, you can do so at any time.
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Updating Server — To install the updated server at a later time, click the update icon. Retrospect

will automatically install the new server software.
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Exporting Installers — Retrospect includes a server installer, client installers for Mac, Windows,
and Linux, and client updaters (RCUs) for Mac, Windows, and Linux. To export these to a local

folder, open Preferences from the menu bar under Retrospect > Preferences... and click on
Console.
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High-level Dashboard

Retrospect’s new dashboard is a valuable productivity tool that gives you a high-level overview of a
backup server, including a visual summary of all backups run during the past week. You can quickly

see which sources are not protected, identify which sources back up the most data, and evaluate
storage usage - saving time and ensuring complete data protection. The information is also useful
for adjusting backup schedule, as well as storage and network bandwidth capacity planning.

Accessing the Dashboard

Click a Retrospect server in the left sidebar to show the dashboard for that server.
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ldentifying the source of large backup
In the Backups section of the dashboard, each colored segment of a bar graph represents a

backup. Hovering the cursor over a colored segment shows you the corresponding backup’s
source, file count, and size. Segments for the latest backups of the day are towards the left.
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Chapter 3

Fundamentals

= How Retrospect Works
= Media Sets

= Media Actions

= Catalog Files

= Retrospect Clients

= Proactive Backups

This chapter describes Retrospect’s main concepts. This manual and the program itself refers
constantly to these basic ideas, so it is important to understand them to get the most out of using
Retrospect. In this chapter, you’ll learn how Retrospect works; about the different kinds of Media
Sets you can use to back up your data; and about the backup actions you can take with Media
Sets.

How Retrospect \Works

Retrospect uses an archival method of backup that ensures backed up files are not deleted or
written over until you request it. That way, they stay on the backup media indefinitely. For example,
if you have been working on a particular document over a period of time, Retrospect backs up a
different version of the document each time you back up. If necessary, Retrospect lets you retrieve
a previous version of the file from any point in time it was backed up.

Retrospect always performs Smart Incremental backups. A Smart Incremental backup intelligently
copies only files that aren’t already present on the current Media Set being used for backups
(typically those files that are new or have changed since the previous backup). You don’t have to
specify whether you want a “full” or “incremental” backup. Retrospect, by default, copies any and
all of the files it hasn’t already backed up.

Because Retrospect only needs to add one instance of each unique file to the backup, it saves
space on the backup media that would otherwise be used up storing duplicate copies of files. This
space-saving technique is known as file-level deduplication or single-instance storage.

All of the backup, copy, and restore operations in Retrospect require a source and a destination.
For a backup, the source is generally a hard drive or a folder on a hard drive (Retrospect calls these
sources and Favorite Folders, respectively). The destination is generally a Media Set stored on
backup media such as disk or tape.

Retrospect uses a Catalog file, an index of the files and folders contained in a Media Set, to keep
track of the different generations of modified files in a Media Set. The Catalog lets you quickly
search for files without having to actually search the backup media itself, which would be
considerably slower, especially with media like digital tape. By default, Catalog files are stored on
the Retrospect server computer, in

Library/Application Support/Retrospect/Catalogs/.

Sources

Sources are the disk volumes, folders on disk volumes, and networked clients that you want to
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back up. Each source you want to back up needs to be added to the Sources list.

It's important to understand that Retrospect uses the term sources to refer to the volumes and
folders that you want to back up, and also to refer to hard disk volumes that those backups will be
written to. For example, you can back up a client’s hard disk called My Disk (that’s a source) to a
Disk or File Media Set that resides on a hard disk named Backup Disk (because it is a hard disk that

could also be backed up, Backup Disk also appears in the Sources list).
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Path - Version 6.3.019
Details
Total Space - Interface Default
Used Space - Address 192.168.1.135
Free Space - Speed 20687 kbps
Echo Time 50 ms
Security Password Clock Offset 1s
Priority 20% Location -

Above the Sources list, the toolbar allows you to add or remove sources, add Favorite Folders, and
otherwise work with items in the Sources list. Below the list, a tabbed area allows you to see

important details on a source that you have selected in the list.
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[ Summary | Options Tags !
© Macintosh HD
Overview
Client Name Tom's Mac Pro Last Backup Date Yesterday at 11:14 PM
Type Desktop Next Backup Date 6/6/09 5:00 AM
File System Mac OS Extended Status @ Backed Up
Path Macintosh HD Version
Details
Total Space 232.6 GB Interface Default
Used Space 138.2 GB Address 192.168.1.135
Free Space 94.4 GB Speed
Echo Time
Security Clock Offset
Priority Location
Media Sets

Media Sets are the destinations for files and folders that you back up. A Media Set consists of one
or more disks, tapes, optical discs, or a single file. Individual pieces of media (for example, tapes,
optical discs, or hard disks) are members of a Media Set. A Media Set consists of one or more
disks or tapes, or a single file. Individual pieces of media (for example, tapes or hard disks) are
members of a Media Set. A Media Set can be made up of almost any sort of storage media: hard
drives, disk arrays, tape, and even flash memory.

You can backup as many source volumes as you like to a single Media Set. For example, you could
have a single Media Set as the backup destination for your computer’s internal hard disk, your
external hard disk, a coworker’s hard disk on a computer with installed Retrospect Client software,
and even a Mac OS X Server or Windows Server. All of your Media Sets appear in Retrospect’s
Media Sets list.

Above the list, the toolbar allows you to work with Media Sets, including functions such as adding,

removing, copying, and verifying a Media Set. Below the list, tabs give you more information on the
Media Set you have selected.
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When a disk or tape fills with data, Retrospect asks for a new member, adds it to the Media Set and
continues appending data. It automatically uses any available new or erased media. If the media
has the name Retrospect is looking for, Retrospect will erase and reuse it. However, Retrospect will
never automatically use a medium with the wrong name if it has data on it.

When you create a Media Set in Retrospect, it can be one of the following types:

= Disk Media Sets are Retrospect’s most flexible Media Set. They allow backups to span across
multiple, random-access storage devices, including hard disks, Network Attached Storage
(NAS), removable cartridges, and even flash media. Older backups can be groomed from Disk
Media Sets to reclaim space, and it’s even possible to perform a restore from a Disk Media Set
that’s in use by a backup operation. Disk Media Sets should be your most-used backup
destination if you are not using tape backup. A Disk Media Set writes a folder containing a
series of files to the destination media, with each file being no larger than 600 MB (which can be
useful in environments where these files are replicated to additional storage, such as an off-site
vault). Retrospect considers the folder containing the backup files to be a single member of the
Disk Media Set. Disk Media Sets replace the less-flexible Removable Disk sets present in older
versions of Retrospect. Catalogs for Disk Media Sets are usually stored on the Retrospect
server’s hard drive.

= Tape Media Sets use tape drives and backup tapes as the storage medium. Retrospect
supports many types of tape drives, including DAT drives, LTO drives, AIT drives, VXA drives,
and DLT drives. See the Retrospect website for a complete list of supported drives. Some
drives, such as tape libraries (which can accommodate and automatically load multiple tapes)
may require a license for the Advanced Tape Support add-on. Catalogs for Tape Media Sets are
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usually stored on the Retrospect server’s hard drive.

= Tape WORM Media Sets are similar to Tape Media Sets, except that the tapes they use are
WORM (Write Once, Read Many). As the name suggests, WORM tapes cannot be erased or
reused once data is written to them. They are used for archival purposes and to comply with
government regulations requiring document retention. Catalogs for Tape WORM Media Sets are
usually stored on the Retrospect server’s hard drive.

= File Media Sets combine the Catalog file and the backed-up data into a single file stored on a
volume. They can be saved anywhere a Disk Media Set can be saved, but they are limited by
the size of the volume on which it is stored, and also the maximum file size of the file system
(FAT32, NTFS, HFS+, etc.). Backups in a File Media Set cannot span across media. File Media
Sets are useful for small jobs where everything (the Catalog and the backed up data) is self-
contained in a single file, but in most cases, you should use Disk Media Sets.

Media Actions

Whenever you run a backup script manually, or when you set a script to later run automatically, you
have the option of using one of four media actions. Each media action tells Retrospect how to
handle the physical media, which in turn has an effect on which files are backed up.

Retrospect’s four media actions are:

= No media action, which is the default choice, tells Retrospect that it doesn’t need to do
anything special with media during the current backup. As usual, Retrospect will perform a
Smart Incremental backup, which saves time and media space by not copying files that already
exist in the Media Set. In other words, Retrospect will copy only files which are new or newly
modified since the last backup to the same Media Set.

= Skip to new member causes Retrospect to create a new member within the current Media Set.
Retrospect will display a dialog requesting a new piece of media, so that you can insert it for use
in the next backup operation. This media action is useful when a piece of media that you have
previously used for a particular Media Set is not available.

= Start new Media Set tells Retrospect to create a new destination Media Set (with a name similar
to the old one) of the chosen type. Depending on the type of Media Set, Retrospect will use a
new or erased disk or tape. For Disk Media Sets, Retrospect will create a new folder on the disk,
and backed-up data will be written as a series of 600 MB backup files inside that folder. Use the
Start new Media Set media action so that you can take your old media off-site for safe storage.

= Recycle Media Set first clears the catalog contents (if any) of the destination Media Set, so it
appears no files are backed up. Then it looks for the first media member of the Media set and
erases it if it is available. If the first member is not available, Retrospect uses any available new
or erased piece of media appropriate for the Media Set type. All selected files and folders from
the source are then backed up to the Media Set. Use the Recycle Media Set action when you
want to reuse one or more pieces of media.

Note: As long as matching is left on (the default), Retrospect will always perform a Smart
Incremental backup, adding only those files that don’t exactly match already-backed-up files. If a
Media Set and its catalog file are empty, then Retrospect’s Smart Incremental backup will
automatically add all the files necessary to restore each backed-up source.

Catalog Files

Retrospect uses a separate catalog file (usually stored in /Library/Application Support/
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Retrospect/ on the Retrospect server) to keep track of all of the files and folders in a Media Set.
You can think of the catalog as an index or table of contents of the files on the backup media. The
catalog lets you view the contents of a Media Set without requiring the media to be inserted in the
backup device, greatly speeding up finding and retrieving files.

A catalog file is required for all operations that copy files to and from a Media Set. Retrospect can
repair damaged catalogs, using the Repair button in the list view toolbar under Media Sets. If the
catalog is lost or damaged too severely for the repair operation, Retrospect can rebuild it by
reading and reindexing the media.

Retrospect Clients

Retrospect can back up any drive that can be mounted on the Macintosh desktop, whether that
drive is local or a shared networked volume.

Retrospect Clients extend the backup and restore capabilities of Retrospect to other computers on
your network. A computer equipped with the Retrospect Client software is known as a Retrospect
client computer, or simply a client. Retrospect can back up clients on the network without the need
for installing file servers, starting file sharing, or mounting volumes, and it does so with full
administrator privileges on those systems.

Proactive Backups
Retrospect’s Proactive Backups accommodate changing network and disk configurations.

A Proactive Backup offers a special type of scripted backup. Rather than backing up sources on
specified days and/or times to specified Media Sets (like a traditional script), Proactive Backup
scripts look for transient computers and volumes, such as notebook computers with the Retrospect
Client software installed, to appear on the network. When the sources appear, Retrospect backs
them up. Retrospect Client users can even request backups of their volumes. A Proactive Backup
script is often best used in concert with regular backup scripts to produce a comprehensive backup
strategy.
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Chapter 4

Hardware

= Sources and Storage Devices

= Sources

= Using the Sources toolbar

= Using the Scope bar

= Using the Detail area

= Customizing the Sources List

= Storage Devices

= Hardware Overview

= Working with Retrospect and Your Hardware

= Finder-Mountable Drives

= Tape Drives

= Tape Libraries

= Media Longevity and Storage

= How Retrospect Works with Multiple Backup Devices
= Communication errors with VXA-320 tape drives

This chapter explains how Retrospect works with your different backup devices, and explains how
you can see and control your hardware from within Retrospect.

Sources and Storage Devices

Retrospect displays your hardware in two different areas of the program, Sources and Storage
Devices, accessible from the sidebar.

Sources

The first area, Sources, shows you the hard drives that are attached to the computer running the
Retrospect backup engine, and on those hard drives, shows you any Favorite Folders that you have
defined. Retrospect treats Favorite Folders as separate sources that can be backed up
independently of the hard drive on which they reside. Sources also shows you the network volumes
that you tell Retrospect about. These can either be mounted network shares, such as on a file
server or NAS (Network Attached Storage) device, or Retrospect clients (computers running the
Retrospect Client software). See Chapter 4 for more information about working with Retrospect
clients, NAS devices, and network shares.
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Hard disk attached to Retrospect backup machine
— Retrospect client

Sources toolbar

eno Retrospect =
CUED
0 Q
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® @ > @ L & @
O Activities Add  Remove Add Favorite Rename SetClock Refresh Locate Update Password E
ba s @D servers Desktops & Laptops | @D Local Client Shares
9| Past Backups Name Machine os Used Total Last Backup Date
Backup Disk 1 Backup Server  MacOSX 379.1GB 931.2GB
- ~ Bootable Copy Backup Server ~ MacOSX 47.3GB  152.4GB Scope bar
. e Bootcamp Backup Server  MacOSX 18.6GB  20.6 GB
i_ # > Dori MacBook Pro  Dori MacBook Pro Mac 0S X 5/17/09 10:48 PM
NAS share —— Macintosh HD Backup Server  MacOSX 56.6GB  90.9 GB .
l i » [ MiniServer MiniServer Mac 05 X Sources list
share Backup Server  Unknown 183GB  232.0 GB
Storage Devices.
Terabyte Backup Server  MacOSX 442.7GB 931.4 GB
" Reports ©-v ¥ Tom-VistaPC Tom-VistaPC  Windows 6/17/09,2:02 PM
L&) © vHosc) Tom-VistaPC ~ Windows 85.4GB 222.8GB  6/17/092:02PM
= ‘ —r—— © TDocuments  Tom-VistaPC  Windows 6/17/09 2:02PM e
‘ RECOVERY (D) Tom-VistaPC  Windows  3.9GB_ 10.0 GB —-
. % & Tom's Mac Pro___ Tom's Mac Pro__Mac OSX__— - Yesterda__.11:15 PM
Favorite folder © > Tom's MacBook  Tom's MacBook Mac 0S X Today at 3:07 PM
Summary - Options  Tags '
© Tom's Mac Pro
ame Tom's Mac Pro Last Backup Date Yesterday at 11:15 PM
Desktop Next
File System
L Detail area

Retrospect uses different icons in the Sources list to display each of the different types of Sources.

Fl
Hard drive; may be connected to Retrospect server machine or be attached to a Retrospect
client machine.

[ ]
Retrospect client; shown here with disclosure triangle, indicating that it can be opened to

display the hard drives attached to the Retrospect client machine.

" A network volume or share logged in using a file sharing protocol, such as AFP or SMB.

Favorite Folder.

Retrospect has the ability to use any kind of media that can be mounted on the Mac desktop as a
source. So it doesn’t matter whether the media is a hard drive, a network share, a Retrospect client
machine with attached hard drives, or even devices such as flash memory drives or disk drives with
removable media, all of these will appear in the Sources list.
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Using the Sources toolbar

Above the Sources list, the Sources toolbar allows you to perform various actions on an item
selected in the Sources list. Depending on the selected Source, different items in the toolbar may or
may not be active.

A A A : ci
) A O @ * 4

Add Remove Add Favorite Rename Set Clock Refresh Locate Ubdafe Password

The buttons in the toolbar have the following functions:

= Add opens a dialog that allows you to add a network share or Retrospect client computer to the
Sources list.

= Remove allows you to remove a selected Retrospect client computer, network share, or
Favorites Folder from the Sources list.

= Add Favorite allows you to choose and designate a folder on a selected Source as a Favorite
Folder.

= Rename allows you to rename the selected Retrospect client. This changes the client name in
Retrospect, but it does not change the actual machine name. In other words, it only changes the
client name as it appears in the Retrospect Sources list.

= Set Clock changes the time and date on the selected Retrospect client computer to match the
date and time on the Retrospect server.

= Refresh tests the connection to the selected Retrospect client computer and updates details
such as IP address and connection speed.

= Locate lets you associate an existing Retrospect client with a new address without removing
that client from any scripts.

= Update allows you to update the Retrospect Client software on the selected computer.
= Password changes the login for the selected network share or Retrospect client computer.
= Eject unmounts the selected network share.

= Erase will erase all data from the selected source. You should be very careful when using this,
as this operation cannot be undone.

Using the Scope bar

Because the number of Sources you are managing with Retrospect can be very large, the Scope
bar allows you to filter the items in the Sources list in two fashions. To filter the Sources shown in
the list, click one of the buttons in the Scope bar.

@D servers Desktops & Laptops | Local Client Shares

The first group allows you to filter the items in the Sources list by the operating system used by the
Source.

Clicking the Servers button restricts the list only to computers running a server operating system.
This includes any versions of Mac OS X Server, Windows Server, and server software used by NAS
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(Network Attached Storage) devices. Clicking the Desktops & Laptops button filters the list to show
only Retrospect client computers running a non-server operating system supported by Retrospect
(see Requirements in Chapter 1 for a complete list).

The second group allows you to filter the items in the Sources list by type. Clicking the Local button
shows you Sources connected to the Retrospect server computer. Clicking the Client button shows
you only the Retrospect client computers. Clicking the Shares button shows you only network
shares.

Note: The two groups of buttons in the Scope bar are interactive, and clicking buttons in the first
group of the Scope bar will affect items shown when you further filter the results in the second
group. For example, imagine that you have a NAS device attached to your network. If the selected
filter in the first group is All or Servers, clicking Shares in the second group will still display the NAS.
But if the Desktops & Laptops button was selected in the first group, that would filter out the NAS,
and no selection in the second group would display the device.

Using the Detall area

Below the Sources list, the Detail area shows additional information about whichever Source is
selected in the Sources list. There are three tabs in the Detail area: Summary, Options, and Tags.

Summary: In the Summary tab, Retrospect shows you information about the selected Source, and
that information changes depending on the kind of Source you have selected.

[ Summary | Options Tags ]

© Macintosh HD

Overview
Client Name Tom's Mac Pro Last Backup Date Yesterday at 11:17 PM
Type Desktop MNext Backup Date 7/4/09 5:00 AM
File System Mac 05 Extended Status @ Backed Up

Path Macintosh HD Version

Details
Total Space 232.6 GB Interface Default
Used Space 138.2 GB Address 192.168.1.135
Free Space 94.4 GB Speed
Echo Time
Security Clock Offset

Priority Location

The Overview section tells you the key information about the Source, including the Client’s name,
its last and next scheduled backup dates, and its backup status. The Details section displays
information about the Source’s capacity, its network address information, and its backup
performance speed.
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Options: In the Options tab, the items are only active for Retrospect client
machines.

| Summary | Options | Tags ]

[ Encrypt Network Link
"1 Enable Wake-on-LAN

Volumes

Back up: | Selected Volumes |+

. _\Tardis
Macintosh HD
Fallback
Basement

EERE

Check the box next to Encrypt Network Link to encrypt data transfers between the selected
Retrospect client computer and the Retrospect server. Check the box next to Enable Wake-on-LAN
if you want to make sure that Retrospect wakes up a sleeping client computer for Proactive Backup
activities.

In the Volumes section, from the Back up pop-up menu, you may choose All Volumes, Selected
Volumes, or Startup Volume. If you choose Selected Volumes, you must make sure that the
volumes that you wish to back up have a checkmark next to them.

Tip: You can use Selected Volumes to restrict the volumes on a machine that would otherwise be
selected for backup by other functions of Retrospect. For example, you could have used a Tag (see
below for more on Tags) to select a particular Retrospect Client machine. If you did so, by default all
volumes attached to that machine would be backed up. By using Selected Volumes, you can back
up just the volumes you want.

Tags: The Tags tab, empty by default, allows you to create tags that you can apply to particular
Sources. These tags can then be used by scripts to perform Retrospect operations only on items
with those tags. Tags allow you to group volumes together for better organization. Tags that you
create appear in the Scripts category under the Sources tab.

For example, you could make an Accounting tag containing the volumes from the accounting
department. Later when you are creating a backup script, instead of tediously selecting each
individual accounting volume, you can just select the Accounting tag and Retrospect knows you
mean all of the volumes within that group. Another possibility would be to create a Laptops tag for
all of your portable Retrospect client machines, making it easy to select those machines for
inclusion in a Proactive Backup script.

To create a new Tag, click the + (plus) button at the bottom of the Tags tab. After you enter its
name in the dialog, the new tag appears in the list.
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To assign one or more Tags to a Source, first select the Source in the Sources list, then click the
checkboxes next to the Tags that you want. Similarly, to remove a tag from a Source, select the
Source from the Sources list, then clear the checkboxes next to the Tags that you want to remove.

To eliminate a tag from Retrospect, select the tag, then click the — (minus) button at the bottom of
the Tags tab. Retrospect will ask you to confirm your action. Delete tags with caution; there’s no
undo if you make a mistake. Deleting a Tag removes the tag from any volumes that you may have
applied it to, but doesn’t otherwise affect the volumes. You may need to check any scripts that use
the tag you deleted.

Searching for sources by tag

Keyword tags are even more powerful in Retrospect with the addition of a Tags criteria in the
Sources filter. Let’s say all the portable computers in your organization have been given a “laptop”
tag. The example below explains how to find them.

How to view sources with the tag “laptop”:

Click Sources in the sidebar.

Click the plus (+) button next to the Save Report button to display the filter toolbar.
Click the left-most drop-down list and select Tags.

Select Contains from the next dropdown.

Type laptop into the text-entry field, and press the Return key.

All sources with the “laptop” tag are displayed.
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Customizing the Sources List

You can customize the Sources list. You may sort most columns in ascending or descending order
by clicking the column header; a selected column is highlighted, and there is a upwards or
downwards pointing sort arrow in the column heading. You may change the order of the columns in
the list by dragging column headers. Clicking the line between the two columns allows you to drag
to change the width of the column.

The default choices in the Sources list are: Status, Name, Machine, Operating System, Space
Used, Space Total, Last Backup Date, Capacity, and Browse Files. By right-clicking in any of the
column headers, you get a contextual menu from which you may also add additional choices: Path,
Interface, Type, Connection, File System, Agent Version, Space Free, and Next Backup Date.

Storage Devices

The other place that your backup hardware may show up in Retrospect is under the Storage
Devices category in the sidebar. Devices that show up here are those that are specifically controlled
by Retrospect, such as tape drives and libraries (sometimes called a loader, autochanger, or
autoloader).
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Take a closer look at

Status, and Location.

will appear to the

B

the Storage Devices list. By default, it consists of three columns: Name,
These work as follows:

Name displays the name of the storage device, magazine, or media. A gray disclosure triangle

left of the name for devices that Retrospect can control and use, and it can be

toggled to show the media available in that device. If you see a device listed without a gray
disclosure triangle next to its top-level name, Retrospect is not able to use that device as a
backup destination.

Status shows you the condition of the storage device, as reported by the device. For example,

most tape drives will report Ready when there is a tape in the drive that can be written. In the
screenshot below, because the device is a tape library, the Device Status for the first drive is 6:

Ready, indicating

that the tape from slot 6 is in the drive and is ready for use.

Location shows three numbers, broken down into three digits (n:n:n) that represent

Bus:ID:LUN. Internal ATAPI (DVD+RW drive), internal SATA, FireWire, USB, and SCSI would
each be represented by their own bus. ID is the device’s ID on that bus. LUN (which stands for
Logical Unit Number) would represent a logical volume’s ID on a SAN or in certain iSCSI

configurations.
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Mame Status Location

HL-DT-5T DVD-RW GH41N 2:0:0
Ti] Qualstar Library 1:0:0
v& Sony AIT-5 DC 6: Ready 1:1:0
M 1-Tape Set X ADDOOR
vH Sony AIT-5 DC No media 1:2:0
(Empty)
v D Import-Export slot 1
1: (Empty)

v D Library slots 1 to 12

B slot: 1 - [AD0009] 1-Tape Set Y
Slot: 2 (Empty)

B slot: 3 - [A00010] Untitled

M Slot: 4 ([000026] 000026)
Slot: 5 (Empty)

B slot: 6 - [ADODO0&] In drive

M Slot: 7 (Unknown)

B slot: 8 ([CLNOOO] Cleaning tape)

Using the Detail area

Below the Storage Devices list, the Detail area shows additional information about whichever
device is selected in the list. There are two tabs in the Detail area: Summary and Options.

Summary: In the Summary tab, Retrospect shows you information about the selected storage
device or media, and that information changes depending on the kind of device or media you have
selected.

[ Summary = Options |

<& Sony AIT-5 DC

Overview

pe Tape Firmy 2 0103
SONY nterface SCSI
luct SDX-1100 t No media
Details
1:2:0 ( ] 0

Media

The Overview section tells you the key information about the device, including its type, vendor,
model, firmware version, interface, and reported status. The Details section displays information
about the device’s location and for tape drives, information about the drive’s cleaning interval and
last known cleaning. The Media section gives you details about the media in the selected device,
including its barcode (used with some tape libraries), when the tape was first used, whether the
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data on the tape is compressed or not (shown under Format), and other tape attributes.

Options: In the Options tab, Retrospect shows you information about the selected storage device,
and the controls in this tab are active or inactive, depending on the kind of device you have
selected.

Summary | Options ]

E‘Tape Alert

Enable Barcode Scanning

Clean drive after 0 hours of use. (Enter O for never.)

Number of slots per magazine: N/ A

Set Write Speed: Default .

The controls at the top part of the detail area are for tape drives. Checking Tape Alert causes
Retrospect to add an alert of the tape drive error to the Log (to see the error, choose View > Log).
Some tape libraries can keep track of tapes with a barcode reader; check Enable Barcode
Scanning to make Retrospect use barcoded tapes. You can also set Retrospect to alert you to
clean your tape drive on a regular schedule by entering the number of hours between cleanings (the
default choice of 0 means that Retrospect will never remind you to clean your tape drive). The
Number of slots per magazine setting is most useful for libraries with many slots. It lets you group
slots together for easier viewing and slot management in the Storage Devices view. Set the
maximum number of slots to include in a group and Retrospect will organize the library
automatically. For example, if your library has 60 slots, and you specify a maximum of 15 slots per
magazine, Retrospect creates four magazine containers with 15 slots each. The number you specify
does not represent an actual physical grouping of slots or magazines; it is for display purposes
only.

The Set Write Speed pop up menu is used for optical drives. The default choice will write data to
the drive as quickly as the drive can handle it. If you have special needs, such as recordable media
that you know cannot handle the fastest speeds, you may choose Fast, Medium, or Slow from the
pop-up menu.

Customizing the Storage Devices List

You can customize the Storage Devices list. You may sort most columns in ascending or
descending order by clicking the column header; a selected column is highlighted, and there is a
upwards or downwards pointing sort arrow in the column heading. You may change the order of
the columns in the list by dragging column headers. Clicking the line between the two columns
allows you to drag to change the width of the column.

Besides the default columns listed above, by right-clicking in any of the column headers, you get a
contextual menu from which you may also add additional choices to the list: Type, Media Set,
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Vendor, Product, Firmware, and Interface.

Hardware Overview

To confirm that your backup device is compatible with Retrospect, refer to the Retrospect website
for the latest compatibility information and more specific details on supported devices.

If you have problems with Retrospect and your backup devices after you’ve confirmed you have a
valid hardware and software installation, refer to Troubleshooting and Support Resources.

Working with Retrospect and Your Hardware

Most of the time, your backup hardware will just work with Retrospect. But sometimes you may
need to monitor hardware more closely, or troubleshoot problems. This section discusses how to
work with specific types of hardware.

Seeing Your Backup Device

To confirm that your backup devices are being seen and can be used by Retrospect, check to
make sure that they appear in either the Sources list or the Storage Devices list, depending on the
type of device. When you can access a device from the desktop of the Retrospect server, you
should also be able to see it in Retrospect, with the exception of network shares, which Retrospect
accesses as the root user. For devices that should appear in the Storage Devices list, if you're
having problems seeing a device, the first thing you should try is clicking the Rescan button in the
toolbar above the Storage Devices list. After you click Rescan, give devices up to two minutes to
appear in the Storage Devices list. All backup devices that are properly connected to the backup
computer should also appear in Apple’s System Profiler application. If you cannot see the device,
refer to its documentation for information on setting up properly.

Troubleshooting Tips:

For SCSI devices, make sure each device is turned on, the cables are securely connected, each
device has a unique ID, and the SCSI chain is properly terminated. Do not rearrange devices on a
SCSI chain unless each device and the computer itself are all turned off.

If your SCSI chain is not properly connected and terminated, or if there is an ID conflict, many
different problems can result. The most harmless problem would be a device that does not appear
in the device status list. A more serious—yet subtle —problem could be a communication failure
between the backup computer and the backup device, leading to data loss. The most serious
problem would be damage to your computer or SCSI devices on the chain.

A drive that does not appear in the Sources or Storage Devices lists may not be supported by
Retrospect or may have special requirements. Refer to the Retrospect website
http://www.retrospect.com for the latest compatibility information and more specific details on
supported devices.

Finder-Mountable Drives

Retrospect supports any drive that can be mounted in the Finder as a backup destination (except
for optical discs).. This includes internal and external hard drives directly connected to the
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Retrospect server computer, and hard disks served over the network. Retrospect also supports
disk drives with removable media, and solid-state drives (SSD) that mount in the Finder.

To see the volumes available for use with Retrospect, click Sources in the sidebar to display the
Sources list.

Choosing the Media Set Type

A mountable disk drive can be the destination for both File Media Sets and Disk Media Sets. There
are major differences between these two types of Media Set. Disk Media Sets provide the
maximum flexibility and performance because they can:

= Span multiple disks, including network volumes
= Include the option to automatically groom disks to reclaim disk space
= Provide the best support for backing up to NAS devices and servers

= Use the same Media Set as the destination in one operation while, at the same time, be the
source for one or more additional operations.

In addition, Disk Media Sets do not have the file size limitations inherent in a File Media Set. A Disk
Media Set writes a series of files to the destination media, with each file being no larger than 600
MB (which provides benefits if replicating backup data to other storage).

Note: Starting in Mac OS X 10.6 “Snow Leopard,” Apple changed the way the Finder calculates file
sizes, where 1 MB = 1,000 * 1,000 bytes, instead of the traditional 1 MB = 1,024 * 1,024 bytes,
resulting in apparent Retrospect Media Set file sizes of 692 MB.

When saved on hard disks, both File Media Sets and Disk Media Sets can store and access files
other than the Media Set data files.

Tip: If you were a user of previous versions of Retrospect, and used File Backup Sets extensively,
make the transition to using Disk Media Sets with Retrospect.

Preparing Mountable Disks for Use

It is a good idea to prepare disks for use ahead of time by adding them as members of a Media Set.
When Retrospect is executing a script and requires additional storage for the disk Media Set, it will
automatically use a disk that was previously added to the Media Set.

To add a disk to a Media Set, see “Adding a Disk to a Media Set” in Chapter 5.
Disk Grooming

By default, when a disk that is a member of a disk Media Set becomes full (or uses all the disk
space you allotted), Retrospect asks for a new disk so it can continue to copy files and folders.

If you would rather continue to use the existing disk, you can use Retrospect’s grooming options to
reclaim disk space by deleting older files and folders to make room for new ones.

Once disk grooming is enabled and you specify a grooming policy, Retrospect automatically
deletes older files and folders (based on the policy) when it needs more space. For more
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information on setting disk grooming options in the Media Set Creation Wizard, see “Grooming
Options for Disk Media Sets” in Chapter 7.

Warning: Grooming deletes files and folders from the backup media. These files and folders cannot
be recovered. Before enabling grooming, make sure you have a backup policy that protects your
critical files and folders.

You can change or turn off a disk Media Set’s grooming options at any time. If you want to protect
backups from specific points in time, you can “lock” them to prevent Retrospect from grooming
them. You can also select specific backups not groomed by policy to manually delete from the
Media Set.

Grooming is useful as part of a staged backup strategy. See “Staged Backup Strategies” in
Chapter 7 for more information.

Tape Drives

Retrospect supports most tape drives without requiring the installation of additional software. For a
list of supported tape drives, see
http://www.retrospect.com/supporteddevices/.

Sequential access media is relatively inexpensive, has moderately-large capacity, and has a good
sustained data transfer rate. Thus, tapes are well suited for backups, especially in situations where
you want to move some of your backups offsite for extra safety, or for long-term archiving.

When you use Retrospect to back up a volume to a tape, the data is written sequentially from the
beginning of the tape to the end. When you add backups to the tape, the data is appended where
the previous data ends, until the tape runs out.

Neither the backup computer nor Retrospect will mount a tape in the Finder when you put it in the
drive, so don’t expect the tape to appear on your Mac desktop.

Tip: A staged backup strategy that involves backing up to disk, then copying the backup to tape can
help improve overall performance when backing up to tape. This is known as disk-to-disk-to-tape
(D2D2T) or disk-to-disk-to-disk (D2D2D) backup, depending on the type of media used. See
“Staged Backup Strategies” in Chapter 7.

Tape Capacity

The actual amount of data that will fit on a given tape will vary due to many factors. A tape’s
capacity can be greatly influenced by the relative speeds of the backup computer and the tape
drive.

If you back up a slow source (for example, a slow computer, a slow hard drive, or a shared volume
on a network) to a fast tape drive, the tape capacity is reduced by the source’s inability to supply a
steady flow of data to the tape drive. Don’t be surprised if your tapes end up containing less than
their advertised capacities. Some tape drives are represented as being capable of higher capacities
than the drives normally achieve in day to day use. The representations refer to the amount of data
before it gets compressed by a tape drive with hardware compression capability—and they may
use generous compression rates.
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Compression

Compression, which can be done by Retrospect or a capable tape drive, conserves space on your
tapes by reducing the size of the data being stored. Compression doesn’t actually increase media

capacity—a given disk or tape can still only hold a certain amount of data. Compression squeezes

the original data to a more compact size before the data is put on the tape, allowing you to fit more
of your files on a given tape.

Hardware data compression is common on tape drives. Retrospect uses a drive’s hardware
compression whenever possible, automatically turning off Retrospect’s software compression
option if necessary.

Tip: It is much faster to let the hardware compress the data than to have Retrospect’s software-
based routine compress it.

The amount of compression achieved varies depending on the type of data being backed up. Text
files generally compress well, while applications, system files, and already-compressed files, such
as audio, video, and PDF files, do not. As a complete generalization, given mixed content on a
source volume, compression typically will shrink data to approximately two-thirds its original size.

Retrospect disables hardware compression when you use encryption because encrypted data
compresses poorly. If you need to use encryption and compression together, use Retrospect’s
software compression option. Retrospect then compresses the data before encrypting it, which is
not possible when hardware compression is used.

Tape Alert Support

Many tape drives and libraries support Tape Alert messages. These devices generate Tape Alert
messages to report hardware errors, There are three categories of alerts:

= Information
= Warning
= Critical

Retrospect supports Tape Alert in three ways. It:

= Displays a dialog box describing the nature of the error.
= Logs the error in the Activities List.
= Logs the error in the Operations Log.

You can enable/disable this behavior for any tape drive or library that is accessible from the
Retrospect server and supports Tape Alert.

Note: Retrospect does not automatically enable Tape Alert for most tape drives. You can enable it
manually as described under “Storage Devices Options”, earlier in this chapter.

WORM Tape Support

As a result of compliance regulations and other factors, many tape drives and libraries now support
WORM (Write Once, Read Many) tapes. As the name suggests, WORM tapes cannot be erased or
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reused once data is written to them.

WORM tapes are displayed in Retrospect with a special icon so they are easy to identify. While
normal tapes use the blue tape icon, WORM tapes have a yellow icon.

Warning: When using WORM tapes, make sure Retrospect’s “Automatic skip to blank media”
preference is turned off (which is the default setting). You can find this preference by choosing
Retrospect > Preferences, then clicking on the Media tab.

Working with WORM Tapes

Since Retrospect treats WORM tapes differently than normal tapes, it is recommended that you use
WORM tapes exclusively with Tape WORM Media Sets.

When you create a new Media Set, you can choose to create a Tape WORM Media Set. See
“Creating Media Sets” in Chapter 5.

Tape WORM Media Sets are treated differently than normal tape Media Sets. During an automatic
operation (i.e. a scripted operation) that uses a Tape WORM Media Set as the destination,
Retrospect will copy files to a WORM tape with the correct name. If it cannot find a WORM tape
with the correct name, it will automatically use a blank WORM tape only. Retrospect will never
automatically add a blank, normal tape to a Tape WORM Media Set.

Similarly, during an automatic operation that uses a normal tape Media Set as the destination,
Retrospect will never automatically add a blank WORM tape (only a blank, normal tape) to the
normal tape Media Set.

You can manually add normal tapes to Tape WORM Media Sets and WORM tapes to normal tape
Media Sets when Retrospect makes a Media Request during an Activity execution, or by using
Retrospect’s Add Member to Tape Media Set feature.

Note: WORM tapes can never be erased or reused, even when they are part of a normal tape Media
Set. Normal tapes can be erased and reused even when they are added to a WORM Media Set.

Cleaning Your Tape Drive

Regular cleaning of your tape drive is essential for reliable performance. Dirty drive heads are a
major cause of tape drive problems and reported media failures. Retrospect may report in the Log
error —206 (drive reported a failure: dirty heads, bad media, etc.) in these cases.

Cleaning most tape drives is as simple as inserting a special tape cleaning cartridge and letting the
drive clean itself. Refer to your drive’s documentation for its manufacturer’s cleaning
recommendations.

Depending on the capabilities of your tape drive, a number of tape cleaning options are available.

For all tape drives, Retrospect has a option to set the cleaning interval. To access this option,
choose Storage Devices in the sidebar, select your tape drive in the list, click the Options tab in the
detail area, and enter a number next to “Clean drive after [blank] hours of use.” Zero, the default
choice, tells Retrospect to never remind you to clean the drive.
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If you have a tape library that supports barcode reading, and a cleaning tape (with a cleaning
barcode label) is loaded in the cleaning slot, Retrospect automatically cleans the drive at the
specified interval. If you have a tape library that does not support barcode reading, Retrospect will
still automatically clean the drive, as long as you have designated a cleaning slot and inserted a
cleaning tape.

To designate a slot in a library as the cleaning slot:

1. Load the cleaning tape into an empty slot in the library.
2. Click Storage Devices in the sidebar.

3. Select the tape drive in the Storage Devices list. If necessary, click the disclosure triangles to show
all the library slots.

Mame Status
HL-DT-5T DVD-RW GH41N
?E Qualstar Library
Y& Sony AIT-5 DC 6: Ready
M 1-Tape Set X
¥ Sony AIT-5 DC Mo media
(Empty)
0 Import-Export slot 1
1: (Empty)
v D Library slots 1 to 12
Eslot: 1 - [A00009] 1-Tape Set Y
Slot: 2 (Empty)
BB slot: 3 - [A00010] Untitled
P Slot: 4 ([000026] 000026)
Slot: 5 (Empty)
B slot: 6 - [AQOO0E] In drive
M Slot: 7 (Unknown)
B Slot: 8 ([CLNOOO] Cleaning tape)

4. Right-click on the slot that contains the cleaning tape. From the contextual menu, choose “Enable
as cleaning slot.”
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v D Library slots 1 to 12

B Slot: 1 - [A00009] 1-Tape...

| Slot: 2 (Empty)
B Slot: 3 - [ADOOL
M Slot: 4 ([000026]

Slot: 5 (Empty)
B Slot: 6 - [AQQO0
M Slot: 7 (Unknowr
B Slot: & ([CLNOODO

Erase...
Ignore

Slot: 2 (Empty) :
_ Enable as cleaning slot
Owerview | - |

Type Tape Slot
Sl

Product

Retrospect changes the name of the tape in the list to “Cleaning tape.”
To clean a tape drive manually:

If you have a single tape drive, simply insert the cleaning tape. Most tape drives will recognize the
cleaning tape, perform the cleaning, and eject the cleaning tape. If you have a tape library, make
sure that you have designated a slot as a cleaning slot, as described above.

. With a tape library, drag the slot that contains the cleaning tape to the drive icon in the list.
Retrospect moves the cleaning tape into the drive and the drive automatically performs the cleaning
cycle. With some libraries, you can also right-click the tape drive, then choose Clean from the
contextual menu. Retrospect asks you to confirm that you want to clean the drive. Click Clean.

Viewing Tape Status

You can use Retrospect to view information about tapes that you want to use, or have used, for
backups.

Before viewing tape information, make sure the device you want to use is listed in the Storage
Devices window. If the device you want does not appear in the window, see “Seeing Your Backup
Device,” earlier in this chapter.

To view tape status:

Click Storage Devices in the sidebar.

The Storage Devices list displays.

Insert a tape into the drive.
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Once a tape is loaded, its status appears in the Status column of the list. The meaning of the status
messages are as follows:

= Ready indicates the medium contains Retrospect data or is a member of a Media Set that is
ready for use.

= Erased indicates an empty medium.

= Content Unrecognized means the tape is not empty, but does not contain valid Retrospect
data. Often, this happens when you insert a tape written to by other backup software.

= Wrong Version may mean the inserted tape was written to by another version of Retrospect. It
can also mean the drive’s firmware version is not supported by Retrospect.

= Write Protected means the tape is locked.

= Rewinding means the tape is in the process of being rewound.

= Pending means that the tape is loaded in the drive, but it has not yet been read.
= Hardware Error indicates a device error has occurred.

= Unloaded usually means a tape is in the drive but is rewound and must be ejected and
reinserted to be used. This message may also appear while a tape is being changed in a tape
library.

= Moving Media means the tape is being moved from one slot to another, to the tape drive
mechanism, or vice versa.

* Running and Busy indicate the drive is busy.
= Empty indicates there is no tape in the drive.
Preparing Tapes for Use

When Retrospect is executing a script unattended and requires a new tape, it will automatically use
any appropriate tape that is erased or has the correct name. It is a good idea to prepare media for
use ahead of time by erasing or formatting tapes.

You can also add tapes to a Media Set in advance of Retrospect requesting them.

To add tapes to a Media Set:

. Make sure that a tape is inserted in your single tape drive, or that there are tapes in the slots in your
tape library, then click Media Sets in the sidebar.

The Media Sets list displays.

Click to select the tape Media Set to which you want to add members.
In the detail area below the Media Sets list, click the Members tab.

The Members list displays, showing you the existing members of the Media Set.
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[ Summary Options | Members @ Bindings  Backups !

Mame Location Space Used Space Free Space Total | Barcode Lost
© 1-Tape Set A - 70.5 GB 0B 70.5 GB FOOO00008 0
© 2-Tape Set A 11.9 GB 6.1 GB 18.0 GB O
i

4. Click the + (plus) button below the list.

The Add a new member dialog appears.

Add a new member

© "E Quantum Library
pe=HP Ultrium Gen 4 DC

> D Import-Export slots 1 to 5
¥ D Library slots 1 ta 12 i
B Slot: 1 - [KUD477] Untitled !
Slot: 2 (Empty)
B Slot: 3 - [RHROB1] In drive
Slot: 4 (Empty)
Slot: 5 (Empty)
BB Slot: 6 - [RBHROB2] 1-TapeQi40
Slot: 7 (Empty)

000000000

( Cancel ) ( Add )

5. Select the inserted tape or a tape in a library slot. If necessary, click the disclosure triangles to
show all the library slots.

Note: You must select blank, erased, or “content unrecognized” tapes. You cannot add tapes that
already belong to an existing Media Set.

6. Click Add.

Retrospect asks if you’re sure you want to add the selected media to the Media Set, and warns that
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any content on the media will be lost.

Click Add.

Retrospect adds the media to the Media Set, naming the tapes sequentially with the name of the
Media Set.

Commands for Single Tape Drives

The following commands for working with tape drives are available by right-clicking the drive in the
Storage Devices list and choosing the command from the contextual menu. Other commands in
this menu are for use with tape libraries, and are covered under “Commands for Tape Libraries”
later in this chapter.

= Eject unloads the selected tape from its drive.

= Erase erases the contents of the selected tape, and—in the case of some tape drive
mechanisms—conditions media to be reused.

= Retension winds the selected tape forward to the end and back to even out the tension and
alignment. (Some types of tapes are retensioned automatically during execution, and cannot be
retensioned manually with this command.) You should retension tapes if they have not been
used in a long time or if the temperature or humidity of their storage environment has changed
significantly.

= Format completely reformats the selected tape. This process can be more time-consuming than
Erase. It is only supported by certain tape drives.

Tape Libraries

A tape library (sometimes called a loader, autochanger, or autoloader) is a hardware unit that
mechanically moves tapes in and out of its drive mechanism(s) from a magazine or fixed storage
slots holding several tape cartridges. Tapes can be arranged in any order and Retrospect will
determine which tape it needs to perform an unattended backup. Tape libraries are useful for large-
scale network backups because they automatically change tapes when one fills up, limiting
downtime due to unavailable media. Many tape libraries are available, each using one or more of
the many available tape drive mechanisms. For more information, refer to the libraries’ manual and
the Support & Hardware section of

http://www.retrospect.com/supporteddevices/.

Retrospect supports barcode-reading libraries and manages tape cartridges based on their
barcode identification. It displays a tape’s barcode in addition to its member name (if any) in media
requests, Backup Set properties, Operations Log events, and the Storage Devices window.
Retrospect recognizes CLN-coded cleaning cartridges.

Retrospect supports multiple import-export slots to move cartridges within and to and from the
library. Import-Export slots appear in the Storage Devices list. You can drag and drop tapes to and
from the import-export slots.

If you have a tape library with multiple drives and the Advanced Tape Support add-on, Retrospect
can perform multiple operations using different drives simultaneously.
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How Retrospect Works with Tape Libraries

Retrospect works differently with tape libraries depending on whether or not the library supports
barcode reading.

Retrospect supports barcode-reading libraries and manages tape cartridges based on their
barcode identification. It displays a tape’s barcode in addition to its member name (if any) in media
requests, Media Set properties, Log events, and the Storage Devices list. In addition, Retrospect
recognizes CLN-coded cleaning cartridges. Barcode support enables Retrospect to quickly scan
the storage slots in a library to determine their contents.

If your library does not support barcode reading, Retrospect must scan the library to get the name
of each tape. The library inserts each tape in the tape drive, and Retrospect then keeps track of the
tapes’ names and locations.

Each time Retrospect is launched, or the library’s door is opened, or the magazine is changed, the
library’s contents may change, so Retrospect must scan to keep current.

For libraries without barcode support, Retrospect uses a unique feature called “storage slot
memory” that speeds up subsequent scans of the library. Each time you exit Retrospect, it records
the state of each slot and drive in the library and saves this information in its configuration file.

Viewing Tape Library Status
To view a tape library’s status, insert a loaded magazine (if applicable to your device) and click

Storage Devices in the sidebar to display the Storage Devices list. Notice how the library, tape slots
(including import-export slots), and drive(s) appear in the list.
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Library icon

@ » <
Rescan Erase Eject
Name Status Location
HL-DT-ST DVD-RW GH41N 2:0:0
VI: Qualstar Library 1:0:0
Drive icon ————— v Sony AIT-5 DC 6: Ready 1:1:0
Name of tape in the drive P 1-Tape Set X A00008
V.M Sony AIT-5 DC No media 1250
(Empty)
0 Import-Export slot 1
1: (Empty)

v D Library slots 1 to 12

B Slot: 1 - [A00009] 1-Tape Set Y
Slot: 2 (Empty)

B Slot: 3 - [A00010] Untitled

B Siot: 4 ([000026] 000026)
Slot: 5 (Empty)

B Slot: 6 - [A00008] In drive

B Slot: 7 (Unknown)

B Slot: 8 ([CLN000] Cleaning tape)

Slots

Retrospect displays information about the library, tape drives, and each of the storage slots,
including status, location, and barcode. Icons and additional status information indicate the
contents of each slot.

The slot has no tape.

The slot has no tape because it was moved into the drive. This is certain because the library always
knows from which slot it has moved a tape into the drive.

[ 2!

(Unknown) - The slot has not been scanned by Retrospect.
=

The slot has been designated as a cleaning tape slot by Retrospect. Cleaning tapes use a green
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tape icon.

The named tape was in the slot when Retrospect last scanned for tapes, but the status is unverified
because the slot’s content may have changed since then.

The named tape was in the slot when Retrospect last scanned for tapes, and is verified because
the slot’s content could not have changed since then.

There was a media error writing to the tape. Retrospect will not use this tape for automatic
executions (scripts). You must manually erase the tape to reuse it.

o]
This tape is formatted as WORM (Write Once, Read Many). See WORM Tape support, earlier in
this chapter.

Working with Tape Libraries

In the Storage Devices list, you can move tapes by dragging and dropping their icons. Position the
pointer over a tape icon, then you can click and drag a tape from slot to slot, slot to drive, drive to
slot, or drive to drive.

Commands for Tape Libraries

The following commands for working with tape libraries are available by right-clicking the library,
drive, or slot icons in the Storage Devices list and choosing the command from the contextual
menu. Some commands in this menu are for use with all kind of tape devices, and are covered
under “Commands for Single Tape Drives” earlier in this chapter.

= Ignore tells Retrospect not to scan or use this device.

= Clear Barcodes unlinks barcode information from all known tapes. This feature should only be
used if Retrospect is incorrectly displaying barcode information or tape names, or if directed to
do so by Retrospect Technical Support.

= Initialize Elements sends the Initialize Element command to the library, which forces the library
to update the status of all elements. Use this command if you encounter a situation in which the
information reported in the Storage Devices window does not match the actual state of the
library.

= Enable as cleaning slot designates the selected slot as a cleaning slot. Retrospect will not
scan the cleaning slot when it searches for media. If your library supports barcode reading,
Retrospect automatically recognizes a CLN-coded cleaning tape and reserves its slot for
cleaning purposes. You can specify the number of cleanings per tape and how often to clean a
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tape drive from the Properties window for the drive or tape.

= Scan cycles through the selected storage slots in the library, moving each tape from slot to
drive to learn the name of the tape. You do not need to use this command if your tape drive
supports barcodes.

Import-Export Support

Some libraries come with separate ports that are used to load single tapes into and from the library
without opening the door. Retrospect uses the term “import-export slot” for this feature, which is
also known as “Mail Slot,” “I/E element,” and “Call Slot.” If the import-export slots are present and
enabled in a library, Retrospect displays them as separate slots at the top of the list of slots. You
can drag and drop tapes from the source drive or any slot onto the import-export slot and the
library will move the selected tape to the port. When you place a tape into the port, Retrospect
displays “Media Available” next to the import-export slot and you can move it by dragging it to any
slot or drive in the library.

Retrospect does not scan import-export slots during unattended operation. Do not place a tape in
the import-export slot if you want to use the tape in an unattended operation such as a scripted
backup.

Tape Library Media Requests

During immediate and automated operations, Retrospect scans the library, searching for the
appropriate media, and loads whichever tape is required. If a new or erased tape is required,
Retrospect will load and use the first one available.

If it cannot find an appropriate tape to use, Retrospect displays the media request alert in the
Activities list. The operation cannot continue until you insert media.

Tape Library Media Failures
When Retrospect encounters a media failure, this is a fatal error that stops all operations.

With tape libraries, you can turn on Retrospect’s “Use new media automatically after write failure”
media handling preference to avoid stopping all operations. If this preference is enabled and
Retrospect encounters a media failure, it looks for the next available tape and uses it instead.

Media Longevity and Storage

Media life depends largely upon how the media is stored and maintained. Proper storage avoids
moisture, heat, and particulate contamination, which cause media deterioration, leading to loss of
media integrity or loss of data itself.

Magnetic media’s worst enemy is moisture. Keep media out of direct sunlight and away from
heaters. Avoid extreme temperature changes. Airborne particulates such as dust and cigarette
smoke can also harm media.

Tapes are unique in that they use lubricant. The tape media is lubricated, and after many passes
over the drive’s heads, tapes tend to fail because the lubricant has dissipated. You should be able
to get a few thousand passes from a tape, but remember that each tape operation involves several
passes.
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A fire-and smoke-proof safe in a climate-controlled building is an ideal media storage location. At
the very least, keep the media in its original containers inside a cabinet or desk.

How Retrospect Works with Multiple Backup Devices

During an operation, Retrospect searches available backup devices for the appropriate medium. If
the medium fills or Retrospect needs another medium for any reason, it searches available drives.
This is useful, for example, to have one drive with the tape Retrospect expects and another drive
with an empty tape for when the first tape fills during the night. The drives must use similar
mechanisms, such as two LTO drives.

Retrospect for Macintosh can simultaneously write to multiple devices with the Advanced Tape
Support add-on. See the Retrospect website for more information.
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Chapter 5

Working with Clients, Servers, and Network Shares
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= Client Licenses

= Working with Retrospect Clients
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= Adding Retrospect Clients to Sources

= Testing Client Connectivity

= Removing a Client

= Getting Information About a Client

= Updating Clients

= Uninstalling a Client and Its Software

= Working with Servers and Network Attached Storage
= Adding a Server or NAS as a Source
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= Locking client features and preferences
= Advanced Networking

= Access Methods

= Configuring Network Interfaces and Subnets
= Network Backup Guidelines

= Choosing the Backup Device

= Choosing the Retrospect Server

= Encryption and Compression

This chapter provides instructions on configuring and administering the Retrospect Client software
that allows you to access networked Retrospect client computers from the backup server. It also
describes the options and controls available to Retrospect clients. In addition, this chapter explains
how to add other networked resources, such as servers and network shares, to Retrospect to be
backed up. Finally, you’ll find advice about how to best set up your network backups.

Network Backup Overview

Retrospect allows you to use one or more Retrospect server computers with attached storage
devices to back up networked Macintosh, Windows, and Linux computers equipped with
Retrospect Client software. You can also back up networked servers, such as machines running
Mac OS X Server, Windows Server, or NAS devices, in two different ways, which will be explained
later in this chapter. If you have more than one Retrospect server, you can conveniently administer
them all from a single installation of the Retrospect console application.

To back up clients, first install the Retrospect Client software on each of the client computers. Then
use the Retrospect console application to add those clients as sources for use by the Retrospect
server. After configuring the clients, you can create and schedule scripts using client volumes as
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sources, as if the volumes were connected directly to the Retrospect server.

Client Licenses

Retrospect will work with as many clients as you have licensed. You can add licenses to support
more clients.

Retrospect’s license manager keeps track of your client licenses with the license codes you enter.
Client license codes are included with most Retrospect for Macintosh products and are also
available separately in Retrospect Clients Packs.

To view current licenses, choose Retrospect > Preferences, then click on the Licenses tab. If there
is more than one server listed in the list on the left, click the server for which you wish to view the
licenses. The list on the right shows the different licenses you have added, including client licenses,
and under the Used column, shows how many licenses are in use.

800

Preferences —

= 0. v &k

Console = General Clients Media Network E-mail Rules ' License

Server

- Backup Server [ License T e
Connectad 3
Multi Server - - e — N/A

e Archive Server Unlimited Clients (bundled) - ae .4 =" Unlimited

aal Open File Backup Add-on - - N/A
Advanced Tape Support . N/A
All devices N/A
(_Register... ) ( Purchase... )

Use Default

o |

Tip: Licenses are specific to a particular Retrospect server, so if you have more than one server,
each server will be running entirely different sets of licenses. For example, if only one of your
Retrospect servers has a tape library attached to it, you only need to purchase the Advanced Tape
Support license for that server.

To add a client license, click the Plus (+) button below the license list and enter your new license
code in the dialog that appears. To purchase additional client licenses, click the Purchase button
below the list.
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Working with Retrospect Clients

Installing Retrospect Clients

The subject of installing Retrospect Client software on your Macintosh, Windows, or Linux
computers is covered in Chapter 1. Please refer to that discussion.

Working with Firewalls

When backing up network clients, Retrospect needs certain network access that is not enabled by
default with most firewalls.

Retrospect uses port 497 for both TCP and UDP communications. To successfully find and access
Retrospect clients, your firewall needs to be set to allow communication over port 497 for both TCP
and UDP on all Retrospect clients as well as on the Retrospect backup server.

On Macintosh, you control the Mac OS X firewall settings in System Preferences > Security >
Firewall.

lf’ 00 Security
[« > | [ showall (q )

[ General FileVault | Firewall |

) Allow all incoming connections
O Allow only essential services
() Set access for specific services and applications

Mac OS5 X normally determines which programs are allowed incoming connections. Select this
option if you want to allow or block inceming connections for specific programs.

. File Sharing (AFP, SMB)
Printer Sharing
Screen Sharing

n
i % Click the lock to prevent further changes. l‘:_':'_"l

The default setting for the firewall is “Allow all incoming connections.” If you install the Retrospect
client with this setting enabled, Retrospect should always be able to communicate with the client.

Warning: If the firewall is set to the “Allow only essential services” setting when the Retrospect
client software is installed, or is changed to the setting after the client is installed and has been
added to Retrospect’s Sources, Retrospect will not be able to communicate with the client.
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With the “Set access for specific services and applications” setting, the Retrospect Client software
installer will work with the firewall to open the required ports so that Retrospect can communicate
with the client.

On Windows, if you are using the Windows XP SP2 (or later, including Windows Vista and Windows
7) Firewall, Retrospect automatically opens these ports if the firewall is enabled when Retrospect is
installed. Otherwise, you must open the ports manually. See your Windows documentation for
information on enabling firewall exceptions.

Client Security

Retrospect allows you to create highly encrypted private and public key certificate files for your
Retrospect Clients. These certificates can then be used to automatically log in clients to the server.
This is the recommended method, but you can also enter individual passwords for each Retrospect
Client. If you choose to use individual passwords, you will be prompted to enter those passwords
when you install the Retrospect Client software.

Using Public/Private Key Authentication with Retrospect Clients

Public/Private Key is a method by which Retrospect Clients running Mac OS X 10.4 or later can be
logged into a Retrospect server automatically through use of matching encryption key sets. To use
this feature, follow the steps below.

Launch the Retrospect application and choose Retrospect > Preferences > Clients.

Click “Create keys...”, enter a password of eight characters or more for key creation, then click
Create. Retrospect may take up to a minute or more to generate the keys, depending on the speed
of the computer.

If you want Retrospect to automatically log in clients with the proper public key, check
“Automatically add clients”. This is recommended. The Retrospect server will then periodically
check the network for new clients with the matching public key and automatically add them to
Retrospect’s Sources list. Clients so added will be tagged with the “Automatically Added Clients”
tag, providing both a place to look in Retrospect for automatically added clients and also a way to
create a script that will use the tag to automatically back up such clients. (For more information on
tags, see the section on Tags in Chapter 3.)

From the Retrospect Installer disk image or CD, open the Client Installers folder, then copy the Mac
Client Installer folder onto your hard drive.

In the Finder, locate the pubkey.dat file in /Library/Application Support/Retrospect/ and
copy it into the folder named “public_key” inside the Mac Client Installer folder on your hard drive.
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6. Distribute or copy this public_key folder containing the pubkey.dat file along with the Retrospect
Client installer. As long as the public_key folder is located at the same level with the Client installer
when the installer is run, the proper encryption keys (pubkey.dat, pubkeyl.dat,
pubkey2.dat, ...,pubkey9.dat) will be installed on each client.

7. After installing the Retrospect Client software on each computer, they can be logged in (or will be
automatically logged in, if that option was set) at the Retrospect server.

Network Interfaces

If your backup computer has multiple network interfaces, the Retrospect application and
Retrospect Client software automatically switch to the next available network interface if the
primary interface is not available.

Mac OS X’s Network System Preferences allow you to specify the order in which you want to try
different network interfaces when connecting to a network.

For more information about configuring network interfaces, see “Advanced Networking,” later in
this chapter.

Adding Retrospect Clients to Sources

After you have installed the Retrospect Client software on the machines on your network that you
want to back up, you must next add those clients to Retrospect’s Sources. Clients can be Mac,
Windows, or Linux machines.

To add networked clients, follow these steps:
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1. In the Retrospect console, click on Sources in the sidebar. If this is the first time you are adding
clients, only the local hard disks on the Retrospect server appear in the Sources list. These local
hard disks will often be the eventual destinations for your backups.

v Backup Server - J
@ s @O M 400
J Activities Add FRemove Add Favorite Rename Set Clock Refresh Locaty
|—'L:’:, (C1ID Servers Desktops E-La;-)tops | @D Local Client
| =" Past Backups Na & | Machine 05 Used
— ) !_lomega HDD Backup Server Mac 05 X 241.11
Scripts '_'Macintosh HD Backup Server MacOS X 764G

L

E Media Sets

E Storage Devices

2. Click the Add button in the List View toolbar. The Source dialog will appear.
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Sources from interface: | Default I-G-l [ Use multicast )-i-l e

u Connection | Prot | Address | Mode | Platform

€ MiniServer Default TCP... 192.168.1.115 Multicast Mac OS X
Tom's Mac Pro  Default TCP... 192.168.1.120 Multicast Mac OS X
) Tom-VistaPC Default TCP... 192.168.1.117 Multicast Windows

( Add Source Directly... ) ( Add Share... ) ( Test Address... )

(Dcne )EAdﬂ 3

If you have more than one network interface, choose the one you wish to use from the “Sources
from interface” pop-up menu. Retrospect will search the network for active clients, and they appear
in the Source list. If you have set up Retrospect and the Retrospect Client machines to use private/
public key authentication, and to add clients automatically, Retrospect will do so without prompting
you for a password. Skip to step 6.

Click to select a client in the list. If you want to select multiple clients, to which you have assigned
the same password, hold down the Command key and click on each client in the list, or click then
Shift-click to select a contiguous group.

Click Add. If you are not using private/public key authentication, Retrospect will ask you for the
password for the client. Enter the password, and click OK. Repeat the process for any remaining
clients you wish to add. Retrospect adds the clients to the Sources list, behind the Source dialog. If
you have added all the clients you want, click Done to dismiss the Source dialog.

(Optional) Sometimes, available clients won’t appear automatically in the Source dialog, perhaps
because they are outside of the local subnet. You can add these clients manually by clicking the
“Add Source Directly” button at the bottom of the Source dialog. Retrospect will display a dialog
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asking you for the IP address (or DNS or machine name) and password of the client. Enter that
information, then click the Add button in the dialog. If Retrospect successfully connects to the
client, you will see a green icon, and the client will be added to the Sources list. Click Done to

dismiss the “Add Source Directly” dialog, then click Done again to close the Source dialog.

Once you are done adding clients, they appear in the Source list, initially as icons with the client
machine’s names. Click the disclosure triangle next to a machine name to display all of the disk
volumes connected to that machine.

@ @ I A & @ A B &

Add Remowve Add Favorite Rename Set Clock Refresh Locate Update Password

) Shares ( Save Report | [#)

(D Servers Desktops & Laptops | Al Local §
MName chi 0s Used Total Last Backup Capacity Browse

& Dori MacBook Pro Dori MacBook Pro Mac 0S X

._'Macintosh HD Dori MacBook Pro Mac 05 ¥ 101.0GB 111.5 GB | Erowse )
> [ MiniServer MiniServer Mac 05 X Browse
¥ Tom-VistaPC Tom-VistaPC Windows Brawse

rLIOS (C) Tom-VistaPC Windows 88.1GE 222.8 CB fE— |_Browse )
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Testing Client Connectivity

In order to backup a Retrospect client machine, Retrospect naturally has to maintain a connection
between the Retrospect server and the client. Retrospect provides three ways to test and maintain
that connection: Refresh, Locate, and Test Address.

Refresh

First, you can test that a machine with the Retrospect client software that you have previously
added to Retrospect’s Sources is still reachable using the Refresh function. Follow these steps:

In the sidebar, click on Sources.

In the Sources list, click to select a Retrospect client machine. To make it easier to find the client
machine you are looking for, click the Client button in the Scope Bar, which will make the Sources
list only display Retrospect clients. Make sure you click the icon for the machine, not one of that
machine’s volumes or Favorite Folders.

Click Refresh. Retrospect will search for the client machine. If the search is successful, Retrospect
will update the information on the client machine in the Summary tab of the Detail view. If the
client’s volumes have changed, they will also be updated in the Sources list. If the client cannot be
found on the network, Retrospect will display a dialog telling you so.

Locate

In some unusual situations, Retrospect can have difficulty finding a client. For example, if you add a
client using a specific IP address, and that IP address changes, Retrospect may not be able to find
the client. In this case, use the Locate feature. Follow these steps:

In the sidebar, click on Sources.
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In the Sources list, click to select the Retrospect client machine you wish to locate.
Click Locate. Retrospect will display a dialog similar to the one for adding a client. Locate the client
and click Locate.

Test Address

You can test for a responding client at a known IP address, DNS name, or local hostname (found in
the Sharing panel of System Preferences, with the name in the format computer name.local). Follow
these steps:

In the sidebar, click on Sources.

Click the Add button in the toolbar. The Add Source dialog appears.

Click the Test Address button. In the resulting dialog, enter an IP address, DNS name, or local
hostname, and click Test. If Retrospect Client software is found at the specified address,
Retrospect reports its client name, address, and client software version. If a computer is found at
the specified address, but it is not running Retrospect Client software, or if no computer is found at
the address, Retrospect reports an error in the dialog.

Enter the address of the source you want to test.

Address  192.168.1.117

Mame Tom-VistaPC
Address 192.168.1.117
Version 7.6.107

'r_ Done \‘( Test )

Removing a Client

After a client has been logged in, there may come a time when you no longer need it in the Sources
list (for example, if the client computer is removed from the network.). In this case, you can tell
Retrospect to remove it.

In the Sources list, select the client and choose Remove from the toolbar.

Retrospect asks you to confirm the operation. By clicking OK, you are removing the client volumes
from scripts and other lists in Retrospect. This only affects Retrospect on the Retrospect server in
use at the time. It does not affect other copies of the Retrospect server running on other computers
on the network, which remain logged in to the client as usual. Removing a client does not affect
that client’s existing backups.

Removing a client makes one more client license available in the Licenses pane of Retrospect’s
Preferences.
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Getting Information About a Client

In the Retrospect console, you can view status and other information about any client that appears
in the Sources list. You'll find that information in the Detail view underneath the Sources list.

{ Summary | Options  Tags

© Tom's Mac Pro

Overview
Client Name Tom's Mac Pro Last Backup Date Yesterday at 11:17 PM
Type Desktop Next Backup Date
File System Status @ Backed Up
Path Version 6.3.019
Details
Total Space Interface Default

Address 192.168.1.135

Speed 7432 kbps
Echo Time 33 ms
Security Password Clock Offset

Priority 20%

The Overview section of the Summary tab view includes the following information:

Client Name is the given client name. This is taken from the client computer, unless you have
renamed the client with the Rename button in the Sources toolbar.

Type indicates Desktop or Server.

File System is only active when you have selected a client volume, and lists the file system used by
that volume (for example, Mac OS Extended or NTFS).

Path is only active when you selected a client volume or Favorite Folder, and shows the directory
path to the selected item.

Last Backup Date shows the last time Retrospect backed up the selected item.
Next Backup Date shows the next time Retrospect is scheduled to backup the selected item.

Status indicates the client’s availability for backups and other operations.
©

Backed Up means the client has been backed up according to a schedule in Retrospect.

>

Busy means the client is currently being accessed by Retrospect.
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Locked means the user at this client workstation has checked the “Read Access Only” access
preference in the client control panel. (The client can be backed up, but you cannot restore to it or
delete files from it.)

Offline means the client is not visible to Retrospect, either because it is shut down, off the network,
or does not have the client software running.

Ready means the client is a source in a script, but has yet to be backed up by Retrospect.

Unprotected means that Retrospect has never backed up the selected item.

Version is the version number of the client software installed on the client computer.

The Details section of the Summary tab view shows the following information:

Total Space shows the total size of the volume, when you have selected a client volume.

Used Space shows how much space on the volume is in use, when you have selected a client
volume.

Free Space shows how much space is available on the volume, when you have selected a client
volume.

Security shows the kind of security being used by the client. It will show either None, Password or
Public/Private Key. This will also show if the client has the “Encrypt Network Link” option selected
(in the Options tab).

Interface is the network interface assigned to the client.
Address is the IP address of the client.

Speed is the transfer rate of the network connection between the backup computer and the client
computer.

Echo Time is the time delay, in milliseconds, experienced in communicating with this client,
typically under 200ms. If the network or client is busy, or you are using routers, the echo time could
easily be higher without indicating a problem.
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Clock Offset is the difference in time between the internal clock of the client computer and the
Retrospect server.

Updating Clients

As client software is improved, new versions will be made available for download from the
Retrospect website. You can then update clients either from the Retrospect server, or from
individual clients.

Updating Clients from the Retrospect Server
To update a client from the Retrospect server, follow these steps:

In the sidebar, click on Sources.

In the Sources list, click to select the Retrospect client machine you wish to update. To update
multiple clients, hold down the Command key and click on each client in the list, or click then Shift-
click to select a contiguous group.

Click the Update button in the toolbar. Retrospect asks you to specify the location of the
Retrospect Client update (.rcu) file. There are different client update files for different operating
systems: Mac OS X, Windows, and Linux. Different client update files may be available from
different places such as the Retrospect CD and the Retrospect website.

Select the appropriate client update file, wherever it may be, and click Update. After your
confirmation, Retrospect begins updating the client software on the client computers. If you have
different types of clients, repeat these steps for each type.

When the update is complete, Retrospect reports the results in the Operations Log.

Updating Clients from the Client Computer

If you do not want to update clients from the Retrospect server as described above, you can
update clients directly from the individual client computers. This is done with the Client Installer
application (Mac OS X), Setup application (Windows), or tar installers (Linux), which can also update
clients.

Follow the installation instructions (see Chapter 1) appropriate for the computer’s operating system.
If you are using Public/Private encryption key pairs, remember to include the proper pubkey.dat file
in the Retrospect Client installer’s public_key folder before running the Client installer.

Uninstalling a Client and Its Software

If you want to remove the client software from a computer, forget the client as described in
“Removing a Client,” earlier in this chapter. Then see the following sections for each type of client:

= Mac OS X
= Windows
* Linux

Mac OS X

Locate your Retrospect disk image or CD and navigate to
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http://www.retrospect.com/supportupdates/updates/

/Client Installers/Mac Client/.

. Copy the Mac Client Uninstaller to the Macintosh on which you want to uninstall the Retrospect
Client software.

. Open the Mac Client Uninstaller and follow the on-screen instructions to uninstall the Retrospect

Client software.
Windows

. From the Start menu, choose Settings > Control Panel (Windows XP) or Control Panel (Windows
Vista and Windows 7).

. Double-click Add/Remove Programs (Windows XP) or Programs and Features (Windows Vista and
Windows 7).

. In the window that appears, select the Retrospect Client software and click Change/Remove
(Windows XP) or Uninstall (Windows Vista and Windows 7).

Linux

The process for uninstalling the Linux client varies depending on how the client software was
installed.

For tar, manually remove the client software files installed by tar.

Working with Servers and Network Attached Storage

All versions of Retrospect (with the exception of the Desktop version) can backup Mac OS X Server
or Windows Server machines. And all versions can use Network Attached Storage (NAS) devices as
a Source. You add the network share to Retrospect’s Sources list by specifying the server’s name
or IP address, and entering valid login credentials.

Adding a Server or NAS as a Source
To add a network share or NAS to the Sources list, follow these steps:

. Click on Sources in the sidebar. The local hard disks on the Retrospect server and Clients that you
have previously added appear in the Sources list.

. Click the Add button in the List View toolbar. The Add Source dialog appears.

. At the bottom of the Source dialog, click “Add Share.” A dialog appears asking for the server’s
credentials. You must enter a URL for the network share, beginning with the abbreviation for the file
sharing protocol used by the share. Use afp: // if the share uses the Apple Filing Protocol; use
smb:// if the share uses the Server Message Block protocol commonly used by Windows
computers (Mac OS X machines can also connect to SMB networks). Follow the protocol
abbreviation with the name (preferred) or IP address of the share, then a slash, then with the
directory name of the shared volume. If the computer to which you’re connecting does not have its
name assigned by a DNS server, you will need to add the .local domain, such as
afp://serverName.local/shareName.
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Enter credentials to add the network share.

Server afp://BACKUP-MNAS/share

afp:f /server_name share

Username tom

Password sssss

I:Dh::ne W( Add )@

Enter a username and password for the network share, then click Add. If the information you
entered is correct, Retrospect displays a green icon next to the Add button. The network share will
also be added to the Sources list behind the dialog. If not, you’ll get a red icon, and you should
check and renter the information.

Click Done to exit the credentials dialog, then click Done again to exit the Source dialog. You’ll see
that the network share has been added to the Sources list.

Adding network shares

Network shares can be backed up or used as a backup location. Retrospect supports AFP, SMB,
and WebDAV shares. Identifying shares and adding them to your projects is now easier than ever.

To add a share as a source:

= Click Sources > Add > Share. Enter the share address and any required log-in information.
To add a share as a backup location:

= Click Media Sets > Add > Share. Enter the share address and any required log-in information.
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New Retrospect Client software

Retrospect Client software allows individual users to control aspects of the backup and restore
operations performed on their computers. The client software has been redesigned for Windows
and Mac OS. The changes include:

= An updated user interface with Windows taskbar and Mac menu bar integration
= User-initiated backups and restores

= Better-organized preference panels with enhanced options

= Link encryption employs strong AES-256 encryption

Note: The Retrospect system administrator has the ability to restrict access to some of these
features. For more information, see Locking client features and preferences.

Chapter 5

User-initiated backups and restores

Users now have the ability to restore files and request backups directly from their desktop. When
the Retrospect Client software is installed, a Retrospect icon is added to the Windows taskbar and
Mac OS menu bar. Click the icon to open a menu you can use to initiate a backup or restore
operation.

& SO ¥ 4 Wed2:23PM Q

Back Up Now
Restore Files...

Open Retrospect Client Preferences...

Back up now,..
Restore Files, ..

Cpen Retrospect Clienk Preferences. ..

! Hide

User-initiated backups
This backup method is best if you need to quickly protect a specific file or folder. It is not meant to

be a substitute for regular backups and cannot be used to perform a full system backup of your
computer.
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To perform a user-initiated backup:

Click the Retrospect icon in the Windows taskbar or Mac OS menu bar.
Select Back Up Now.

Use the Backup Files and Folders dialog to select the items to back up.
Click Back Up.

Notes about user-initiated backups:

= The Back Up Now and Restore Files menu items are inactive until the client computer has been
logged into a Retrospect server where these options are activated.

= Mac: By default, backed up files and folders are stored in a Media Set chosen by the system
administrator in the Retrospect Client preferences. The Media Set is selected using the Back up
on demand to popup list.

= Windows: By default, backed up files and folders are stored in a Backup Set chosen by the
system administrator in the Retrospect Client preferences. The Backup Set is selected using the
Back up on demand to popup list.

User-initiated restores

Restores can be initiated from the client computer’s taskbar or menu bar or by clicking the Restore
button on the Retrospect Client preference pane’s History tab.

To perform a user-initiated restore:

Click the Retrospect icon on the client computer’s taskbar or menu bar.
Select Restore Files .

In the Restore Files and Folders window, select a backup from the menu that contains the files you
would like to restore.

Retrospect will then retrieve a list of files contained in the selected backup. The list may take some
time to load.

Select the files to restore.
Click Restore .

If you are restoring files to a location that already exists, a confirmation dialog will appear.

To choose a different location, click Browse . To continue, click Restore .
Improved client preferences
To open the Retrospect Client preference pane on Mac:

= Click on the Retrospect menu icon on the menu bar. Select Open Retrospect Client
Preferences.

= Click System Preferences in the Dock. Click the Retrospect Client icon.
= From the Apple menu, choose System Preferences. Click the Retrospect Client icon.
To open the Retrospect Client control panel on Windows:

= Click Start > Programs (or All Programs) > Retrospect > Retrospect Client.
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= From the Windows taskbar, click the Retrospect Client icon and select Open Retrospect Client
Preferences.

Setting client preferences

Preferences are grouped into the following categories: Status, History, Notifications, Privacy, and
Schedule. Click one of the category buttons to access the settings.

066 Retrospect Client
|« » | [ Showall | Q )

% The Retrospect Client enables backup of your Mac to a Retrospect server on your network.

{ Status | History | Notifications | Privacy | Schedule ]

I On | Off | Protected by Retrospect

Client Name: Mike's iMac

r =

Latest Backup: -
Next Backup: -

@Show Retrospect status in the menu bar

&
Click the lock to make changes.
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¢ Retrospect Client Control Panel

The Retrospect Client enables backup of wvour Windows computer
to a Retrospect server on your netwark,

‘ Skatus | History Motifications Privacy Schedule

Prokected by Retrospect Server

Client Mame:

Stakus: Ready
Lask Backup: -

Mext Backup: -

Show Retrospect status in the syskem tray

(0] 4 l ’ Cancel Apply

Status preferences

= Protected by Retrospect Server : Use this option to disable access to the client by the backup
computer.

= Client Name : The client name and the client IP address being used by Retrospect are
displayed here.

= Status area : Information about your latest and next backups are displayed. If a backup is
running, a progress bar is shown.

History preferences

= History area : Your disk-based backups are listed here. In each row you will find information
about the backup and a Restore button. A green icon indicates the backup completed
successfully. A yellow icon indicates there was a problem with one or more files in the backup.
A red icon indicates the backup failed. To start a restore operation using one of these backups,

click the corresponding Restore button.
Notifications preferences

= Notify after backup : Displays a message after the completion of a backup or other operation.
= Notify if no backup in N days : Displays a message if the client has not been backed up within
the number of days specified in the entry box.

= Report SMART errors : Requests an immediate backup from Proactive Backup (if applicable)
when Retrospect learns of errors on the client’s SMART hard drive volumes. This setting is off

by default.
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2.

Privacy preferences

= Privacy area : This area displays any files or folders designated as Private. Private files are not
visible to the Retrospect server and are not backed up. Drag volumes, files or folders to this
panel to designate them as Private.

= Add/Remove buttons : To add files or folders to your Privacy list, click the Add button and
navigate to the files or folders you wish to add. To remove an item from your list, select it in the
Exclude area, and click the Remove button.

= Allow Retrospect to change files on my system (Required for restore): When this option is
unchecked, the client can be backed up, but files on the client cannot be restored, modified, or
deleted by the backup computer. This setting is on by default.

Schedule preferences

= Delay proactive backups until after [date & time] : Prevents the backup computer from
backing up the client computer before the specified time and date, up to one week from the
present time. (Click on the time and date or click the arrows to make changes.)

Chapter 5

Locking client features and preferences

The Retrospect system administrator has the ability to prevent users from changing certain client
settings. For instance, you may not want users to prevent their computers from being backed up.

The most efficient workflow for a system administrator is to establish a set of standard lockout
preferences, and then make any desired customizations on a client-by-client basis. The steps
below explain how to do this.

To set the default lockout preferences:

. The lockout controls are in the Retrospect console. Mac: Choose Retrospect > Preferences >

Clients tab. Windows: Choose Configure > Preferences > Allow Clients to in the Retrospect
console sidebar.

In the Allow Clients to section, modify one or more of the following preferences:

= Turn off the Retrospect Client software : When checked, this preference allows users to hide
their client from the Retrospect server. All communication between the server and the client will
be cut. Any backups scheduled to run while the client is turned off will be skipped.

= Stop running backups : When checked, this preference allows client users to stop operations
that are in progress.

= Exclude items from backups : When checked, this preference allows users to mark files,
folders, and volumes as Private, making them invisible to Retrospect.

= Set read access only : When checked, this preference allows clients to prevent Retrospect
from writing to or deleting files on their computer.

= Back up on demand to : When checked, this preference allows clients to initiate on-demand
backups to the Disk Media Set selected in this popup menu. When checked, this preference
allows clients to initiate on-demand backups to the selected Backup Set. Click Select Backup
Set... to choose a Backup Set.

= Restore on demand : When checked, this preference allows clients to initiate on-demand
restores from available Backup Sets. When checked, this preference allows clients to initiate on-
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demand restores from available Disk Media Sets.
To customize these default preferences for an individual client:

Mac: Select Sources in the Retrospect console sidebar. Windows: Select Configure > Clients in
the Retrospect sidebar.

Select a client from the list.
Mac: Click the Details > Options tab. Windows: Click Properties.
Modify the preference settings as desired for this client.

Advanced Networking

Retrospect normally uses its multicast access method to find backup clients directly connected to
the local network segment or local subnet, and display them in the Add Source window. You will
need to use Retrospect’s more sophisticated techniques of accessing clients if your network has
routers between the backup computer and its clients, or if your backup computer has multiple
network cards connected to different physical networks.

Retrospect has the ability to use several different methods of accessing clients. It also lets you
control the use of adapter cards in the backup computer.

Access Methods

Retrospect can either use the standard DNS and WINS directory services, or its own Piton Name
Service based on TCP/IP.

Adding a client to Retrospect’s Sources also stores its access information for later use. When
Retrospect tries to connect to the client for a backup, it resolves the access information into its
current IP address using the original access method.

On each client computer, Retrospect Client software waits for queries from Retrospect on the
Retrospect server. Just exactly how Retrospect gets in touch with the clients depends on the
access method Retrospect is using.

The three available methods in the Add Sources dialog are:

= Multicast
= Subnet Broadcast

= Add Source Directly
Multicast

When you first open the Add Sources dialog, the default access method from the pop-up menu is
“Use multicast.” With this method, Retrospect sends out a multicast request to the listening client
computers, asking them to respond with their identities. After you have added a client with this
method, when Retrospect later tries to connect to the client for a backup, it handles IP address
changes automatically by sending out another request to update its client database and connect
with the proper client.

If you use a network analyzer to monitor the packets it sends with the multicast method, you will
see Retrospect uses well-known port 497 for its communications. The packet format conforms to
the proprietary Retrospect protocol Piton (for Plpelined TransactiONs), which gives Retrospect
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much of its network speed and reliability. Multicast Piton Name Service uses the assigned address
224.1.0.38, which allows Piton to direct its queries only to those computers running Retrospect
Client software.

Multicast access is simple, requiring no configuration, but does not operate across routers. It works
only in the local subnet.

Subnet Broadcast

The subnet broadcast access method allows you to access clients through virtually any network
topology, including the Internet.

According to TCP/IP standards, every subnet has both a network address and a subnet mask, such
as 192.168.1.0 and 255.255.255.0. Routers use these to identify the physical network to which
computers are connected. Routers also support queries to all the computers on a particular subnet.
Retrospect takes advantage of this ability for its subnet broadcast access method, using the same
Piton protocol as for multicast access.

With Retrospect’s subnet access method, you must define the address and mask of each subnet
you wish to use, and update these configurations if your network changes. See “Configuring
Network Interfaces and Subnets,” later in this chapter to learn how to define subnets.

Add Source Directly

You can use the Add Source Directly client access method to add a specific backup client to
Retrospect’s Sources. This method requires you to know the IP address or DNS or WINS name of
each backup client. Do not use a numeric IP address for computers which get a dynamic IP
address from a DHCP server, because Retrospect has no way to learn when the address changes.

Adding clients directly is most useful for a few clients; adding many will be tedious. One of the other
methods would probably be better for adding numerous clients.

To add a client to Sources directly, follow these steps:

In the Retrospect console, click on Sources in the sidebar.
Click the Add button in the List View toolbar. The Add Sources dialog will appear.

. At the bottom of the Add Sources dialog, click Add Source Directly. In the resulting dialog, enter the
IP address (or DNS or WINS name) and password of the client, then click Add. If Retrospect finds a
client at the specified IP address, it displays a green icon in the dialog. Repeat the process for any
remaining clients you wish to add directly. Retrospect adds the clients to the Sources list, behind
the Source dialog. If you have added all the clients you want, click Done to dismiss the Source
dialog.

Configuring Network Interfaces and Subnets

Retrospect’s interface feature allows you to choose among multiple adapter cards and control
networking options for groups of backup clients. For example, a custom interface lets you back up
clients on different subnets without requiring backup data to cross routers, conserving network
bandwidth.

You can name and assign different network interfaces to specific network addresses in
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Retrospect’s preferences, which will use the addresses in order. To do this, follow these steps:

Choose Retrospect > Preferences > Network. If more than one Retrospect server appears in the
Server column, select the server you want to control. In the connection list on the right side of the
window, your Mac’s default network connect will appear.

. To add another network interface, click the Plus (+) button below the connection list. In the resulting
dialog, choose from the Connection pop-up menu the IP address of the network interface you want
to use, then enter a name for the connection and click Add.

Connection: | 192.168.1.135 A

Mame: | Gigabit

ff Cancel ~‘I ( Add }
P

. The new connection appears in the connection list. You can also restrict the subnet that Retrospect
will use when it looks for clients and network shares. To do that, select one of the connections in
the connection list, then click the Plus (+) button below the Details box. In the resulting dialog, enter
the Subnet Address and Subnet Mask, then click Add. The subnet restriction will appear in the
Details box.

CHAPTER 5 « LOCKING CLIENT FEATURES AND PREFERENCES 81



Server

Backup Server = Connection

Connacted

Default 192.168.1.
Archive Server Gigabit 192.168.1.135
Connected
[+]-]
Details
Subnet Address | Subnet Mask | |
192.168.1.0 255.255.254.0
e sl
Use Default
o |
Advanced Settings

Expert users may need additional control over Retrospect’s network behavior. Clicking the
Advanced button in the Network preference pane brings up a dialog with various settings:

Metwork retry warning delay: |30 seconds

Connection timeout: W seconds
Search poll interval: ’2—‘ seconds
Search timeout: m seconds
Live poll interval: m seconds

Forget counter: |3

Multicast time-to-live: |1

( Use Defaults ) E—Blmr—-_’

i
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Network retry warning delay Retrospect displays its network retry dialog when a client does not
respond in the specified time period.

Connection timeout The maximum amount of time that Retrospect will wait for a client to resume
communication before logging an error -519 (network communication failed) and continuing to the
next activity.

Search poll interval When a client is unavailable at its last known address, Retrospect sends
queries at this interval.

Search timeout Retrospect terminates its search for a known client when it cannot find the client in
the specified time period.

Live poll interval Retrospect broadcasts to clients at this time interval when it polls for clients in
the live network window. If you configured multiple subnets for the interface, Retrospect divides the
poll interval by the number of defined subnets.

Forget counter Retrospect removes a client from the live network window when it does not
respond to the specified number of sequential polls. This does not affect clients already added to
the backup clients database.

Multicast time-to-live Retrospect assigns this “time to live” number to multicast UDP packets. It is
the maximum number of router hops a packet can make before it is discarded. An increase in the
time to live number lets Retrospect search for clients on more subnets connected by IGMP capable
routers. Routers which do not support IGMP will not forward the multicast UDP packets.

Enter a value next to the settings you want to change, then click Done. If you change your mind
after you have entered a setting, click Use Defaults to undo your entries, then click Done.

Warning: Make changes in this dialog only if you know exactly what you’re doing, or at the direction
of Retrospect tech support. Under some circumstances, changes in this dialog can adversely affect
Retrospect performance. Be careful!

Network Backup Guidelines

This section provides information and advice to help you set up a workgroup backup using
Retrospect.

In general, the same principles that apply to local backups also apply to network backups of client
computers. The major difference between a local backup and a network backup is the amount of
data, which may overwhelm storage limitations. As a consequence of the sheer amount of data and
the often slower speed of network backups, time may also impose limitations. If you can’t back up
the entire network in a single night, you may want to consider splitting the backup over several
nights, backing up only documents, or using Proactive Backup scripts.

Although the information in this section can be applied to any local area network, the examples
assume a basic Ethernet network installation. Most calculations will still apply if your network
contains internetwork devices (such as routers or gateways), unless one or more members of the
backup workgroup are separated from the rest by an internetwork device. Running backups
through routers or gateways increases the time it takes to complete a backup.
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Choosing the Backup Device

The capacity of the backup device is usually the most important consideration for automatic,
unattended workgroup backups. There is no such thing as too much capacity for network backups.
More capacity almost always means you can back up more files from more volumes from more
client computers, broaden the criteria for selecting files to be backed up, increase the amount of
time between media changes, and increase the number of backup sessions per piece of media.

If your backup device does not have enough capacity, you will not be able to complete an
automatic, unattended backup because you will have to change the media before the backup is
finished. Depending on your capacity and speed needs, one or more high-capacity hard disks, a
disk array, a tape library, or a Storage Area Network may be the right backup device for your
organization.

Choosing the Retrospect Server

This section offers some advice on how to select the correct computer for the Retrospect server to
suit your planned network backups.

You don’t need to use a file server as the backup computer. The following table lists various
advantages of using a desktop computer or a server as the backup computer.

Advantages of Desktop

= You can use the computer closest to you for easy access to the backup devices.
= Avoids expense of a dedicated server.

= You can select the computer best suited in terms of memory and speed. Retrospect can be run
at night or on weekends, allowing normal use of the computer during work hours.

= Allows your server to run at full speed for those who are accessing it while the backup is
running. This assumes that you don’t have a dedicated backup server.

Advantages of Server

= Optimizes your backup speed since server computers are often a high performance model.
= Takes advantage of the server’s inactivity during the nights and weekends.
= Gains added security for your Media Sets if your server is located in a secure area.

= Backs up large server disks using faster local transfer rates rather than the slower network
transfer rates.

The performance of the backup computer often determines the performance of the entire system.
Generally, a higher performance computer supports a network backup of more data from a larger
number of client computers.

Software compression and encryption increase CPU use significantly. If you are considering using
either of these features, choose a model with a more powerful CPU.

Make sure the backup computer has enough RAM to handle the network volume that contains the
most files. Retrospect can use more execution threads to get your backups done faster if you add
more RAM to the Retrospect server.

If the Retrospect server is not completing backups in its scheduled time periods or if you want
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volumes to be backed up more often than they are, you may need a faster backup computer or a
faster backup device, or both.

Encryption and Compression

Retrospect provides an encryption feature that lets you protect your data from unauthorized access
as it is being backed up, and a compression feature that saves space on the backup device by
compressing stored data. The decision to use one or both of these features can affect the type of
backup device you choose. Keep in mind Retrospect’s encryption and software compression will
slow backups, especially when using a computer with a slow CPU. A tape drive that supports
compression will perform the task of compression itself, and because it uses dedicated
compression hardware, it compresses data faster than Retrospect. Use the following table to
determine whether to use compression and encryption and whether a compression tape drive is
appropriate to use as the backup device.

Feature: Compression
Description: Allows the backup device to store more files on its media.
Procedure: Finds patterns in the data; the more patterns, the greater the compression.

Implementation: If you have a tape drive that offers compression, Retrospect leaves the task of
compression to the hardware since it compresses data faster than Retrospect.

Feature: Encryption

Description: Adds security to your backup.

Procedure: Randomizes the appearance of data to prevent unauthorized access.
Implementation: Retrospect always manages encryption.

Feature: Compression with encryption

Description: Allows the backup device to store more files on its media and adds security to your
backup.

Procedure: Compression must take place before encryption.

Implementation: Retrospect must perform both functions. If you have a compression drive, you
must choose between using encryption or using hardware compression because you cannot use
both. (Retrospect automatically disables hardware compression when you use encryption.)
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Chapter 6

Working with Retrospect

Preparing for Retrospect Operations
Add Media Sets

Backing up

Using the Backup Assistant
Creating a Backup Script Manually
Working with Activities

Viewing Running Scripts

Controlling Running Activities
Working with the Activity List
Pausing Global Retrospect Operations
Proactive Backups

Proactive Backup Benefits

How Proactive Backup Works
When to use Proactive Backups
Managing Resources

Proactive Backup Tips and Techniques
Creating a Proactive Backup Script
Copying

Using the Copy Assistant

Creating a Copy Script Manually
Archiving

Creating an Archive Script

Restoring

Using the Restore Assistant to Restore an Entire Drive
Using the Restore Assistant to Find and Restore Files and Folders

Restoring from Retrospect 6.x backups
Working with Schedules

Creating a Schedule

Disabling schedules for a script
Working with multiple schedules
Working with Utility Scripts
Creating a Copy Media Set Script
Creating a Copy Backup Script
Creating a Verify Script

Creating a Groom Script
Duplicating Scripts

In this chapter, we’ll deal with the heart of using Retrospect, including backing up, archiving, and
restoring your data. You’ll also learn how to use Retrospect’s Proactive Backups to protect data on
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notebook computers and other occasional visitors to your network. You’'ll also see how you can
monitor Retrospect as it goes about its work.

Each of these Retrospect operations requires creating a script, so you’ll learn how to create scripts
using Retrospect’s Assistants, and also how to create scripts manually. And because you want
Retrospect to protect your data without your constant involvement, you’ll see how to create and
use Retrospect’s Schedules to automate data operations.

Preparing for Retrospect Operations

Virtually all Retrospect operations (backup, restore, etc.) require that you create a script that
contains the instructions that Retrospect needs to execute the operation. You can create a script
manually using the Scripts category in Retrospect’s Sidebar, or you can use one of the three
Assistants in the toolbar (Backup, Copy, and Restore), which walk you through the process of
creating and running a script.

It's possible to add Retrospect Clients, define Sources, and create Media Sets from within the
Backup Assistant. But when you are starting with Retrospect, it’s easier to understand the different
parts of the process if you do at least some of the setup before you dive into the Backup Assistant.
See Chapter 4 to see how to add Clients and network shares to Retrospect’s Sources.

Add Media Sets

Media Sets are the destination for the backups that you make with Retrospect. As discussed in
Chapter 2, there are several types of Media Sets. Each Media Set consists of one or more
members. For example, each tape in a Tape Media Set is a member of that set. When you add a
Media Set to Retrospect, you need to create the set (which for most types of Media Set also
specifies where the Catalog for that set will be created and stored) and you also have to specify the
location of the first member of that set.

Note: The Backup Assistant helps you create a Media Set and add its first member, so if you will be
using that Assistant, you may prefer to forego creating Media Sets before jumping into your first
backup. See “Using the Backup Assistant,” later in this chapter.

To create a Media Set:

In the Retrospect console, click on Media Sets in the sidebar. Any Media Sets that you have
previously added appear in the Media Sets list.

In the List View toolbar, click Add. The Media Set creation dialog appears.

From the Media Set Type pop-up menu, choose Tape, Tape WORM, Disk, Optical, or File,
depending on the kind of Media Set you want to create. In this example, we’ll create the most
common Retrospect Media Set type, a Disk set.

In the Media Set Name field, enter the name of the set.
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Media Set Type: | Disk I3 l

Media Set Name: | VistaPC Documents

Catalog Location: | /Library/Application Support/Retro 'f Browse... W‘

Media Set Security: | None * 1

Password:
Between 4 and 31 characters

Confirm:

Would you like Retrospect to remember this password?

Remember password for scripted access v

¥ Allow Hardware Data Compression

f': Cancel “I ( Add )

5. The Catalog location defaults to /Library/Application Support/Retrospect/Catalogs/. Most
of the time, the default location does not need to be changed. If you would prefer to change it, click
the Choose... button, navigate to the new location from the resulting Browse Files dialog, then click
the Select button, which will return you to the Media Set dialog.

6. If desired, make a selection from the Media Set Security pop-up menu. You may choose None, or
you may choose to add a password to the Media Set, or choose from four levels of increasingly
secure encryption. Any selection other than None requires you to enter and confirm a password for
the Media Set.

7. If you chose any form of Media Set security, the “Would you like Retrospect to remember this
password?” pop-up menu becomes active. The default choice is for Retrospect to remember the
password for scripted access, so that you do not have to enter a password every time any script
that uses this Media Set runs. You also have the option to have Retrospect never remember the
password, or always remember the password for any access to the Media Set.

Warning: If you set a Media Set password, Retrospect can remember it, but for your security, there
is no way to retrieve the password. You must keep track of the password yourself; there is no
backdoor password access.

8. Click the Add button to dismiss the Media Set dialog. The new Media Set is added to the Media Set
list.

Retrospect will automatically prompt you to add the first member to a Disk Media Set. To add a
member to a Tape Media Set (or manually add a member to a Disk Media Set):
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1. Click the new Media Set in the list to select it, then in the detail section of the window, click the
Members tab.

B VistaPC Backup Disk 0 0B 0B 0B 0
© | |Windows Documents Backup Disk 8,322 2.7CGB 9183CB 921.0GB 1

[ Summary Options | Members = Backups 1

| Name Location | Barcode | Space Used | Space Free | Space Total Lost |

[+]-17]

2. At the bottom of the Members tab, click the plus button (+). In the resulting “Add a new member”
dialog, select where you want the Media Set backup data to be stored. Note that for a Disk Media
Set you have the option, at the bottom of the dialog, to specify the maximum size in gigabytes or
percentage of the destination hard disk that can be taken up by the Media Set. Click Add.
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Add a new member

» [ Macintosh HD
> Bootcamp
» 7 lomega HDD

b share-1

Use at most |5 | GBor | 100 percent

"1 Erase volume

(Advanc&d... :) (New Folder... :) ( Cancel ) W

3. The new member is added to the detail section of the Media Sets list. For Disk Media Sets,
Retrospect adds a Retrospect folder on the member disk you have defined, containing another
folder with the name of the Media Set, which in turn contains another folder with the Media Set
member number. For Disk Media Sets, Retrospect will create a series of 600 MB (or smaller) files
inside this folder.

¥ DEVICES Date Modified Size Kind

E eSS v | Retrospect Today - Folder
= m M| EmMC Today Zero KB Unix ...ble File
- . v [ vistaPC Backup Today - Folder
lomega HOD » [ 1-vistaPC Backup Today - Folder

B Backup Drive 1

P SHARED
¥ PLACES
E Desktop

8 tom
ﬁ Applications

(A
1
b
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Backing up

This section describes how to perform backups with Retrospect. The procedures described here
include all the information you need to know to effectively back up all of your files.

Before you attempt to back up files with Retrospect, ensure that your backup device or devices are
properly connected to the computer and that your backup media (disk or tape) does not contain
valuable data that should not be overwritten.

Using the Backup Assistant
To create a backup script with the Backup Assistant, and perform a backup:

Click the Backup button in the Toolbar. The initial Backup Assistant window appears, informing you
that you’ll be guided through the necessary steps to create a backup. Click the Continue button.
The Select Sources pane appears.

In this pane, you’ll tell Retrospect what it is you want to backup. If you previously established
Sources, all of them are available to you in the list. You can select more than one Source to be
backed up, and you can choose entire volumes, Favorite Folders, or a combination. Click the
checkbox next to one or more Sources.

You can specify the kind of files that you want to back up by choosing one of the Rules from the
pop-up menu under “What types of files you want to back up?” For example, you can choose to
back up All Files (the default), All Files Except Cache Files, or any other saved criteria specified in
the Rules section of Retrospect’s Preferences. See Chapter 7 for more about Rules.

Click Continue. The Select Media Sets pane appears, with a list of Media Sets.

800 Backup Assistant - Backup Server

Getting Started Select Sources

What do you want to back up?

Select one or more sources to back up.

Name ‘i_Ma:I*;ne Operating | Used Browse |

0@ »[E Tom-VistaPC Tom-VistaPC Windows Browse | o]

B @ v Tom's Mac Pro Tom's Mac Pro Mac 0S X Browse |

O |_|Basement Tom's Mac Pro Mac 05 X 130.2 GB |_Browse ) A

O .| Fallback Tom's Mac Pro Mac 05 X 146.8 CB | Browse | ‘

| @ B Macintosh HD Tom's Mac Pro Mac 05 X 154.3 CGB L (09
oe [ Music Tom’s Mac Pro Mac 05 X (_Browse ) i|

0@ Ttom Tom's Mac Pro Mac 0S X Browse )| ¥ |

' \_\Tardis Tom's Mac Pro Mac 0S5 X 363.0 GR ( Browse ) |

=F

What types of files do you want to back up?
Select a rule to identify files to back up.
[ Al Files )

Cancel ) ( Go Back ‘\ (Cnnt'rnue)

A

CHAPTER 6 + WORKING WITH RETROSPECT o1



Note: You can add new clients or Favorite Folders to the Sources list from within the Backup
Assistant. To add a new client, click the plus button (+) below the list, then follow the instructions
found in Chapter 4 under “Add Clients to Retrospect’s Sources.” To add a new Favorite Folder,
click a source’s Browse button in the Backup Assistant, find the folder you want to designate as a
Favorite, then click “Add to Favorite Folders.”

800 Backup Assistant - Backup Server

Getting Started Select Sources Select Media Sets

Where do you want the backup to be stored?

Select the Media Sets on which you would like your files stored.
[ Add Member |

Name & Type Files Capacity Members
m ® B Bootcamp 1 Add Member |
O © ! |MacBook Users Folder Backup Disk 239,032 1 (_Add Member )
O @ MacPro Backup Disk 1,154,519 1 (_Add Member |
0O @ I 1Music Backup Disk 7,183 1 |_Add Member )
O @/ ' Tom User Backup Disk 138,910 1 Add Member |
( Cancel ) f Go Back ‘\ E'Cuntirlue )

A4

If you previously created a Media Set as the destination for this backup, click its checkbox, then
click Continue and skip to Step 9. If you haven’t yet created the Media Set, click the plus button (+)
below the list. The Media Set dialog appears.

Choose the Media Set Type from the pop-up menu, and enter a name for the Media Set. You may
optionally change the location for the Media Set’s Catalog and set security options for the Media
Set (for more details on these options, see the instructions found earlier in this chapter under “Add
Media Sets”). Click the Add button.

Retrospect adds the new Media Set to the list, then (if you chose the Disk Media Set type) displays
a browse dialog so you can specify where the first member of the Media Set should be stored.
Choose where you want the backed up data to be stored, then click Add.

. The browse dialog disappears, and you can see that the new Media Set has been added to the list,
that it has been selected, and that it has one member. Click Continue.
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Where do you want the backup to be stored?

Select the Media Sets on which you would like your files stored.

“Mame i :Type Files Capacity Members | add Member |
O @ | !Bootcamp Backup Disk 86,052 1 (_Add Member
[ @ _|MacBook Users Folder Backup Disk 239,032 1 (_Add Member )
O @ | MacPro Backup Disk 1,154,519 1 (_Add Member |
O @ [ Music Backup Disk 7,183 1 (_Add Member
[ @ | Tom User Backup Disk 138,910 1 (_Add Member
VI .VistaPC Documents 1

9. The Summary screen appears, recapping the sources and destination of the backup.

800 BﬁCk‘,{E Assistant - BackuE Server
Getting Started Select Sources Select Media Sets Summary

Backup Summary

Back up the following sources:

T Documents (Tom-VistaPC) [ Preview )

Select files and folders based on the following rule:
.+ All Files

Back up to the following Media Sets:

| M vistaPC Documents

Select 'Start Now' to back up all sources to media set 'VistaPC Documents’.

[ Cancel { Schedule... ) ( Save.. ) ( GoBack ) E'Smrrﬁtm’a

A

10. (Optional, but recommended) Click the Save button to display a dialog where you can give the
script a name. If you do not, Retrospect will name the script “Backup Assistant date and time
created,” which may make it difficult to later tell at a glance the purpose of the script. Enter the
script name, then click Save to return to the Backup Assistant’s Summary screen.

11. (Optional) If you would like to set up a schedule for the script to run at a later time, click the
Schedule button. The Assistant changes to the scheduling interface, with a default schedule set.
See “Working with Schedules,” later in this chapter, for more details on scheduling. When you’re
done setting up the schedule that you want, click Start Now, which saves the script and its
schedule. The script will run automatically at the date and time you specified.

12. If you have skipped the optional steps above and want to immediately run the backup script, click
Start Now. Retrospect will still save the script settings as described above.
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2.
3.

4.

Creating a Backup Script Manually

If you don’t want to create a backup script using the Backup Assistant, you can create a script
manually. This has the added benefit of allowing you to make further adjustments to the script, to
customize it for your needs. Of course you can also make these changes to scripts that you create
with the Backup Assistant, after the Assistant has done its work.

To create a backup script manually, follow these steps:

In the Retrospect console’s Sidebar, click Scripts. A list of previously created scripts (if any)
appears on the right side of the window.

In the List View Toolbar, click the Add button. The Script dialog appears.
In the Script Name field, enter a name for your new script.

Script Name: | MacPro Backup

Al Backup |

Backup Copy

Restore Archive

Utility Proactive Backup
Restore

Copy Media Set
Copy Backup
Verify

Croom

[ Cancel } ( Add )

Since we are creating a backup script, make sure that the All or Backup category is selected, then
click Backup in the script types list on the right side of the dialog, then click Add. The new script
appears in the list, with a red icon next to it, indicating that the script is not complete. Below, in the
Details area of the Summary tab, you can see that it is blank, telling you that you need to add one
or more Sources, Media Sets, and Schedules.
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®» e K @

Add Remowve Duplicate Run

@D Backup Restore Utility ( Save Report ) (+)
| &| Type | Last Activity | Next Activity

@ Laptops Proactive Backup Proactive Backup 7/27/09 4:46 PM

% MacPro Backu Backu - -

() MacPro User Backup Backup 7/27/09 8:05 PM &/1/09 5:00 AM

(2 Music Backup Backup 7/28/09 11:46 AM Tomorrow at 6:00 AM
(2 VistaPC Backup Backup Today at 1:46 PM Tomorrow at 1:00 PM

f Summary = Sources  Media Sets  Rules  Schedule  Options 1

. MacPro Backup

Owverview Details

Status Q {No Media Sets selected) Sources
Type Backup
Rule All Files

Last Activity

Media Sets
MNext Activity

Modified

Options Thorough verification on
Data compression off

Schedules

Use | Any Activity Thread

5. Click the Sources tab. Retrospect displays the Sources that you have already defined. Select the
Sources that you want to include in the backup by clicking the checkboxes next to them. If
necessary, click the disclosure triangles for Retrospect Clients or network shares to see the
volumes or Favorite Folders they contain. You can choose Sources local to the Retrospect server,
Retrospect Clients, or network shares. Any of these Sources may also have Favorite Folders, which
may be backed up independently of the disk on which they reside.

Note: If you don’t see the source that you need, you must define that source before you can
proceed. See Chapters 3 or 4 if you need to know how to add different kinds of sources.
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[ Summary | Seurces = Media Sets  Rules  Schedule  Options )

| : Machine | Type | Operating System Used |
0O ! |Backup Disk 1 Backup Server Desktop Mac 05 X 160.7 GB
0O Macintosh HD Backup Server Desktop Mac 05 X 47.8 GB
8 > %iSmart Tags Tag -
] > Tags - Tag - -
= I | Terabyte Backup Server Desktop Mac 08 X 240.6 MB
0@ P Tom's MacBook Tom's MacBook Desktop Mac 0S X =
0@ »M Tom-VistaPC Tom-VistaPC Desktop Windows
B © v Tom's Mac Pro Tom's Mac Pro Desktop Mac 08 X -
O _|Basement Tom’s Mac Pro Desktop Mac 0S X 130.2 CB
O I |Fallback Tom's Mac Pro Desktop Mac 08 X 146.8 GB
@ B Macintosh HD Tom's Mac Pro Mac 05 X 152.3 GB
0@ [T Music Tom’s Mac Pro Desktop Mac 0S X
0 [T tom Tam's Mac Pro Desktop Mac 0S8 X -
O L | Tardis Tom's Mac Pro Desktop Mac 0S X 363.0 GB

Note: /n the Sources list, you can see two items that need a bit of explanation: Smart Tags, and
Tags. These are ways that Retrospect gives you to easily group together and select different
Sources. When the script executes, Retrospect will evaluate the Smart Tag or Tag and backup
volumes or Favorite Folders that have been assigned to those tags. See Chapter 3 for more

information about Tags.

¥ . 4Smart Tags
Al Clients
"% All Local
4 All Shares
v ;Tags
"_sLaptops

ODOODODOm

Tag
Tag
Tag
Tag
Tag
Tag

Click the Media Sets tab. Retrospect displays the Media Sets that you have already defined. Select
the Media Sets that you want as the destination of the backup by clicking the checkboxes next to

them.

Note: You must have defined at least one Media Set before you can proceed. If you need more

information, see “Add Media Sets,” earlier in this chapter.
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7. Click the Rules tab. Click the radio button next to the Rule that you wish to apply to this backup.
The most secure backup is one that includes All Files. For more information about Rules, see

8. Click the Schedule tab. A script has no default schedule, so you must add one by clicking the plus

9.

[ Summary  Sources | Media Sets | Rules Schedule  Options =

| _ Type | Used | Free | Files | Members |

oe Laptops Proactive Disk 40.5 GBE 881.5 GB 63,455 1
I '@ MacPro Backu Disk 0B 0B 0 1
O @ MacPro User Backup Disk 79.5 GB 842.5 GB 206,254 1
[ © Music Backup Disk 37.2CBE B8B4.8CGEB 7,376 1
[ © VistaPC Backup Disk 3.5GB 918.5 GB 8,779 1

Chapter 7.

[ Summary  Sources  Media Sets | Rules | Schedule  Options |-

@ All Files

) All Files Except Cache Files
) Compression Filter

2 No Files

) Retrospect Files

) User Files and Settings

(+) button under the empty schedule list.

[ Summary  Sources  Media Sets = Rules | Schedule | Options 1

| Frequency
week on Monday-Friday

Repeat
weekly

| Destination
& MacPro Backu

Jul 30, 2009 10:00 PM

+ | —| "] Disable all schedules
: Details

Destination: | MacPro Backup H-‘ Media action: | No media action H

QOO  July2009
SMTWTFSs  start 10:00 PM [3]

s
L4

12 3 4
56 7 8 91011 repeat [ weekly %4
1213 415161718 oy 7T | weeks) on | S [MIPEIWTTE s

19 20 21 22 23 24 25

26 27 28 29[l 31 stop | when done B‘

In the schedule interface, the Destination pop-up menu lists the Media Sets that you previously
selected. If more than one Media Set is associated with this Script, choose the one you want for

this schedule from the pop-up menu. Next, choose the Media action that you want (the choices are
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10.

11.

No media action, Skip to new member, Start new Media Set, or Recycle Media Set). See Chapter 2
for more information on Media actions. Finally, set the date, time, and frequency for the Schedule to
execute. See “Working with Schedules,” later in this chapter, for more information.

Click the Options tab, then set the backup script options you desire. See “Backup Script Options”
for more information.

Click the Summary tab to review your work. You can now see that Retrospect has all the
information it needs to complete the backup.

[ Summary = Sources  Media Sets  Rules  Schedule  Options ]

_ MacPro Backup

Overview Details
Status (%) Scheduled Sources | Macintosh HD (Tom’s Mac Pro)
Type Backup
Rule All Files
Last Activity
Media Set
Next Activity Today at 10:00 PM FE 8= I MacPro Backup

Modified Today at 5:51 PM

Options Thorough verification on
Data compression off

Use | Any Activity Thread -,‘.i

Backup Script Options

There are many backup options available in the Options tab of the Scripts category. Here is an
explanation for each of them. The options are organized into categories, which you can view by
clicking the disclosure triangles next to the category name.

[ Summary  Sources  Media Sets  Rules  Schedule | Options ]

¥Backup
Matching [ Thorough verification 4 !

¥ Source
Sharing
Macintosh
Linux
Windows

[ Byte-by-byte client file comparison

E Data compression (in software)

[ Eject tapes and discs when script is complete

The Backup category provides a pop-up menu from which you can choose how Retrospect verifies
the backup. The choices in this menu are:

Thorough verification ensures files are copied correctly by comparing files in the destination
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Media Set with the original source files after the backup is performed. If the backup spans multiple
tapes, optical disks, or removable disks, you must reinsert all members to which data has been
written. This is a byte by byte verification process.

Media verification compares the files in the destination Media Set to MD5 digests generated
during the backup. This method does not involve re-reading the source files, and as a result, it does
not identify potential problems that would be found using Thorough verification. Media verification
does have some benefits however. It can be faster than Thorough verification and also imposes
fewer demands on the source volumes since Retrospect does not need to access the original files
after the copy phase of the backup. In addition, during backup operations, Retrospect verifies each
piece of media as soon as it fills up, so you don’t have to reinsert Media Set members for backups
that span media.

No verification means that Retrospect will not verify that the backed up files match the original
source files. Verification can be scheduled at a later time using a Verification Script.

Other options in the Backup category include:

Byte-by-byte file comparison: This option overrides Retrospect’s fast client compare, verifying files
the same way Retrospect does for local backups. When this option is turned off, Retrospect uses a
faster, checksum-based technique to verify copied files. Both methods reliably compare backed-up
data to the original files. By default, this option is off.

Data compression (in software): Data compression saves space in the Media Set by compressing
files before copying them into the Media Set. Files are automatically decompressed back to their
original state when restored. Compression savings achieved during an operation are reported in the
status window and the Log. The amount of compression savings you can expect depends on the
types of files you are compressing. Text files compress substantially; application, media files, and
system files do not. Backups using data compression are slower than those without, as are
restores.

Eject tapes and discs when script is complete: Once a script has run, this option tells Retrospect
to eject any tapes or discs that it accessed during the script.

In the Matching category, there are the following options:

Match source files against the Media Set: This option directs Retrospect to identify previously
backed up files during normal backups. This function is a key component of Retrospect’s Smart
Incremental backups. Retrospect compares the files on the source volume to file information in the
Catalog for the destination Media Set.

The Mac OS file matching criteria are name, size, creation date and time, and modify date and time.

The Windows file matching criteria are name and time, size, creation date and time, and modify
date. Creation date and time are ignored when they’re more recent than the modification date and
time.

The Linux file matching criteria are name, size, modify date and time, and creation date and time

Retrospect considers a file already backed up if all of these criteria match.
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Note: Archive script operations have the matching option off by default, which results in archiving all
selected files, regardless of whether they are already in the Media Set. Unless you turn on the Move
files option, matching is the only difference between archive and backup scripts.

Don’t add duplicate files to the Media Set: This is the other key component of Retrospect’s
Smart Incremental backups. This option works with the “Match source files against the Media Set”
option to prevent identical files previously backed up from being added to the Media Set again.
Select both of these options when you want to perform a Smart Incremental backup; that is, you
only want new or modified files copied to the Media Set. If this option is deselected, Retrospect
adds all files, including previously backed up files, to the Media Set every time a Normal Backup is
performed. By default, this option is on and you should keep it that way unless you have a specific
need to change it.

Match only file in same location/path: This option makes Retrospect more strictly match
otherwise “identical” files from a source to a destination. (Normally, files are considered identical
files when they have the same criteria described above in “Match source files against the Media
Set”). When this option is selected, Retrospect uses the unique (and hidden) Mac OS file
identification number as an additional part of the matching criteria. This causes separate copies of
otherwise-identical files to not match. (And unmatched files get backed up, so your backups
become larger and take longer.)

By default, this option is off and you should keep it that way unless you have a specific need to
change it.

The Source category has the following options:

Synchronize clock: This option sets the date and time on each Retrospect client computer to
match the clock on the Retrospect server. This is useful to get times and dates to agree and is
especially useful when changing to and from daylight savings time. Retrospect cannot synchronize
a client computer’s clock if its Retrospect Client control panel has been set to allow read access
only. By default, the synchronize option is off.

Speed threshold: This option is useful for preventing backups from becoming too slow. The
number you enter here determines the minimum acceptable rate at which the client computer can
be accessed. If, upon testing the network connection to the client prior to the operation, Retrospect
finds the network or client is not working fast enough it will skip the client and log an error.

This option is useful, for example, for preventing Proactive Backup scripts from trying to back up a
notebook computer volume when it’s connected to the network via Wi-Fi or a remote VPN
connection.

Retrospect checks the client connection speed only once, as an operation starts. If the speed
threshold number is set to zero, which is the default, Retrospect does not evaluate speed and won’t
prevent an execution for lack of performance.

Activity performance threshold: This option is useful for halting backups which are too slow. This
allows queued backups and other operations to execute rather than wasting time on a hopelessly
slow client. The number you enter here determines the minimum acceptable data copying
performance, in megabytes per minute, for the client. Retrospect continually measures and updates
its performance with the client. An execution that initially performs acceptably may later be halted
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by Retrospect if its performance drops below the threshold. If the threshold number is set to zero,
which is the default, Retrospect does not evaluate execution performance and won’t halt an
execution for lack of performance.

The Sharing category has the following option:

Lock out volumes during backup: This option disconnects users connected to the Retrospect
server over the network and prevents them from using a shared volume during backup. When you
check this option, you can enter a warning message that is displayed to users before they are
disconnected. You can also specify how many minutes advanced warning users will be given. This
option will lock out users only for the Retrospect server itself; it does not apply to clients.

The Macintosh category has the following options:

Use attribute modification date when matching: This option is available for backup, archive,
copy, and restore operations. By default, it is enabled for all operations except Archive (which does
not match files at all unless you choose to do so). When this option is enabled, Retrospect uses the
attribute modification date to identify and copy files for which only the extended attributes or ACLs
are different. For example, if you are backing up a file that was backed up previously and you
modify the ACLs on that file (but make no other changes to it), the only way for Retrospect to know
that the file is different (and therefore should be backed up again) is by looking at the attribute
modification date.

Extended attributes and ACLs are only supported on Mac OS X 10.4 and later.

Set source (volume’s/folders’/files’) backup time: These options, not available with copy
operations, record a backup time for each source volume, folder, or file. (The MacOS keeps track of
the creation date, modification date, and backup date for each file, folder, and volume.) Using these
options allows you to create Rules based on the “backup time,” which is the moment execution
begins. Retrospect cannot set the source backup time on a client computer if its Retrospect Client
control panel has been set to allow read access only. By default, the volume option is on and files
and folders options are off.

Don’t backup FileVault sparse image files: Mac OS X since version 10.3 has included a feature
called FileVault. When FileVault is enabled, the entire contents of your Home folder is encrypted
and decrypted into a sparse image file (in Mac OS X 10.3 and 10.4) or sparse bundle (in Mac OS X
10.5 and later) on the fly. This option tells Retrospect not to back up FileVault sparse images. There
are a number of good reasons for this.

The sparse image files change constantly and therefore will always get backed up by Retrospect. In
addition, these files can get quite large, and they cannot be restored properly unless they were
backed up while the FileVault user was logged out of Mac OS X.

If you must enable FileVault there are a few steps you must take to ensure that all user data is
backed up and available for restore:

Make sure all FileVault users are logged in.
Choose their Home directory volumes as backup sources.

If a local or client computer has multiple accounts for users that have FileVault enabled, all those
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users must be logged in.

When they are logged in, their user folders appear in Retrospect’s Sources list as separate
volumes. For example, if the FileVault user Chester is logged in, a new volume named “Chester” is
listed in Retrospect’s Volume Selection window.

In order to ensure that user data is backed up, the FileVault users’ volumes must be selected as
Sources. Selecting the startup disk volume will not back up the users’ data correctly.

The Linux category contains the following option:

Use status modified date when matching: This option is enabled by default for backup, copy,
and restore entire volume operations. It is off by default for find files restore and files and folders
restores. When this option is enabled, Retrospect uses the status modified date to identify and
copy files for which only the extended attributes are different. For example, if you are backing up a
file that was backed up previously and you modify the extended attributes on that file (but make no
other changes to it), the only way for Retrospect to know that the file is different (and therefore
should be backed up again) is by looking at the status modified date.

Note: This option is only supported on file systems and kernels that support extended attributes.
The Windows category contains the following options:

Back up System State: This option provides the ability to copy the Windows registry, COM+,
active directory, and certificate services when the Windows folder is included in the file selection
criteria.

This option is on by default for backup, copy, and archive operations. It is also on by default when
you are restoring an entire volume.

In order to restore the System State, the source backup must contain a backed up System State
and the destination must be a system volume.

Back up open files: This option allows Retrospect to copy busy files from Windows computers
which could otherwise not be copied. It is on by default and requires a license for the Open File
Backup option be present.

Protect Multi-Volume Datasets: Building upon the “Back up open files” option, this option
ensures that the same point-in-time backup occurs for all volumes attached to the source Windows
client. Users without databases spread across multiple volumes may want to disable this option.

Stop when open files cannot be backed up: This option causes Retrospect to halt the operation if
the retry timeout occurs or if the Windows client’s system configuration does not support Open File
backup. When this option is off, Retrospect backs up or copies all other files (i.e., files that are not
open).

Disk inactivity threshold: This option is the amount of time Retrospect waits for the source disk to
be idle in order to proceed with Open File Backup. When the threshold is reached, Retrospect waits
again until the retry timeout occurs. The default threshold is 5000 milliseconds.

Retry timeout is the total amount of time allotted for Retrospect to monitor disk inactivity, looking
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for its opportunity to copy open files. When it times out Retrospect either halts the operation
immediately or continues without Open File Backup, depending on the above “Stop” option. The
default time is 10 minutes.

Back up file security information from servers: This option is on by default and causes
Retrospect to back up NTFS file security information from source computers running server
operating systems. When this option is enabled, Retrospect copies file security information for all
the files it backs up.

In addition, if a file has new security information since the last backup, but has not changed in any
other way, Retrospect copies the file and the new security information for that file. Since Windows
sets the archive attribute when a file’s security information changes, Retrospect uses the archive
attribute to identify these files.

If the archive attribute has been set since the last time Retrospect backed up a file from the same
location, Retrospect copies the file and the file’s security information, even if nothing else about the
file has changed.

Retrospect will keep track of archive attribute changes across Media Sets. For example, if Media
Set A includes a copy of a file with new security information and Media Set B does not, the file (and
its security information) will get copied during the next backup to Media Set B.

Back up file security information from workstations: This option is off by default. When it is
enabled, Retrospect copies NTFS file security information from source computers running non-
server operating systems. When this option is enabled, Retrospect copies file security information
for all the files it backs up.

As with the “Back up file security information from servers” option, Retrospect uses the archive
attribute to identify and back up files with new security information.

Back up folder security information from servers: This option is on by default and causes
Retrospect to copy NTFS folder security information from source computers running sever
operating systems. When this option is enabled, Retrospect copies folder security information for
all the folders on the source.

Back up folder security information from workstations: This option is on by default and causes
Retrospect to copy NTFS folder security information from source computers running non-server
operating systems. When this option is enabled, Retrospect copies folder security information for
all the folders on the source.

Working with Activities

Retrospect’s Activities are where you monitor what the program has done, what it is doing now,
and what it will be doing. The Activities list shows you an overview of each time Retrospect runs an
operation, and can also show you a detailed log of the operation.

Viewing Running Scripts

One of the things you will probably want to do often is monitor Retrospect’s progress during an
operation, especially if it is the first time you are running the script that controls the operation. To
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do this, follow these steps:

Click Activities in the sidebar. Retrospect displays the Activity List, showing you past, running,
waiting, and scheduled activities.

T I/ f I\I I/’;\I
& - W
Schedule Remowve Pause Stop
Waiting  Running Past  Proactive ( Save Report ) (+)

| @D scheduled

Name
VistaPC Backup

| Destination Performance |

VistaPC Backup

| Source
Documents on. ..

® 7/27/09 4:51 PM

e 7127109 4:54 PM Music Backup Backup Music on Tom... Music Backup 495.8 MBE/m
e 7127109 7:28 PM Music Backup Backup Music on Tom... Music Backup 79.0 MB/m
© 7/28/09 11:45 AM VistaPC Backup Backup Documents on... VistaPC Backup -
© 7/28/09 11:46 AM Music Backup Backup Music on Tom... Music Backup 204.8 KB/m
© Today at 1:46 PM VistaPC Backup Backup Documents on... VistaPC Backup 212.2 MB/m
Today at 9:33 PM MacPro User B... Backup tom on Tom's ... MacPro User B... -
() Tomorrow at 6:00 AM Music Backup Backup - Music Backup -
() Tomorrow at 1:00 PM VistaPC Backup Backup - VistaPC Backup -
(9 Tomorrow at 10:59... Laptops Proac... Proactive Backup tom on Tom's ... Laptops Proactive ~in g
(3 8/1/09 5:00 AM MacPro User B... Backup - MacPro User B... -Iy

! Summary | Log |

© vistaPC Backup

Overview

Date 7/27/09 4:51 PM Source Documents an Tom-VistaPC

Type Backup Destination VistaPC Backup

Compression OFF

Script VistaPC Backup File -
Status Execution completed successfully

Details

Performance 56.2 MBfm Remaining -

Completed 8,769 files 3.4 GB

2. To show just the currently running operations, click Running in the Scope Bar. Retrospect filters the

list to show just the operations that are happening now.

I N AL e
- | I |
_. \a’ @ &
Schedule Remowve Pause Stop
| Al Scheduled Waiting (ILLIED Past Proactive ( Save Repart ) (+)
u MName | Type | Source | Destination | Performance |
2 Today at 9:33 PM  MacPro User Backup Backup tom on Tom's ... MacPro User B... 478.5 MB/m

Note: Retrospect lets you know that there is a running operation without needing to show the
Activity List; it also shows a spinning progress icon next to the Activities item in the sidebar.
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Controlling Running Activities

When an activity is running, you have the option to either pause or stop it. To do this, click to select
the currently running activity in the Activity List, then click either the Pause or Stop buttons in the
toolbar. When you click the Pause button, the script execution halts temporarily, the button

changes to Run, and a flashing Pause icon appears next to the activity in the list. Click the Run
button to resume execution. Clicking the Stop button terminates the selected activity.

! »:3-";’ Activities

Working with the Activity List

You can also use the Activity List to see other kinds of activities besides any currently running
activities. You can also see details of a particular past, current, or future activity.

Filtering the Activity List

You can use the Scope Bar to see all the activities, or just specific ones. Click Scheduled to show
only future activities (up to the number of activities set in Preferences > Console). Click Waiting to
see activities that are waiting for an available activity thread. Click Past to see previously completed
activities. And click Proactive to show only Proactive Backups that are scheduled to occur.

Activity List Icons

The leftmost column in the Activity List is the Status column, where Retrospect shows you icons
indicating the status of that particular activity. The icons are as follows:

©
The green icon with checkmark indicates successful execution of the activity.

o

The red icon with an X in the middle indicates that there were errors during execution.
©

The clock icon indicates an activity that is scheduled to occur.

The yellow warning icon indicates that warnings were reported during the execution or that the
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backup was interrupted during execution.

Customizing the Activity List

You can customize the Activity List. You may sort most columns in ascending or descending order
by clicking the column header; a selected column is highlighted, and there is a upwards or
downwards pointing sort arrow in the column heading. You may change the order of the columns in
the list by dragging column headers. Clicking the line between the two columns allows you to drag
to change the width of the column.

The default columns for the Activity List are Status, Date, Name, Type, Source, Destination, and
Performance. Besides these default columns, by right-clicking in any of the column headers, you
get a contextual menu from which you may also add additional choices to the list: Activity Thread,
Errors, Warnings, Copied Files, Remaining Files, Copied Bytes, Remaining Bytes, and
Compression.

Viewing Activity Details

For every activity, Retrospect stores information about the activity in the detail view below the
Activity List. For the overview of the activity, click the Summary tab, which shows you information
about the activity date, type, what script ran to create the activity, the activity’s status, the source
and Media Set used, and details on performance and how many files were copied.

Summary | Log |

© Music Backup

Overview

Date 7/27/09 4:54 FM Source Music on Tom's Mac Pro
Type Backup Destination Music Backup
Script Music Backup File
Status Execution completed successfully
Details
Performance 495.8 MB/m Remaining
Compression OFF Completed 7,367 files 37.2GB

Retrospect also stores detailed information about the activity, which you can see by clicking the
Log tab.
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[ Summary | Log

+ Normal backup using Music Backup at 7/27/2009 4:54 PM (Execution unit 3)
To Media Set fMusic Backup. ..
7/27/2089 4:54:16 PM: Copying Music on Tom's Mac Pro
V/27/2009 6:48:55 PM: Snapshot stored, 2435 KB
7/27/2089 6:48:56 PM: Comparing Music on Tom’s Mac Pro
7/27/2009 7:28:23 PM: Execution completed successfully
Completed: 7367 files, 37.2 GB
Performance: 495.8 MB/minute (333.Z copy, 968.3 compare)
Duration: @2:34:87 (0@:90:33 idle/loading/preparing)

Refresh )

Note: For currently executing activities, click the refresh button to see the latest information about
the activity.

Pausing Global Retrospect Operations

In some situations, you may wish to pause all or some categories of Retrospect operations. For
example, you might wish to hold off scheduled scripts while you are adding or changing hardware
on the Retrospect server. Or you might want to keep Proactive Backups from occurring while you
modify the associated script.

Retrospect provides three buttons in the toolbar at the top of the window to allow you to pause
different categories of operations. These pause activities are associated with a single Retrospect
server; if you have more than one server listed in the Retrospect sidebar, clicking one of the pause
buttons will only affect operations on the selected server.

Pause All Pause Scheduled Pause Proactive

The three buttons have the following effect:

Pause All halts all Retrospect operations; no scripts will execute, and currently running activities
will also pause.

Pause Scheduled halts all future operations; no scripts will execute at their scheduled time. Any
operations that are currently running will finish as they normally would.

Pause Proactive halts any future Proactive Backup scripts. When Retrospect Clients associated
with Proactive Backup scripts appear on the network, Retrospect will not initiate a backup.

To pause Retrospect activities, click on the button corresponding to the kind of activity you wish to
pause. When you click one of the buttons, the icon changes from displaying a pause badge to a
play badge, and the button’s name changes to say Resume instead of Pause. Pause All becomes
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Resume All; Pause Scheduled becomes Resume Scheduled; and Pause Proactive becomes
Resume Proactive. When you are ready to resume activities, click the button again, or click Resume
All.

Proactive Backups

Backup scripts are powerful and versatile, but in backup environments that change regularly,
another kind of operation—Proactive Backup—may be better suited to your needs. A regular
backup script copies specific volumes in a certain order to a designated Media Set. If the backup
environment changes and volumes or media become unavailable, the backup will not happen until
its next scheduled time. This is why Retrospect offers a Proactive Backup option.

Proactive Backup Benefits

Retrospect’s Proactive Backups accommodate changing network and disk configurations. A
regular backup script follows a rigid schedule for its clearly defined Sources and destination Media
Sets. But a Proactive Backup script is driven by the availability of those resources and their need
for backup. Source volumes are backed up in order according to need —the volume that was
backed up least recently is first to be backed up. The volumes are copied to the best available
Media Set media, so Proactive Backup scripts give you greater freedom to use the media of your
choice.

Proactive Backup scripts are great for environments in which computers and volumes irregularly
appear on the network. For example, in an office that has mobile computers that appear on the
network at unpredictable times, Proactive Backup recognizes the new volumes when they become
available and backs them up. Client users can even request early backups of their volumes.

Though Proactive Backup scripts can be used independently, it is often best to use them in concert
with regular backup scripts, such as for server volumes that need to be backed up at specific
times, to produce a comprehensive backup strategy.

How Proactive Backup Works

You start with a Proactive Backup script, which is similar to other Retrospect scripts. The
Retrospect server running the script becomes “proactive” during its scheduled time of operation
and is idle during its scheduled period of inactivity. Or if you like, you can set a schedule for the
Proactive Backup script that keeps it running all the time.

Proactive Backup makes a queue based on the most recent backups of the source volumes. The
least recently backed up volume is moved to the head of the queue and other volumes are
arranged in descending order according to the priority of need.

Proactive Backup starts at the top of the volumes queue, determining the availability of each source
volume and, if there is a choice, backing up each to its most suitable Media Set. Retrospect moves
the most recently backed up volumes to the bottom of the queue as it goes along. When it is
satisfied that all available source volumes are backed up for the current backup interval, Proactive
Backup periodically polls clients on the network. Polling involves checking for volumes that have
recently appeared, and checking whether any client users have requested early backups of their
volumes. This network polling is efficient and does not adversely affect network performance. This
whole process ensures that volumes not backed up in the longest amount of time get the next

108 MAC USER'S GUIDE



backup.

If allowed by the backup administrator and Proactive Backup, a client user can, at any time, request
to be backed up as soon as possible. When Retrospect next polls the client, it will recognize the
ASAP request and back up the client.

When the script’s stop time is reached, Retrospect halts the backup in progress, if any, and will not
start any new backups until the script’s next scheduled start time.

Note: Proactive Backup uses only the “No media action”. You can utilize standard backup scripts
along with Proactive Backup to perform media actions such as “Skip to new member,” “Start new
Media Set,” and “Recycle Media Set”.

\When to use Proactive Backups

The following table includes information comparing standard backup scripts to Proactive Backup
Scripts.

Proactive

Feature Backup Script Backup Soript

Copies to a single Media
Set as specified in the
Destination = schedule or at execution.
Media Sets Fails if media is
unavailable. Media
rotation is scripted.

Copies to the most ideal available Media Set in the
destinations list. Automatic media rotation among
multiple available Media Sets.

Backs up volumes in the

order of the source list. If Backs up volumes in the priority order of their most

recent backup dates. After each backup, the queue

Source a backup fails, the next . , : . ,
is re-evaluated, including previously unavailable
Volumes backup does not occur . ) )
: . volumes. If a backup fails, Proactive Backup will retry
until the next time the : oy e . :
. the operation within the specified period of time.
script runs

Starts backup at a
specific time and stops
Schedule when the last source is
completed. Optionally
ends at a specific time.

Runs between start and stop times. Backups of
available volumes occur as necessary.

User

Requested he VEE:
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Backups

Managing Resources

With abundant resources (large storage capacity, fast network, and powerful backup computer with
plenty of time to operate) and relatively few source volumes, Proactive Backup can completely
back up all volumes during its window of opportunity, if you’ve chosen to run it at only certain times
of the day or night. However, with limited resources (small storage capacity, slow network, slow
backup computer with little time to operate) and relatively many source volumes, Proactive Backup
is not likely to completely back up each volume during its given time period. Fortunately,
Retrospect’s Proactive Backup effectively manages limited backup resources so that it eventually
completes all of its backups. The volumes that have not been backed up in the longest period of
time will always have priority over recently backed up volumes.

Trust Proactive Backup to Do Its Job

Whether your setup is resource-constrained or resource-abundant, Proactive Backup always backs
up the volumes in order starting with those which need it most. For example, if you need to back up
100 client computers but you can do backups only during an eight hour period each night, chances
are Retrospect will be unable to back up all 100 clients the first night before the script’s eight hours
are up. Leftover volumes will be backed up the next night, and so on, until all 100 volumes are
backed up. After the initial backups, Proactive Backup will move more quickly through the queue as
it performs subsequent Smart Incremental backups.

As the backup administrator, you don’t have to separate the clients into different groups for
different days based on your estimation of backup times. Proactive Backup distributes the load
over the scheduled time period.

The main thing to remember about Proactive Backup is that all of the source volumes eventually are
backed up with no additional effort on your part. In the worst case, the period of time between
backups of a given volume will be too long for comfort and you’ll need to allot more backup
resources.

If you want your volumes to be backed up more often than they are, you must allocate more
resources to the Proactive Backup script. Increase the script’s operating time, use Rules or Favorite
Folders to limit the files to back up, use a faster Retrospect server, or speed up your network.
Providing Retrospect with multiple available Media Set destinations will allow more volumes to be
protected from a single copy of Retrospect, as multiple activities will run concurrently. You could
also add a second Retrospect server with Proactive Backup handling half of your clients, effectively
dividing the load in half for each backup server.

Interaction with Other Scripts

You can use multiple Proactive Backup scripts operating simultaneously to manage limited backup
resources. You can also use multiple scripts with different schedules to give some volumes a higher
backup priority.

For example, one script could run eighteen hours a day, backing up volumes from the sales
department. Another script could run six hours a day, backing up volumes from the accounting
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department. Assuming a similar amount of data stored on the computers in each department, the
sales department would be more likely to get completely backed up, whereas the accounting
department script may not complete all its volumes in a single six hour period. Still, these volumes
would eventually get backed up because volumes in greatest need of backup are backed up before
volumes which have more recent backups.

As another example, consider volumes that are available intermittently, such as notebook
computers. Another script could back them up twenty-four hours a day, because they are available
at random times during the day.

Proactive Backup Tips and Technigues
To get the most out of Proactive Backup, you should follow a few simple guidelines.
Use Tags as Sources

Use tags to specify sources in your Proactive Backup scripts, not individual volumes, especially
when you back up clients. When you use tags, any new volumes added to a tag are automatically
included in backups. If a new client is given a tag that matches one in your Proactive Backup
source list, the client will automatically be backed up without editing that script.

Rotate Among Media Sets

Create multiple Media Sets and use them all as destinations in your Proactive Backup script.
Retrospect will automatically make sure each source is prioritized and backed up to the available
media that matches one of the destinations in your script.

Introduce New Media

In addition to Proactive Backup scripts, you can use a standard backup script to periodically
perform New Media Set backups to introduce new media. Store old media off-site after each New
Media Set backup. Between New Media Set backups, periodically perform Recycle backups to
prevent Catalogs from becoming cumbersome and to ensure fast restore operations.

When you want to rotate or introduce new media, do Recycle or New Media Set backups by
executing regular backup scripts using the same Media Sets used by your Proactive Backup
scripts. You can schedule these or manually run them from Retrospect’s Scripts view.

To manually set a Media Set for a Recycle, configure the Media Set and set the media action.
Monitor Media Availability

Because Proactive Backup does not initially put up media request windows, you have to monitor
media from the Activity category of the sidebar. Click Proactive in the Scope Bar to check on your
Proactive Backup Scripts.

When Retrospect needs media it displays “media” in the status field of the Activities detail view.
Provide media as needed.
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Use Other Scripts to Complement Proactive Backup

Retrospect can have multiple Proactive Backup scripts running concurrently, and it will manage the
sources and destinations.

Other, non-Proactive Backup scripts can execute while Proactive Backup is running. You can
schedule them or run them at will. Other scripts can complement Proactive Backup scripts by
starting Recycle and New Media Set backups, and by forcibly backing up volumes that do not get
backed up by Proactive Backup. If you have a volume that must be backed up at a specific time, a
standard backup script will allow the backup to begin on an exact schedule rather then during the
time range of a proactive script.

Use Tape Libraries

An automatic tape loading device with Proactive Backup is a powerful combination. All tapes in the
library’s magazine are available for backup as Media Set destinations. Proactive Backup rotates
between Media Sets with no additional effort from you. It uses blank or erased tapes when a
backup spans over two tapes, or when you set up a Start New Media Set backup with a standard
backup script media action options.

Allow Early Backups

By default, Proactive Backup scripts allow early backups. These occur when Proactive Backup is
polling through the list of possible sources and finds a client that has requested to be backed up as
soon as possible. When a client user selects this option in his or her Retrospect Client control
panel, the client software does not send a message to Retrospect on the backup computer. Rather,
Retrospect contacts clients as Proactive Backup polls, which it does when it is not actually
performing backups during its scheduled active time.

If many clients are due for backup, a client with a recent backup may wait a long time before
Proactive Backup gets to it. Regardless of the client user’s desire for backup ASAP, Retrospect
backs up other clients that do not have a current backup. Retrospect always polls starting with
clients who need backups the most.

Manage User Deferments

When a client user repeatedly defers his or her backups (as indicated in the Log), you should make
future backups occur at a time that is more convenient for the user, such as when he or she is not
using the computer. Or, create a script with the countdown time option at zero to prevent the user
from deferring execution.

Set Priority by Volumes

If certain critical volumes are not getting backed up as often as you would like, consider using
multiple scripts with different schedules to give some volumes higher backup priority than others.
Schedule the higher-priority volumes script to run for a longer duration than the lower-priority
volumes script. With more time allotted to the higher-priority volumes, they are more likely to get
completely backed up.

112 MAC USER'S GUIDE



2.
3.

Set Priority by Files

If you find Proactive Backup is not completely backing up all its sources, another way to set the
backup priority is by only backing up critical files rather than entire volumes, though you can also
do both. Use multiple scripts with different Rules to give some files or folders higher backup priority
than others. For example, a higher-priority rule would include documents and settings only, and a
lower-priority rule would include all files. Schedule the higher-priority script to run for a longer
duration than the lower-priority script.

Creating a Proactive Backup Script

This section takes you through the steps of creating a Proactive Backup script: The process is very
similar to manually creating a regular backup script, although Proactive Backup scripts are
scheduled differently. There is no Assistant for creating Proactive Backup scripts.

To create a Proactive Backup script, follow these steps:

In the Retrospect console’s Sidebar, click Scripts. A list of previously created scripts (if any)
appears on the right side of the window.

In the List View Toolbar, click the Add button. The Script dialog appears.
In the Script Name field, enter a name for your new script.
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Script Name: | MNotebook Proactive Backup

All Backup
Backup Copy
Restore Archive

Utility

{ Cancel :I E'—*ﬁcd"d'—a

4. Make sure that the All or Backup category is selected, then click Proactive Backup in the script
types list on the right side of the dialog, then click Add. The new script appears in the list, with a red
icon next to it, indicating that the script is not complete. Below, in the Details area of the Summary
tab, you can see that it is blank, telling you that you need to add one or more Sources, Media Sets,
and Schedules.

Note: If you don’t see the source that you need, you must define that source before you can
proceed. See Chapters 3 or 4 if you need to know how to add different kinds of sources.

5. Click on the Sources tab. Retrospect displays the sources that you have already defined. Select the
sources that you want to include in the backup by clicking the checkboxes next to them. If
necessary, click the disclosure triangles for Retrospect Clients or network shares to see the
volumes or Favorite Folders they contain. You may also choose Tags or Smart Tags, which easily
groups together multiple Sources. In this example, that’s what we will do, by choosing the Laptops
tag we created. When the script executes, any source volume or Favorite Folder that has the
Laptops tag applied will be backed up.
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[ Summary | Sources | Media Sets  Rules  Schedule  Options ]

| Nam ﬂ Machine | Type | Operating System | Used |

O I | Backup Disk 1 Backup Server Desktop Mac OS X 166.6 GB

8 | Macintosh HD Backup Server Desktop Mac 05 X 48.0 GB

B » % Smart Tags - Tag - -

= v ,Tags - Tag - -

O |_].Terabyte Backup Server Desktop Mac 05 X 240.6 MB

O © »[ Tom's MacBook Tom's MacBook Desktop Mac OS X -

O © » Tom-VistaPC Tom-VistaPC Desktop Windows -

O @ »MTom's Mac Pro Tom's Mac Pro Desktop Mac 05 X -

6. Click the Media Sets tab. Retrospect displays the Media Sets that you have already defined. Select

the Media Sets that you want as the destination of the backup by clicking the checkboxes next to
them. Multiple Media Sets may be selected, allowing the Proactive Backup script to use any and all
available backup media.

[ Summary  Sources | Media Sets | Rules Schedule  Options 1

Type | Used | Free | Files | Members |
ptops Proactive 881.3 CB ©5,482
O © MacPro Backup Disk 0B 0B 1]

O © MacPro User Backup Disk 84.5GCB 837.5CB 216,021
O © Music Backup Disk 37.5GE BB4.5CB 7,423
O @ vistaPC Backup Disk 3.7 CB 918.3 GE B,BS5S

e e

Note: You must have defined at least one Media Set before you can proceed. If you need more
information, see “Add Media Sets,” earlier in this chapter.

Click the Rules tab. Click the radio button next to the Rule that you wish to apply to this backup.

Click the Schedule tab. A script has no default schedule, so you must add one by clicking the plus
(+) button under the empty schedule list.
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10.

Summary  Sources  Media Sets Rules | Schedule Options ]

Back up sources every |1 | [ days 5 ]

Days ﬁﬂm_—-i—] To

() every day 12:00 AM  12:00 AM

"1 Disable all schedules

Dretails

for [ every day of the week |3 l

from 12:00 AM [3]

to 12:00 AM (] next day

In the schedule interface, choose the frequency of the schedule by entering a number in the
“Backup sources every” field, then by choosing hours or days from the pop-up menu. In the Details
section, from the “for” pop-up menu, choose “every day of the week,” “Monday-Friday,” “Saturday
and Sunday,” or “selected days.” If you choose this last option, buttons will appear allowing you to
choose which days you want the script to run. Finally, choose the time you want to the script to
begin execution using the “from” field, and choose the time you want the script to end execution
using the “to” field. By default, a Proactive Backup script is set to run every day, all day.

Note: As soon as a Proactive Backup script has a valid source and destination, its default every-
day-all-day schedule will cause Retrospect to begin polling for sources and destinations
immediately. Change the script’s schedule or use the Pause Proactive button described above if
necessary to prevent the Proactive Backup script from running until you are ready.

Note: Just because the Proactive Backup script is scheduled to run all the time, it doesn’t
necessarily mean that it will be constantly backing up. It will only back up when the source volumes
are available and need to be backed up.

Click the Summary tab to review your work. You can now see that Retrospect has all the
information it needs to complete the backup.
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[ Summary |

Sources  Media Sets Rules  Schedule Options ]

Notebook Proactive Backup

Owverview

Status @Scheduled
Type Proactive Backup
Rule All Files

Last Activity
Next Activity
Modified Today at 8:28 PM

Options Thorough verification on

Data compression off

Use [ Any Activity Thread | ;3

Details

Sources

"_sLaptops

Media Sets f
ediaSets 1) aptops Proactive

Schedules @every day all day

Proactive Backup Script Options

Most of the options for Proactive Backup scripts are identical to those of regular Backup Scripts,
with the exception of the options listed in the Proactive Backup category. For the other options
available to Proactive Backup scripts, please refer to “Backup Script Options,” earlier in this

chapter.

[ Summary

Sources  Media Sets  Rules  Schedule Options]

Proactive Backup

Backup
Matching
¥Source
Sharing
Macintosh
Linux
Windows

M Allow early backup

Countdown time 20 seconds

Countdown message From Retrospect Proactive Backup:
Ya%ascriptia®a is about to begin.
Click Defer to run it later.

Check source every 90 seconds

Client connect every 300 | seconds

Retry failure after 30 minutes

The specific Proactive Backup options are:

Allow early backup: When this option is on, which is the default, client users may request early
backups from their Retrospect Client control panels, overriding the backup frequency. A request for
an early backup does not necessarily immediately move the user’s volume to the top of the priority
list. Other sources are taken care of before Proactive Backup polls the client and learns of the early
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backup request, at which time Proactive Backup backs up the requesting client’s source volumes.

Countdown time: Retrospect gives client users advance notice of when a backup is about to
begin, counting down the time specified here. The default time is twenty seconds. When
Retrospect’s Proactive Backup script goes to back up a client computer, Retrospect puts up a
dialog on the client. This dialog displays the countdown message (see below) and offers buttons to
defer the backup to a later time or bypass the countdown and immediately begin backing up. If the
client user does not take any action Retrospect backs up when the countdown reaches zero. Enter
zero to make Retrospect skip the countdown notification entirely.

Countdown message: The text in this box is shown to a client user when a backup is about to
begin, according to the countdown time option. Retrospect will replace the text “% %script% %”
with the name of the script it is executing.

There are also three options that control how often the Retrospect Server will poll the Clients for
volumes that need to be backed up:

Check source every n seconds: Retrospect uses this time interval, which is 90 seconds by
default, to check whether a source is available for backup.

Client connect every n seconds: Retrospect uses this time interval, which is five minutes (300
seconds) by default, to access a client to check whether the user has changed the backup
schedule or requested an early backup.

Retry failure after n minutes: After a backup has failed or was canceled, Retrospect waits at least
this long, thirty minutes by default, before again trying to back up a source.

Copying

A Copy operation copies the selected files in their native file format from one drive or folder to
another. After a copy operation, the destination drive contains an exact copy of every file and folder
that was copied. You can open, edit, and otherwise work with the files. Files and folders are copied
without compression (which is an option for Backup operations). Previous versions of Retrospect
called Copy operations Duplicate operations.

Warning: When you copy all files and folders from one disk to another, Retrospect deletes any data
that may already be on the destination volume. Be careful!

Using the Copy Assistant

Using the Copy Assistant, you can choose to copy an entire volume to a destination volume (you
might want to do this to create a bootable copy of a Macintosh startup disk, which is the kind of
copy used in this example) or copy selected files or folders.

To create a copy script with the Copy Assistant, copying one hard drive to another:

Click the Copy button in the Toolbar. The initial Copy Assistant window appears, asking you if you
want to copy an entire volume or folder, or select files and folders to copy. Click “Make an exact
copy of the source volume or Favorite Folder,” then click the Continue button. The Select Source
pane appears.
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Getting Started Select Source Select Destination

Copy Options Summary

Which source do you want to copy from?

Select the source to copy.

| _ Machine | Operating System | Used | Browse

(8] " |Backup Disk 1 Backup Server Mac 05 X 166.6 GB (_Browse )
B Mmacintosh HD a Server Mac OS X 48.0 GB
(9] | Terabyte Backup Server Mac 05 X 240.6 MB (_Browse )
O © »M Tom's MacBook Tom's MacBook Mac 05 X = Browse
0@ »M™ Tom-VistaPC Tom-VistaPC Windows - Browse
O @ P Tom's Mac Pro Tom's Mac Pro Mac 0S X - Browse
What types of files do you want to copy?
Select a rule to identify files to copy.
[All Files 52 )
(Coma) (e

Click the radio button next to the source that you want to copy. You may also apply a rule to the
Copy operation, but in this case, because we want to create an exact duplicate of the source

A4

volume, the All Files default choice makes sense. Click the Continue button. The Select Destination

pane appears.
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&ﬂﬂ Co ssistant - u r

Getting Started Select Source Select Destination Copy Options Summary

Where do you want to copy files to?

Select the destination for your files.

| | Machine | Operating Systeam | Used | Browse
O I |Backup Disk 1 Backup Server Mac 0S X 166.6 GB (_Browse )
O Macintosh HD Backup Server Mac OS X 48.0 GB |_Browse )
“ B Terabyte Backup Server Mac 05 X 240.6 MB
O @ > Tom's MacBook Tom's MacBook Mac 05 X - Browse
O @ »M Tom-VistaPC Tom-VistaPC Windows - Browse
O @ ¢ Tom's Mac Pro Tom's Mac Pro Mac 05 X - Browse
"1 Copy to a new folder
( Go Back ) E"C‘untinura

A4

3. Click the radio button next to the destination for the copy, then click Continue. You can choose any
volume Retrospect has listed in Sources, but the root of a disk must be selected if you wish to
make a bootable copy as described in this example. If you do not care about making a bootable
copy, and you want to prevent Retrospect from overwriting files that already exist on the
destination volume, select an empty Favorite Folder as the destination. All items outside of that
folder will be left untouched by the copy operation. The Summary screen appears, recapping the
source and destination of the copy. If you want to immediately run the copy script, click Start Now.
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.00 Copy Assistant - Backup Server

Getting Started Select Source Select Destination Copy Options Summary

Copy Summary
Copy the following source:

Macintosh HD (Backup Server)

Using this rule to select the files and folders to include and exclude.
All Files
To this destination:

) Teraby‘te.(Bac'kup Server)

/1 Warning: All other files on Terabyte will be deleted. [ Preview... )
[ Cancel ) "f Schedule... \ "r Save... \ ( Go Back \ (Start Now)

A4

Note: For an external disk to be bootable after a copy operation, the “Ignore ownership on this
volume” Finder option must be unchecked before starting your copy process. This option is found
by doing a Get Info in the Finder on the disk to which you are copying. Consult Apple’s help
documentation on the correct volume format required to be bootable with your specific Macintosh
configuration

(Optional, but recommended) Click the Save button to display a dialog where you can give the
script a name. If you do not, Retrospect will name the script “Copy Assistant date and time
created,” which may make it difficult to later tell at a glance the purpose of the script. Enter the
script name, then click Save to return to the Copy Assistant’s Summary screen.

(Optional) If you would like to set up a schedule for the script to run at a later time, click the
Schedule button. The Assistant changes to the scheduling interface, with a default schedule set.
When you’re done setting up the schedule that you want, click Start Now, which saves the script
and its schedule. The script will run automatically at the date and time you specified.

Creating a Copy Script Manually

Creating a Copy script manually is much like creating a Backup script. The differences are that
where a Backup script uses Media Sets as a destination for the backed up files and folders, the
Copy script uses volumes as a destination for the data, and calls them, sensibly, Destinations.
There are options within the Copy script’s Destinations tab that allows you to fine tune the way
Retrospect does the copy.

To create a Copy script manually, follow these steps:

In the Retrospect console’s Sidebar, click Scripts. A list of previously created scripts (if any)
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appears on the right side of the window.
In the List View Toolbar, click the Add button. The Script dialog appears.
In the Script Name field, enter a name for your new Copy script.

Make sure that the All or Backup category is selected, then click Copy in the script types list on the
right side of the dialog, then click Add. The new script appears in the list, with a red icon next to it,
indicating that the script is not complete. Below, in the Details area of the Summary tab, you can
see that it is blank, telling you that you need to add one or more Sources, Destinations, and
Schedules.

Click the Sources tab. Retrospect displays the Sources that you have already defined. Select the
Source you want to copy by clicking the radio button next to it. By the nature of the copy operation,
you may only copy one Source to one Destination. The source can be a volume or a Favorite Folder
from a volume.

f Summary | Sources | Destinations Rules  Schedule Options ]

& | Machinge Operating System Used
& |_!Backup Disk 1 Backup Server Mac OS X 166.6 GB
O || Terabyte Backup Server Mac OS X 240.6 MB
O © »HMTom's MacBook Tom's MacBook Mac 05 X
0O @ »™ Tom-VistaPC Tom-VistaPC Windows
O @ »H Tom's Mac Pro Tom's Mac Pro Mac 0S X

Click the Destinations tab. Retrospect displays the Sources that you have already defined. Select
the destination of the backup by clicking the radio button next to it. The destination can be a
volume or a Favorite Folder from a volume.

f Summary  Sources | Destinations | Rules Schedule Options ]

[ Overwrite matching files Pﬂ
& | Machine File System Free Total
O _|Backup Disk 1 Backup Server Mac OS Extended  764.6 GB 931.2 GB
@] Macintosh HD Backup Server Mac OS Extended  63.4 GB 111.5 GB
O © »M Tom's MacBook Tom's MacBook - -
O © »M Tom-VistaPC Tom-VistaPC
O © »H Tom's Mac Pro Tom's Mac Pro

The Destinations tab has a pop-up menu with several copying options. Choose the option you
want:

Overwrite entire volume replaces the entire contents of the destination volume or Favorite Folder
with the selected files and folders from the source volume or Favorite Folder. Everything else on the
destination volume is deleted. Retrospect saves time by not copying identical files, that is, files that
share the same location, name, modification date and time, etc., that are already present on the
destination. New files are added, and different versions of files already present on the destination
are replaced by the files from the source, even if the file already present on the destination is newer.

Overwrite matching files works exactly like “Overwrite entire volume” above, with one important
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difference: Files and folders that already exist on the destination volume but that aren’t present on
the source volume are not deleted from the destination. This means that if a file that exists on both
the source and destination is deleted from the source before an “Overwrite matching files” Copy
script is run, the copy operation won’t remove that file from the destination. This is the default
option.

Overwrite older files copies the selected files and folders to the destination volume. When
Retrospect finds a file that exists on both the source and destination, the destination file is
overwritten only if the source file is newer.

Copy only missing files copies the selected files and folders to the destination volume. When
Retrospect finds a file that exists at the same location on both the source and destination,
Retrospect leaves those files untouched. No files are deleted from the destination.

Copy to a new folder copies the selected files and folders to a new folder on the destination
volume. Other files and folders on the destination are left untouched.

7. Click the Rules tab. Click the radio button next to the Rule that you wish to apply to this copy
operation. For more information about Rules, see Chapter 7.

8. Click the Schedule tab. A script has no default schedule, so you must add one by clicking the plus
(+) button under the empty schedule list.

9. In the schedule interface, the Destination pop-up menu lists the Destination that you previously set.
Finally, set the date, time, and frequency for the Schedule to execute. See “Working with
Schedules,” later in this chapter, for more information.

10. Click the Options tab, then set the copy script options you desire. See “Copy Script Options” for
more information.

11. Click the Summary tab to review your work. You can now see that Retrospect has all the
information it needs to complete the backup.

[Summar\r Sources  Destinations Rules  Schedule Options

Copy Server Boot Drive

Overview Details
Status () Scheduled Sl B Macintosh HD (Backup Server)
Type Copy |
Rule All Files
Last Activity .
Destinations [ |4
Mext Activity Today at 10:00 PM FEHnAtens I Tarabyte (Backup Server)

Modified Today at 9:32 PM

Options Thorough verification on
Overwrite matching files

Schedules O ;I-'-eraEwte:stan-ing“E-,l'.B-,l'-.... week on .M.onaav—l-‘“ri-t.i.éy

Use | Any Activity Thread -;:i

Copy Script Options
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Copy scripts share most of their options with backup scripts. See “Backup Script Options,” earlier
in this chapter. The Copy script options are:

Move files deletes files from the source volume after they have been copied. If Thorough or Media
verification is turned on and the files do not match exactly, the originals will not be deleted. Do not
turn on the move files option without also turning on the Thorough verification option. You should
perform at least one additional verified archive, backup, or duplicate before deleting files from the
source. Retrospect cannot move files from a client computer if its Retrospect Client control panel
has been set to allow read access only. By default, this option is off.

Tip: Before you use the Move files option, first archive to a different Media Set by copying without
moving. This provides an extra measure of safety should one Media Set become unusable.

On Move, don’t delete empty folders keeps folders that become empty as a result of the move
instead of automatically deleting them. By default, this option is off.

Recompute icon positions manipulates the positions of file and folder icons copied to a Mac OS
destination to prevent overlapping of icons. By default, this option is off.

Ignore encrypted file verification errors causes Retrospect to ignore verification errors with
encrypted files on NTFS volumes, preventing the Log from being filled with errors that can typically
be ignored, as they result from valid changes made by the file system during the copy process.

Ignore file verification errors in security stream causes Retrospect to ignore verification errors
with security streams on NTFS volumes, preventing the Log from being filled with errors that can
typically be ignored, as they result from valid changes made by the file system during the copy
process.

Archiving

Archiving lets you copy files from a volume to a Media Set for off-line storage. Archiving allows you
to remove seldom-used files from a hard disk while maintaining a copy of those files on your
storage media. With archive scripts, you can choose to move—rather than just copy—files from the
source to the destination. For example, you might want to move the files for a particular project off
your main hard disk after the project is completed, but still have those files be easily findable if you
ever need to refer to them.

Note: An archive script has one major difference from a backup script. Archiving has the matching
options disabled by default so that all files from the source are copied, even if they have previously
been copied to the same Media Set. This is done for two reasons. By placing all the files belonging
to an archived project together on the backup media, Retrospect ensures the fastest restore of the
archived files. Additionally, when the “Delete source files after copying and verifying” option is
selected, only files archived and verified during that session will be deleted from the source.

As with backups, there are three basic steps in archiving:

= Choosing the source volumes to archive
= Choosing the Media Set in which to store the files (or creating a new Media Set)
= Executing the archive
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Creating an Archive Script
To create an Archive script, follow these steps:

In the Retrospect console’s Sidebar, click Scripts. A list of previously created scripts (if any)
appears on the right side of the window.

In the List View Toolbar, click the Add button. The Script dialog appears.
In the Script Name field, enter a name for your new Archive script.

Make sure that the All or Backup category is selected, then click Archive in the script types list on
the right side of the dialog, then click Add. The new script appears in the list, with a red icon next to
it, indicating that the script is not complete. Below, in the Details area of the Summary tab, you can
see that it is blank, telling you that you need to add one or more Sources, Media Sets, and
Schedules.

Click the Sources tab. Retrospect displays the Sources that you have already defined. Select the
Source you want to copy by clicking the checkbox next to it. You may choose more than one
Source.

Note: If you want to archive a folder on your hard disk, you must have already set it up as a Favorite
Folder in Retrospect’s Sources.

Click the Media Sets tab. Retrospect displays the Media Sets that you have already defined. Select
the destination of the archive by clicking the checkbox next to it.

Tip: You can archive to more than one Media Set, using different schedules to make the archive to
each set.

Click the Rules tab. Click the radio button next to the Rule that you wish to apply to this backup.
For more information about Rules, see Chapter 7.

Click the Schedule tab. An Archive script has no default schedule, so you must add one by clicking
the plus (+) button under the empty schedule list.

In the schedule interface, the Destination pop-up menu lists the Media Set(s) that you previously
set. Choose the Media Set that you want. Finally, set the date, time, and frequency for the Schedule
to execute. See “Working with Schedules,” later in this chapter, for more information. Note that
archive scripts do not give you a choice of media action like you will find in a backup script. The
archive script always appends files to the destination Media Set.

Tip: If you use archiving to move files (see the Move files option for Copy scripts above), it is
recommended that you disable grooming for Disk Media Sets containing archived files so that no
data will accidentally be deleted.

Click the Options tab, then set the archive script options you desire. See “Archive Script Options”
for more information.

Click the Summary tab to review your work. You can now see that Retrospect has all the
information it needs to complete the backup.

Archive Script Options

Most of the options for Archive scripts are identical to those of regular Backup and Copy scripts,
with the exception of some of the options listed in the Archive category. For the other options

CHAPTER 6 + WORKING WITH RETROSPECT 125



available to Archive scripts, please refer to “Backup Script Options” and Copy Script Options,”
earlier in this chapter.

[ Summary  Sources  Media Sets Rules  Schedule {}ptions]

| Archive |

| -

Matching [ Thorough verification B 1

¥ Source
Sharing
Macintosh [l Data compression (in software)
Linusx
Windows

[ Byte-by-byte client file comparison

™ Delete source files after copying and verifying

1 On Move, don't delete empty folders

" Eject tapes and discs when script is complete

The specific
Archive options are:

Delete source files after copying and verifying causes Retrospect to copy the selected files and
folders, verify that the copy is good, and then erase the source files. In effect, the selected files and
folders are moved from the source volume to the archive Media Set.

On Move, don’t delete empty folders prevents Retrospect from erasing the empty folders after it
has copied, verified, and deleted the files within them.

Restoring

Retrospect allows you to restore an entire volume (which can be a source or Favorite Folder), or
selected files and folders, from the most recent backup or any previous backup. Retrospect makes
it easy to restore an entire volume, a folder, or a selected file to its exact state as of a given point in
time. Every time Retrospect performs a Smart Incremental backup of a volume, it saves a list of all
the files and folders present at that point in time (like a snapshot, along with all their corresponding
attributes and permissions) and saves it in the Catalog and on the Media Set along with the backup.
Each time a backup runs, Retrospect saves an updated listing. When you need to restore an entire
volume, you merely need to select the backup you want. Most of the time, but not always, this will
be the most recent backup. Retrospect will use that point-in-time listing to know exactly which files
need to be restored.

For the fastest restores, Retrospect uses its matching and Smart Incremental technologies to only
restore files that don’t exactly match those already present on the destination. This allows you to
“roll back” a volume or Favorite Folder to a previous point in time by only restoring the files that are
different and then deleting files that no longer belong on the destination.

Using the Restore Assistant to Restore an Entire Drive

To create a restore script with the Restore Assistant, restoring an entire drive:
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1. Click the Restore button in the Toolbar. The initial Restore Assistant window appears, asking what
sort of restore you want to perform.

Getting Started Select Backup Search Files and Folders Select Destination Rest

Restore a backup
What type of restore do you want to perform?
{*) Restore an entire source volume or favorite folder to a previous point in time
() Restore selected files and folders

() Search for files in selected media sets

2. Choose “Restore an entire source volume or Favorite Folder to a previous point in time,” then click
Continue. The Select Backup pane appears.

Getting Started Select Backup Search Files and Folders Select Destination Restore Options

Where do you want to restore from?

Select a point-in-time backup from which to restore.

| 5 Machine | Na | Os | File | Media Set | Files | Browse
O @ Today at 10:00 PM MiniServer Pro... Mac OS HFS Projects Archive 1 (_ Browse )
O © Today at 8:16 PM Tom's MacBook tom Mac 0S HFS Laptops Proactive 95,186 (_Browse )
ON ] Today at 4:24 PM Tom's Mac Pro tom Mac 05 HFS MacPro User B... 4,458 (_Browse )
O © Today at 4:21 PM Tom's Mac Pro  Music Mac 0S HFS Music Backup 47 (Browse )
O @ Today at 4:03 PM Tom-VistaPC  Do... Windows... NTFS VistaPC Backup 76 (_Browse )
O © 7/30/09 9:33 PM Tom's Mac Pro tom Mac OS HFS MacPro User B... 5,300 (_ Browse )
O @ 7/28/09 11:46 AM Tom's Mac Pro Music Mac OS HFS Music Backup 2 (_Browse )
S @ 7/27/09 8:05 PM Tom's Mac Pro MacPro User B... 206,254
O @ 7/27/09 7:28 PM Tom's Mac Pro  Music Mac 05 HFS  Music Backup 7 (_Browse )
O © 7/27/09 4:54 PM Tom's Mac Pro Music Mac OS HFS  Music Backup 7,367 [_Browse )
( Go Back ) (Continue )

4

3. Choose the backup that reflects the point in time to which you want to restore. If you have many
backups, you may find it easier to sort the list by Machine or Media Set. To do that, click the
heading of the column by which you want to sort. Click the heading again to reverse the sort order.
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When you have found and selected the backup you want, click Continue. The Select Destination
pane appears.

Click the radio button next to the name of the destination volume, then click Continue. The Restore
Options pane appears, recapping the source and destination of the copy.

Warning: This sort of restore will delete all other files on the destination volume. Be careful!

. When you are ready to perform the restore, click Start Now.
Using the Restore Assistant to Find and Restore Files and Folders

Sometimes you only want to restore particular files or folders from a backup or archive. For
example, imagine that a client contacts you, requesting that you go back to a point in their project
before the last round of changes was made. You’ll need to retrieve the project files for that point in
time from the backup media. Retrospect allows you to select certain files and folders to be
restored, or to search across your Media Sets for files and folders that match particular criteria.

To find and restore particular files or folders:

Click the Restore button in the Toolbar. The initial Restore Assistant window appears, asking what
sort of restore you want to perform. Depending on what you want to do, choose “Restore selected
files and folders” or “Search for files in the selected media sets,” then click Continue. The Select
Backup pane appears.

If you chose “Restore selected files and folders” in step 1, the Select Backup pane will allow you to
select a point-in-time backup. Do so, then click the Browse button for that backup. If the selected
backup contains a large number of files, it may take some time for Retrospect to display its files
and folders. In the resulting dialog, navigate to and select the files and folders that you wish to
restore, then click the Select button. You will be returned to the Select Backup pane. Click
Continue.

or

If you chose “Search for files in the selected media sets” in step 1, the Select Backup pane will
display a search interface. In the part of the pane labeled “Find files and folders where,” select and
enter the criteria that you want using the pop-up menus and text entry fields. To add or subtract
additional criteria, click the plus (+) or minus (-) buttons, respectively, just as you would using the
Finder’s Find command.
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800 Restore Assistant - Backup Server

Getting Started Select Backup Search Files and Folders

Search for files and folders to restore

Find files and folders where...

( Any + ) of the following are true =] [+

| File 4) (Mame #) ( contains %) | Mozart =)+

In the selected media sets...

Name Type Used Files Members
[ @ Laptops Proactive Disk 42.7 GB 160,668 1
™ © Music Backup Disk 37.5 GB 7,423 ik
[ © MacPro User Backup Disk 84.5CB 216,021 1
[ © vistaPC Backup Disk 3.7 GB 8,855 1
O @ MacPro Backup Disk 0B 0 1
[ © Projects Archive Disk 88.0 KB 1 1

[ Cancel ( Co Back \ ( Continue )

A4

In the part of the pane labeled “In the selected media sets,” click the checkbox next to the Media
Set you want to search, then click Continue.

The Select Destination pane appears. You will also usually want to click the “Restore to a new
folder” checkbox. Click Continue.

The Restore Options pane appears. If the results of your search criteria are found in more than one
backup, you may select files and folders from multiple backups and multiple Media Sets. Click
Continue.

The Restore Summary pane appears, recapping the source and destination of the restore
operation. Click Start Now to begin the restore. When the restore finishes, you will find the results in
a new folder on the destination, one for each Media Set from which files were restored, with the
folder structure of the original source preserved within those folders. Any new folders created will
have the same names as the Media Sets that contained the backed up files.
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A obd -~

800 | lomega HDD =

(<[] (Bl m[m (8 -)(=]

¥ DEVICES ‘Name & Date Modified
| Macintosh HD v & Music Backup Today
___5 Bootcamp v [ Tom’s Mac Pro Today
—peEr— v Tunes _ Today
— - v [ iTunes Music Today
» SHARED v [ Mozart, Wolfgang Amadeus 9/21/07
» [:I Camerata Laba...6) [See Notes.] 9/19/06
B » [ String Quartets, Volume 1 9/19/06
R Desktop » [ Ssymphonies No. 16, 18, and 25 9/19/06
% tom +| » [ Retrospect Today
-_f,ﬁa Applications v | = —3 e

10 items, 676.41 GB available

A

Creating a Restore Script Manually

Most of the time, Restore operations are performed ad-hoc (you want to restore some archived
files, or bring back a copy of a corrupted file), and the Restore Assistant does a fine job of walking
you through such operations. But there are some situations in which restore scripts are useful. You
might want to create a restore script for use in a student computer lab environment, for example, in
which the hard disks are restored from a common source every night, rolling them back to a clean
state.

To create a restore script:

In the Retrospect console’s Sidebar, click Scripts.
In the List View Toolbar, click the Add button. The Script dialog appears.
In the Script Name field, enter a name for your new Restore script.

Make sure that the Restore category is selected, then click Restore in the script types list on the
right side of the dialog, then click Add. The new script appears in the list, with a red icon next to it,
indicating that the script is not complete. Below, in the Details area of the Summary tab, you can
see that it is blank, telling you that you need to add one or more Backups, Destinations, and
Schedules.
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5.

6.

R

pt | Source Media Set Rule = Server

Script Name: | Restore Lab Disks

Al

Backup
Restore
Utility

I,( Cancel “1 E Add 3

Click the Backups tab. Retrospect displays a list of the previous backups. Select the backup you
want to restore by clicking the radio button next to it.

Click the Destinations tab. Retrospect displays a list of the volumes defined in Sources. Select the
destination for the restore by clicking the radio button next to it. There are also five options
available from a pop-up menu in this tab. Choose one of these:

Restore entire volume makes the destination volume exactly match the source backup. It deletes
all files and folders on the destination that do not match those marked for restore in the backup,
leaving files untouched if they are identical to files marked for restore. It then copies all remaining
files and folders from the backup to the destination, preserving the folder hierarchy.

Overwrite corresponding files restores all selected files from the backup that do not exist on the
destination and overwrites corresponding files on the destination that also exist in the source
backup. These “corresponding” or “matching” files on the destination are always overwritten with
files from the backup regardless of whether the backed-up file is newer or older than the
destination file. Retrospect leaves files untouched if they are identical to files marked for restore, if
the file names do not match those marked for restore, or if the path to those files is not identical.
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Overwrite older files restores all selected files from the backup that do not exist on the destination
and overwrites matching files on the destination only if the backed-up file is newer than the
destination file.

Restore only missing files restores all selected files from the backup that do not exist on the
destination, but does not overwrite any files on the destination. Matching files on the destination are
left untouched.

Restore to a new folder restores all selected files from the backup to a new folder on the
destination. This folder will have the same name as the Media Set used for the restore.

Click the Rules tab. Click the radio button next to the Rule that you wish to apply to this backup.

Click the Schedule tab. A Restore script has no default schedule, so you must add one by clicking
the plus (+) button under the empty schedule list.

In the schedule interface, the Destination pop-up menu lists the volume that you previously set.
Finally, set the date, time, and frequency for the Schedule to execute. See “Working with
Schedules,” later in this chapter, for more information.

Click the Options tab, then set the restore script options you desire. See “Restore Script Options”
for more information.

Restore Script Options

Many restore script options are identical to the backup script options. See “Backup Script
Options,” earlier in this chapter, for details on options not listed here. The specific restore script
options are:

Update modify dates: This option is only available for restore operations. It causes Retrospect to
set the modification date and time of restored files to the current date and time. By default, this
option is off.

Recompute Icon Positions: This option is only available for restore operations. It manipulates the
positions of file and folder icons copied to a MacOS destination to prevent overlapping of icons. By
default, this option is off.

Restore System State For Windows machines, Retrospect restores registry and System State
information from the backup (if the destination is a bootable system volume).

Restoring from Retrospect 6.x backups

Retrospect for Mac can restore from Backup Sets created by Retrospect 6.x for Mac (except those
of type Internet). However, it is not possible to add more data to these Backup Sets using version
14; Retrospect for Mac treats version 6.x Backup Sets as read-only.

Before it’s possible to search or restore from a 6.x Backup Set using Retrospect for Mac, a
Retrospect for Mac Catalog must first be created. To create a version 14 Catalog from the 6.x
media, go to the Media Sets view in Retrospect for Mac, click on the Rebuild button in the toolbar,
add the Backup Set members (like “1-Backup Set A” and “2-Backup Set A”) that contain the
backup data, click Next, and then click Rebuild. You will need to tell Retrospect where to save the
new Catalog. Retrospect will then scan over the backup media and generate a new Catalog. This
will take some time. Once this process completes, you will be able to restore from that Backup Set.
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To rebuild a Catalog from an Optical Disc Backup Set, it is first necessary to activate optical device
support. The instructions for activating optical support can be found in the Retrospect
Knowledgebase.

Working with Schedules

Although you can manually execute a script at any time by selecting it in the Scripts list and clicking
the Run button in the toolbar, scripts are designed to run unattended. In order to accomplish this,
you need to create a schedule to specify when and how often to run the script.

You can schedule a script to run automatically on specified days or on a repeating schedule, such
as every two weeks. You can define multiple schedules for the same script and specify the kind of
backup you want for each scheduled execution.

Creating a Schedule

To create a schedule, you must first be working with a script. Throughout this chapter, instructions
refer you to this section, which will focus on the specific options you have when creating a
schedule.

To create a schedule, follow these steps:

1. In the Detail view of any script, click the Schedule tab. All scripts begin with no schedule, except for
Proactive Backup scripts, which are assigned a default schedule of every day, all day.

( Summary Sources Media Sets Rules | Schedule Options ]

Destination - Start & | Repeat Frequency

Mot scheduled

2. Click the Plus (+) button at the bottom of the schedules list. The bottom of the detail view changes
to show the Schedule interface, which defaults to a schedule that runs Monday through Friday at
10 PM. If this schedule suits you, you’re done.
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[ Summary Sources Media Sets  Rules | Schedule | Options |

Destination - Start & | Repeat Frequency

[ +] =] [ Disable all schedules

Details

Destination: | Music Backup F-:—i Media action: | No media action I-‘=—l
August 2009
SMTWTF s st 10:00 PM 3]
1
- — ! .
2 3 "‘-ﬁ —— repeat | weekly 5
9101112131415 every |1 week(s) on | S IMITIWITIF] s |

16 17 18 19 20 21 22

23 24 25 26 27 28 29 stop | when done —:—]

30 31

. The Destination pop up menu allows you to choose between the different Media Sets that you have
selected to be used with this script (you do this in the Media Sets tab of the script). Some script
types allow only one Media Set to be specified, so that one will be the only choice for the menu.

. The Media action pop-up menu gives you a choice of “No media action,” “Skip to new member,”
“Start new Media Set,” or “Recycle Media Set.” See Chapter 2 for more information about these
media actions.

In the calendar, click the start date for the schedule. The current date is shown with a blue highlight,
and the start date you choose is shown with a gray highlight.

In the start field, choose the time you want the script to execute. You may type numbers in this
field, or you can click into the field and use the up and down arrows on your keyboard to change
the hours, minutes, and AM/PM settings.

From the repeat pop-up menu, choose never, hourly, daily, weekly, or monthly. The rest of the
schedule interface changes, depending on the choice that you make. Above, in the schedule list,
the start, repeat, and frequency columns will change as you modify the settings below, allowing you
to easily see the effects of your changes.

Repeat never tells the script to execute only once, at the date and time specified.

start 10:00 PM 3]
f

never I-“ﬂ

repeat
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Repeat hourly tells the script to execute every hour, at the specified time.

start 10:00 PM (3]

every |1 hour(s)

Repeat daily tells the script to execute once per day, at the specified time.

start 10:00 PM |3
repeat | daily % l
every |1 day(s)

Repeat weekly tells a script to execute every n week(s), at the specified time, on the days that you
select using the Sunday through Saturday buttons, and to stop the backup either when it is done or
at a fixed time which you can also set. The default value is 1, which tells Retrospect to repeat every
week. Setting this value to 2 would repeat every other week.

start 10:00 PM [

repeat | weekly = ]

every | 1 week(s) on |SIMTT1WIT]F]S|

stop | when done |4 l

Repeat monthly tells the script to execute every n month(s), at the specified time, and on either a
particular date each month or on either the first, second, third, fourth, or last day of the week within
the month (which day depends on what day of the week you have chosen in the calendar as your
start date).

CHAPTER 6 + WORKING WITH RETROSPECT 135



(]

start 10:00 PM |5
repeat | monthly |4 l
every |1 month(s) of ¥ the 5th B

the first Wednesday
the second Wednesday
the third Wednesday
the fourth Wednesday
the last Wednesday

Disabling schedules for a script

Sometimes you want to keep a script from executing. For example, if you have a backup script that
has several sources, and you know some of those sources will be off-line at the backup time, you
can disable the schedule until all of the sources are available. If you want to keep a particular script
from executing, go to the Schedule tab for that script and select the “Disable all schedules”
checkbox under the schedule list.

Working with multiple schedules

There are many reasons why you might want to add multiple schedules to a single script. For
example, say that you have one schedule that does a daily backup to Media Set A using the “No
media action” setting. You can have a second schedule that backs up the same sources, but only
backs up once a month, to Media Set B that you use as your off-site backup. A third schedule
could then use the “Recycle Media Set” action on Media Set A, resetting the Media Set’s contents
to control how much media space Media Set A uses.

Another possibility would be to use different schedules to rotate your backups among different
Media Sets. For example, imagine that you have five Media Sets, one for each day of the work
week, Monday through Friday. You can then create five corresponding schedules. The first
schedule would repeat weekly, would execute every Monday, and its destination would be the
Monday Media Set. You would then create similar schedules for each succeeding day of the week.
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Summary Sources Media Sets Rules | Schedule | Options ! |

Destination Start A: Repeat Frequency
(2 Week 1 Disk Mar 1, 2010 22:00 weekly every 4 weeks on Monday-Friday
(2 Week 2 Disk Mar 8, 2010 22:00 weekly every 4 weeks on Monday-Friday
(2 Week 3 Disk Mar 15, 2010 22:00 weekly every 4 weeks on Monday-Friday
© Week 4 Disk Mar 22, 2010 22:00 weekl| every 4 weeks on Monday-Frida
+| - "I Disable all schedules
Details
Destination: | Week 4 Disk I ] Media action: | No media action 5 ]
March 2010
SM TWTF S start 22:00 @
LT DB — -
7 8 910111213 ) —
14 15 16 17 18 19 20 o [c Prreserremm
every (4 | week(s) on |S T|/W|T|F|s
G L s [MITIWITTF s |
28 29 30 31 stop | when done % ]

As you can see, by using multiple schedules, you can design your backup strategy to cover almost
any need.

Working with Utility Scripts

Besides the workhorse scripts covering backup, restore, and copying, Retrospect has several script
types for special operations, which are called utility scripts. There are four utility script types:

Copy Media Set makes a copy of the backed up data contained in a source Media Set to a
specified destination Media Set. This kind of script copies only those unique files not already
contained in the destination Media Set, along with the file/folder listings and metadata for every
backup contained in the source Media Set. You can use this script to clone a Media Set, protect
against media failure, copy a Media Set for off-site storage, or consolidate backups from multiple
Media Sets to a single Media Set.

Copy Backup scripts allow you to copy one or more backups from one Media Set to another
Media Set. Retrospect provides you with the ability to copy most recent backups, selected
backups, or all backups. You can use this script to copy the most recent backup of each source to
a new Media Set for offsite storage or to create a virtual full backup of an entire network of
computers.

Verify scripts allow you to verify that the contents of a Media Set were accurately written to the
destination media.

Groom scripts provide the ability to schedule a time to reclaim disk space for Disk Media Sets.
You create utility scripts in much the same way that you create any other Retrospect script.
Creating a Copy Media Set Script

Copy Media Set scripts, by default, match files in the source to files already in the destination and
only copy the necessary files, that is, those not already present in the destination. This script is
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additive by default; existing backups already on the destination remain untouched.

To copy files between Tape Media Sets, you must have a separate tape drive for each Media Set,
even if both Media Sets are on the same type of physical media. In the case of Disk and File Media
Sets, the need for separate backup devices does not apply, provided the drives containing the
Media Sets in use for the script are all connected and available.

Tip: If you do not have separate drives for each Media Set, you can first copy files temporarily to a
Disk Media Set and then copy the Disk Media Set to the final destination Media Set.

To create a Copy Media Set script, follow these steps:

In the Retrospect console’s Sidebar, click Scripts.

In the List View Toolbar, click the Add button. The Script dialog appears.

In the Script Name field, enter a name for your new Copy Media Set script.

Make sure that the Utility or All category is selected, then click Copy Media Set in the script types

list on the right side of the dialog, then click Add. The new script appears in the list, with a red icon
next to it, indicating that the script is not complete. Below, in the Details area of the Summary tab,

you can see that it is blank, telling you that you need to add one or more Sources, Destinations,
and Schedules.

Click the Sources tab. From the list of Media Sets, choose one or more by clicking the checkboxes
next to them.

Tip: By checking more than one Media Set, you can consolidate multiple sets into a single
destination Media Set.

Click the Destinations tab. Choose the destination Media Set by clicking the radio button next to it.
You may only choose a single destination Media Set.

Click the Rules tab. Select the rule you want to apply to the backup.

Click the Schedule tab. If you want the Copy Media Set script to execute at some regular interval,
click the Plus (+) button to create a schedule, then set the schedule’s options. You do not have to
set a schedule for the script; you might prefer not to, if this utility script will only need to be run
occasionally, you can execute it manually by clicking the Run button in the toolbar.

Click the Options tab, then set the script options you desire. See “Copy Media Set Script Options”
for more information.

Copy Media Set Script Options
Many of the options for Copy Media Set scripts are identical to those of regular Backup Scripts.

This section lists only the ones unique to this kind of script. For the other options available to Copy
Media Set scripts, please refer to “Backup Script Options,” earlier in this chapter.
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[ Summary  Sources  Destinations  Rules  Schedule Gptions]

: Copy Media Set

E Copy backups
E Media verification

[ Data compression (in software)

"1 Recycle source Media Set after successful copy

E Match source Media Set to destination Media Set

E Don't add duplicate files to the Media Set

[ Match only files in same location/path

[V Eject tapes and discs when script is complete

The specific Copy Media Set script options are:

Copy backups: This copies the point-in-time file and folder listings and information about those
files along with any metadata required to provide point-in-time restores from the destination Media
Set. Deselecting this option will only copy the files contained in the source Media Set, and the
destination Media Set will lack the necessary file/folder listings and metadata to perform complete
point-in-time restores.

Media verification: This option uses MD5 digests generated during the copy to verify files on the
destination Media Set.

Recycle source Media Set after successful copy: This option deletes the contents of the source
Media Set’s Catalog and prepares its media to be overwritten if the script completes with no errors.

Warning: If enabled, this option will delete all the data in the source Media Set. Be careful!
Creating a Copy Backup Script
If you need to copy backups and their associated metadata from their source Media Sets to a new

or existing Media Set on a regular basis, you can create a Copy Backup script to automate the
process. These scripts can be used to:

= Start a new Media Set
= Create an offsite disaster recovery Media Set
= Start a new cycle of backups with a virtual full backup

Copy Backup scripts are different from Copy Media Sets scripts in a number of ways:

= They copy only active backups; Copy Media Sets scripts copy all backups.
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= They provide different methods for selecting which backups get copied, such as the most
recent backup for each source contained in the source Media Set; Copy Media Sets scripts
always copy all backups.

By default, copying backups matches files in the source to files already in the destination and only
copies the necessary files. Existing backups and point-in-time file/folder listings already present on
the destination Media Set remain untouched.

To copy files between Tape Media Sets, you must have a separate tape drive for each Media Set,
even if both Media Sets are on the same type of media. In the case of Disk and File Media Sets, the
need for separate backup devices does not apply.

Tip: If you do not have separate drives for each Media Set, you can first copy files temporarily to a
Disk Media Set and then copy the Disk Media Set contents to the final destination Media Set.

To create a Copy Backup script, follow these steps:

In the Retrospect console’s Sidebar, click Scripts.
In the List View Toolbar, click the Add button. The Script dialog appears.
In the Script Name field, enter a name for your new Copy Backup script.

Make sure that the Utility or All category is selected, then click Copy Backup in the script types list
on the right side of the dialog, then click Add. The new script appears in the list, with a red icon
next to it, indicating that the script is not complete. Below, in the Details area of the Summary tab,
you can see that it is blank, telling you that you need to add one or more Sources, Destinations,
and Schedules.

Click the Sources tab. From the list of Media Sets, choose one by clicking the radio button next to
it. Then from the pop up menu, choose the backups you want to make part of the copy:

= Copy most recent backups for each source

= Copy most recent backups for each selected source

= Copy selected backups

= Copy all backups

Click the Destinations tab. Choose the destination Media Set by clicking the radio button next to it.
You may only choose a single destination Media Set.

Click the Rules tab. Select the rule you want to apply to the backup.

Click the Schedule tab. If you want the Copy Backup script to execute at some regular interval,
click the Plus (+) button to create a schedule, then set the schedule’s options. You do not have to
set a schedule for the script; you might prefer not to, if this utility script will only need to be run
occasionally, you can execute it manually by clicking the Run button in the toolbar.

Click the Options tab, then set the script options you desire. See “Copy Backup Script Options” for
more information.

Copy Backup Script Options
All of the options for this kind of script are found in other script types. See “Backup script Options”
or “Copy Media Set Options,” earlier in this chapter. The default options for Copy Backup scripts

are “Media verification,” “Match Source Media Set to destination Media Set,” and “Don’t add
duplicates to the Media Set.”
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[ Summary  Sources  Destinations  Rules  Schedule Gptions]

|_CopyBackup

E Media verification
[ Data compression (in software)

"1 Recycle source Media Set after successful copy

E Match source Media Set to destination Media Set

B Don't add duplicates to the Media Set

[ Match only files in same location/path

[V Eject tapes and discs when script is complete

Creating a Verify Script

A Verify script allows you to specify a Media Set and run a verification on it, ensuring that the files
and folders in the Media Set correspond to the files and folders on the Sources.

Verification scripts provide the ability to schedule Media Set media verification. This “offline
verification” is a useful tool for maximizing your backup window. For example, if your backup script
is unable to complete during the evening when users are away from their computers, you can
choose “No verification” for the backup script, then schedule a separate verification script to run in
the morning. Since the backup script no longer includes a verification phase, it will finish more
quickly.

Whenever possible, verification scripts verify data on Media Set media by comparing the files in the
source Media Set to MD5 digests generated during the backup. This means that Retrospect does
not need to access the backed up source volumes, which prevents slowdowns on those volumes.

In certain circumstances, Retrospect does not have access to MD5 digests generated during
backup. This is true for any backups that took place when Retrospect’s “Generate MD5 digests
during backup operations” preference was disabled. In these cases, Retrospect still checks all files
on the Media Set media to make sure that they are at least readable, but without the MD5 digests,
Retrospect cannot determine the integrity of these files.

Note: Verification scripts do require you to reinsert media when verifying backups that span media.
To create a Verify script, follow these steps:

In the Retrospect console’s Sidebar, click Scripts.
In the List View Toolbar, click the Add button. The Script dialog appears.
In the Script Name field, enter a name for your new Verifying script.

Make sure that the Utility category is selected, then click Verifying in the script types list on the right
side of the dialog, then click Add. The new script appears in the list, with a red icon next to it,
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indicating that the script is not complete. Below, in the Details area of the Summary tab, you can
see that it is blank, telling you that you need to specify the Media Set(s) you wish to verify, and if
necessary, to schedule the script.

Click the Media Sets tab. From the list of Media Sets, choose one or more by clicking the
checkboxes next to them.

Click the Schedule tab. If you want the Verify script to execute at some regular interval, click the
Plus (+) button to create a schedule, then set the schedule’s options. You do not have to set a
schedule for the script; you might prefer not to, if this utility script will only need to be run
occasionally, you can execute it manually by clicking the Run button in the toolbar.

Click the Options tab, then set the script options you desire. See “Verify Script Options” for more
information.

Verify Script Options
There are only two options available for Verify scripts, both of which are off by default:

Verify entire Media Set: By default, Verify scripts only verify data not previously verified using the
verify script. Use this option to force verification of the entire Media Set with each execution of the
script.

Eject tapes and disks when script is complete: Once a script has run, this option tells Retrospect
to eject any tapes or discs that it accessed during the script.

Creating a Groom Script

Groom scripts provide the ability to schedule a time to reclaim disk space. When a Groom script
runs, Retrospect deletes older files and folders from the source disk Media Set(s) based on its
specified grooming policy. In the absence of a Groom script, Retrospect won’t delete older files and
folders until it requires more disk space. Groom scripts have no options.

To create a Groom script, follow these steps:

In the Retrospect console’s Sidebar, click Scripts.
In the List View Toolbar, click the Add button. The Script dialog appears.
In the Script Name field, enter a name for your new Groom script.

Make sure that the Utility category is selected, then click Groom in the script types list on the right
side of the dialog, then click Add. The new script appears in the list, with a red icon next to it,
indicating that the script is not complete. Below, in the Details area of the Summary tab, you can
see that it is blank, telling you that you need to specify the Media Set(s) you wish to groom, and if
necessary, to schedule the script.

Click the Media Sets tab. From the list of Media Sets, choose one or more by clicking the
checkboxes next to them.

Click the Schedule tab. If you want the Groom script to execute at some regular interval, click the
Plus (+) button to create a schedule, then set the schedule’s options. You do not have to set a
schedule for the script; you might prefer not to, if this utility script will only need to be run
occasionally, you can execute it manually by clicking the Run button in the toolbar.

Duplicating Scripts

You don’t always have to create a script from scratch. If you already have a script that is similar to
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the one you want to create, simply duplicate that script, then modify it as necessary.
To duplicate a script, follow these steps:

In the Retrospect console’s Sidebar, click Scripts.
In the list of scripts, click to select the one you want to duplicate.

In the toolbar, click the Duplicate button. Retrospect asks you to name the new script, and gives
you a default name of “script name Copy.” Enter a name for the new script and click Duplicate. The
new script appears in the scripts list.

Click on each of the tabs in the script’s detail area and make the changes that you desire.
Selection tools added to Backup, Copy, Restore assistants

All three assistants now include a scope bar and a search box that help you make selections more

quickly. The tools are located directly over the results pane. The illustration below shows the scope
bar on one of the Backup Assistant panels.

Backup Assistant - Backup Server

Getting Started Select Sources Select Media Sets Summary

What do you want to back up?

Select one =: juure sources to back up.

@D Servers Desktops & Laptops | @D Local Client Shares Q

i Name 4 Machine Operating System  Used — Rrrvo o
O & ([ ComingAttractionsvi — backup Server Wiaw US A 5.5 GB (_Browse )
0 © » A localhost.localdomain  localhost.localdomain Linux - Browse
0@ Macintosh HD Backup Server Mac 0S X 88.6 CB ( Browse )
# O » X Mike's iMac Mike's iMac Mac 0S X = Browse
(= NO NAME Backup Server Mac OS X 3.7CB (_Browse )
O © »& Windows_Client Windows_Client Windows - Browse
[+]

What types of files do you want to back up?
Select a rule to identify files to back up.
[ All Files 3|

( Go Back ) ( Continue )

#4

Filtering the contents of a past backup
While reviewing the contents of a past backup, you now have the option to view only the contents

of the latest session. Double-click the name of a past backup to open the file list panel. To filter the
list, select the Show copied files only check box.
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Name A Size Created Modified

© v__Macintosh HD 73.8GB Yesterday at 4... Yesterday at 4:33 PM
© »__ private 64 KB 11/1/104:21PM 11/1/10 4:35 PM
© > System 52 KB 6/29/09 10:2... 3/24/11 9:48 AM
© »__IUsers 73.8GB 11/24/07 2:0... 11/1/104:35PM

¥ Show copied files only
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Chapter 7

Disaster Recovery

= Overview of Disaster Recovery

= Preparing for Disaster Recovery

= Taking care of your Catalogs

= Creating a Mac OS Emergency Tools disk

= Restoring a Mac from Regular Backups

= Using FireWire Target Disk Mode

= Restoring a Mac using an Emergency Tools disk

= Restoring a Mac client using an Emergency Tools disk
= Doing a live restore

= Restoring a Mac from a Copy

= Start up and restore from the copy

= Restore from the copy, followed by a live restore

= What to do if the OS on the new Mac is newer than the backed-up OS
= Restoring a Windows Client

= Restoring a Linux Client

= About Mac OS X’s “Recovery HD” partition

By definition, a disaster is when something really bad happens. Part of your backup strategy needs
to plan for disaster in order to accomplish the recovery of your data in its aftermath. That’s what
this chapter is about. The disaster can be as simple as a hard drive failure or computer theft, or be
the result of a physical disaster, such as a fire or a flood.

Overview of Disaster Recovery

The key principle behind disaster recovery is simple, yet critical: if you don’t back up everything,
you can’t restore everything. That’s why, as part of your overall backup plan, you must include
complete backups of each computer you want to protect, not just the contents of a Favorite Folder.
You’ll then use the contents of a complete backup to restore all of your data.

When you need to recover from a disaster, you often don’t have the ability to boot from the
computer that will be the destination for the restore. For example, if the computer’s hard drive had
failed, but the replacement typically gets installed with no operating system present. Retrospect
can do this sort of “bare metal” recovery in more than one fashion, depending on how you
performed your backups.

Preparing for Disaster Recovery

Retrospect offers two different types of backup. The first is the traditional archival method, called a
backup, where Retrospect adds new and changed files to one or more of its Media Sets, essentially
building an archive of every file that Retrospect has seen. This method saves both deleted files and
previous versions of files, and it allows recovery to any backed up point in time. The Retrospect
application must be used to perform restores from a backup.
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The second method of backup is a clone-like operation, called a copy, where Retrospect makes a
target disk look like the source disk by copying files and folders—in their native format—over to the
target. This method has the advantage of providing a bootable copy of the source disk (as long as
the original contained a bootable operating system), and it also has an option to save files in the
copy that were deleted from the source. However, this method has the drawback of not keeping
older versions of files, and for the copy to be bootable, each disk so protected needs its own target
disk.

Procedures for performing backup and copy operations are found in Chapter 5, “Working with
Retrospect.”

Whether you have protected your data with a backup or a copy, the basic procedure is similar: you
will be starting up the computer to which you will be restoring data (we’ll call that the target) with
another Mac or an external hard drive (we’ll call that the source).

The options for disaster and bare metal recovery that follow all assume that you now have a Mac
with a functioning hard disk that needs to be completely restored from a backup or copy (i.e., any
damaged, failed, or missing hardware has been replaced or repaired).

Taking care of your Catalogs

Each Retrospect Media Set has a corresponding Catalog—a database, really—that tells Retrospect
exactly which files are contained in the Media Set, where they are on the media, and other
information. To be able to restore from a Media Set, Retrospect needs to be able to access the
Catalog belonging to that Media Set. If you no longer have the Catalog file, then you will need to
rebuild it first by clicking the Rebuild button in Retrospect’s Media Sets view. Rebuilding a Media
Set’s Catalog can take a long time, because Retrospect has to scan the media and read every file.

By default, Retrospect stores Catalog files on the Retrospect server in

/Library/BApplication Support/Retrospect/Catalogs/. It’s a good idea to periodically copy
your Catalogs to alternate storage media, such as separate hard disk, a writable DVD, a flash drive,
or another computer on the network.

Detailed instructions for safeguarding your Catalog files can be found in Chapter 7, under “Catalog
and Configuration Backups.” In the same chapter, you can find instructions for rebuilding Catalogs,
under “Rebuilding a Media Set.”

Creating a Mac OS Emergency Tools disk

It can be very helpful, and save you a lot of time, if you prepare for disaster recovery by creating an
Emergency Tools external hard disk that you can use to boot machines that you want to restore.
This disk should contain the following:

= Mac OS X (so that it is bootable)

= The Retrospect console application and engine if you will want to recover the Retrospect
backup server

= Aninstalled copy of the Mac Retrospect Client, so that you can use the Emergency Tools disk
to restore data from the Retrospect server over the network

= The Retrospect Client installation folder, containing the Client software for Macs, Windows, and
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Linux machines, as well as copies of any public/private keys in use by your Retrospect
installation

= Other utility software that you find useful, such as Micromat’s TechTool Pro and Alsoft’s Disk
Warrior
USB or FireWire?

When you build your Emergency Tools disk, you need to decide whether you are going to use an
external disk drive that is connected using USB or FireWire (though some drives have both). Either
connection method can work. Remember that Apple has made some Intel-based machines that
lack FireWire altogether, so a USB-connected drive may be a better choice. However, you'll have to
make the final determination based on the mix of Mac models in your organization.

Noting disk partitioning schemes

It’s easy to start up a Mac from an external hard drive, but it’s important to remember a few key
points. Intel Macs and PowerPC Macs require different disk partition schemes, so a disk made to
start up an Intel Mac won'’t start up a PowerPC Mac, and the opposite is also true. Intel-based
Macs can only be booted with disks that use the GUID Partition Table scheme; PowerPC-based
Macs can only be booted with disks that use the Apple Partition Map scheme.

This means that you’ll need to be sure of the disk partitioning scheme used on any disk from which
you hope to start up your Mac. You can check which partitioning format is used by running Apple’s
Disk Utility application, selecting the hard disk you want to check, and noting the portioning
scheme shown. Just be aware that repartitioning a disk to change its partition scheme will erase all
the data already present on that disk.

CHAPTER 7 - DISASTER RECOVERY 147



enoe Hitachi HDT7210105LA360 Media =
,—- \ = | A —A
402 0.0 O = e b=
Verify  Info  Burn Mount  Eject Enable Journaling Mew Image Convert Resize Image Log
— [ First Aid | Erase | Partition ~RAID  Restore |
1250.06 GB 5T3250820A. ..
il Macitosh HD To erase all data on a disk or volume:
B 1 TB Hitachi HDT72101... 1 Select the disk or volume in the list on the left.
& Tardis 2 Specify a format and name.
= 3 If you want to prevent the recovery of the disk's erased data, click Security Options.
=) Fallback 4 Click Erase.
B 320.07 GR WDC WD320)... To prevent the recovery of previously deleted files without erasing the volume, select a
| Basement volume in the list on the left, and click Erase Free Space.
o) OPTIARC DVD RW AD-7__.
) HL-DT-ST DVD-RW GW...
Format: | Mac OS5 Extended (Journaled) 3
Name:  Untitled
Erase Free Space. .: Security Options... 3 .: Erase... ;
==l Disk Description : Hitachi HDT721010SLA360 Media Total Capacity : 1 TB (1,000,204,886,016 Bytes)
e Connection Bus : S5ATA Write * Bead 'Write
Connection Type : Internal M.A.R.T. Status : Verified
@ Connection 1D : "Bay 2" Partition Map Scheme : GUID Partition Table
v

If you prepare an Emergency Tools hard drive, and you have both Intel Macs and PowerPC Macs
on your network, you’ll really need to create two Emergency Tools hard drives, one formatted for
Intel Macs, the other for PowerPC Macs.

Intel-based Macs support starting from an external USB storage device that contains an installation
of Mac OS X 10.4.5 or later, which is compatible with the Mac that the USB device is connected to.
Don’t use a version of Mac OS X that is older than the version of the Mac you want to restore
shipped with. And remember that the Retrospect console application requires Mac OS X 10.5.5 or
later (though the Retrospect Client and engine can run on Mac OS X 10.4.11 and later).

Note: Since Mac OS 10.6 (Snow Leopard) dropped support for PowerPC based Macs, you can’t
use it to boot those machines. We suggest that you install Mac OS X 10.5.8 (Leopard) as the
operating system on your Emergency Tools disk.

Restoring a Mac from Regular Backups

If you had previously backed up the target Mac using Retrospect’s backup method, the backed-up
data will be contained within a Media Set, and you’ll need to use Retrospect to do the restore.
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Using FireWire Target Disk Mode

Macs with FireWire ports have a special hardware feature that can aid in disaster recovery, called
Target Disk Mode. This feature allows you to turn a Mac (in this case, the Mac to which you wish to
restore data) into an external hard disk drive that can be connected via FireWire to another Mac
(ideally, the Retrospect server, because you will get the fastest restores over FireWire, rather than
over the network). Target Disk Mode works with either FireWire 400 or FireWire 800 ports (naturally,
data transfer will be faster over FireWire 800).

To perform a restore using FireWire Target Disk Mode, follow these steps:

. To start the target Mac (the one to which you wish to restore data) in Target Disk Mode, turn it on
and immediately hold down the T key on the keyboard. When the FireWire symbol appears and
bounces around the screen, you can release the T key; the Mac is now in Target Disk Mode and
can be connected to any other Mac with a FireWire cable.

Make sure the source Mac (which needs to have the Retrospect engine installed) is turned on, then
connect the FireWire cable from the target Mac to the source Mac. The hard disk of the target Mac
will appear on the source Mac’s desktop, as if it were any other external drive.

In the Finder on the source Mac, Get Info on the target Mac’s volume you want to restore and
ensure that the “Ignore ownership on this volume” option is unchecked. Otherwise, Retrospect will
not be able to restore file and folder permissions properly on the target disk.

Start the Retrospect console.

(Optional) If your Catalog files are not available, rebuild the necessary Catalog from your backup
media. See “Rebuilding a Media Set,” in Chapter 7, for detailed instructions. If you copied your
Catalog files from backups, you must get Retrospect to recognize them. From the Media Sets
category, click Locate, navigate to the location of the Catalog file, and click OK to add the catalog
to the list of available Media Sets.

In the Retrospect toolbar, click Restore. The Restore Assistant window appears.
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[a NN Restore Assistant - Backup Server

Getting Started

Restore a backup
What type of restore do you want to perform?
) Restore an entire source volume or favorite folder to a previous point in time
C, Restore selected files and folders

C, Search for files in selected media sets

[ Cancel | Co Back Continue

A4

Choose “Restore an entire source volume or favorite folder to a previous point in time,” then click
Continue. The Select Backup pane appears.
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ano Restore Assistant - Backup Server

Getting Started Select Backup

Where do you want to restore from?

Select a point-in-time backup from which to restore.

Date ¥ Machine
O © Today at 6:29 PM Tom-VistaPC
O © Today at 8:00 AM Tom's Mac Pro

Mame
Documents
Music

05

Window...

Mac 05

File System Media Set

Today at 5:00 AM Tom's Mac Pro

O

© Today at 2:00 AM Backup Server
© Yesterday at 6:28 PM Tom-VistaPC

© Yesterday at 8:15 AM Tom's Mac Pro
© Yesterday at 8:00 AM Tom's Mac Pro
©
©
©

Y

Yesterday at 2:00 AM Backup Server
12/3/09 6:28 PM Tom-VistaPC
12/3/09 8:15 AM Tom's Mac Pro

plolelololelo)

(

) © Today at 3:18 AM Dori's MacBoo...

dori
Retrospect
Documents
Macintosh HD
Music
Retrospect
Documents
Macintosh HD

Mac OS
Mac OS

Window...

Mac 05
Mac 05
Mac OS

Window...

NTFS VistaP...
HFS Music ... m
HFs Laptop...
HFS Catalo...
NTFS VistaP...
HFS MacPr...
HF5 Music ...
HFS Catalo...
NTFS VistaP... A
HFS MacPr... ¥

|

Maore Backups... |

[ Cancel |

(" GCoBack ) (Cnnti’nue )

8. Choose the backup that reflects the point in time to which you want to restore.

Note: In the list, it’s possible that the point in time you chose will show only the files that were
backed up during that particular backup run, leading you to think that only those files will be

A4

restored. However, because of the choice you made in Step 7, all of the files on the source volume

will be restored, as you want.

If you have many backups, you may find it easier to sort the list by Machine or Media Set. Click the
heading of the column by which you want to sort. Click the heading again to reverse the sort order.

When you have found and selected the backup you want, click Continue. The Select Destination

pane appears.
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Getting Started Select Backup Search Files and Folders

Select Destination

Restore Options

Where do you want the files to be restored to?

Select the destination onto which you would like your files restored.

Y Machine 05 File System Free Total | Brov
o~ B Backup Disk 1 Backup Server Mac 0S X Mac OS Ex... 108.9GE 931.2 GB 'l_E
O © » [ Dori's MacBoo... Dori's MacBook Pro Mac 0S X - - - Br
O © »  Macintosh HD Backup Server Mac 0S X Mac OS Ex... 56.5 GB 111.5 GB 'l_E
1 B Macintosh HD C Server Mac 05 X Mac OS Ex... 152.3GBE 152.4 GB i
O © » [ MiniServer MiniServer Mac 0S X - - - Br
@) u.Teraby‘[e Backup Server Mac 0S X Mac OS Ex 696.4 GBE 931.4 GB 'LE
O © » [ Tom's MacBook Tom's MacBook Mac OS X - - - Br
O @ » Tom-VistaPC Tom-VistaPC Windows - - - Br
O @ »[ Tom's Mac Pro  Tom’s Mac Pro Mac OS X - - - Br
[ = —) J A

|_| Restore to a new folder

Cancel

( Go Back ) (‘Eﬂnﬂnu!‘a

A4

9. Click the radio button next to the name of the destination volume, then click Continue. The Restore
Options pane appears, recapping the source and destination of the copy.
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11.

i

Ao Restore Assistant - Backup Server

Getting Started Select Backup Search Files and Folders Select Destination Restore Options

Restore Summary
Restoring files from tom at 12 /5/09 5:00 AM to Macintosh HD.

/1 Warning: All other files on Macintosh HD will be deleted.

'd . B "
| Preview... )
, i

( Cancel ) (" save.. ) ( GoBack ) ( StartNow )
4

When you are ready to perform the restore, click Start Now.
When the restore is complete, eject the Target Disk Mode Mac’s disk and start it up normally.

Restoring a Mac using an Emergency Tools disk

In this method of disaster recovery, you will start up the Mac using your previously prepared
Emergency Tools hard drive. Follow these steps:

Connect your Emergency Tools hard drive to the Mac you want to restore. Turn on the drive and
then start the Mac. Since the Mac should not have an operating system, the Mac should find and
boot from the Emergency Tools hard drive. If necessary, hold down the Option key on the keyboard
to choose which disk will be used as the startup disk.

Launch Retrospect and add the catalog file for the Media Set that you want to restore from.
In the Retrospect toolbar, click Restore. The Restore Assistant window appears.

Choose “Restore an entire source volume or favorite folder to a previous point in time,” then click
Continue. The Select Backup pane appears.

Look through the list of backups until you find the backup that reflects the point in time to which
you want to restore. When you have found and selected the backup you want, click Continue. The
Select Destination pane appears.

Click the radio button next to the name of the destination volume on the client to be restored, then
click Continue. The Restore Options pane appears, recapping the source and destination of the

copy.
When you are ready to perform the restore, click Start Now.
When the restore is complete, shut down the Mac by choosing Shut Down from the Apple menu.
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Disconnect the Emergency Tools disk, then start the restored Mac normally.
Restoring a Mac client using an Emergency Tools disk

In this method of disaster recovery, you will start up the target Mac using your previously prepared
Emergency Tools hard drive and restore it as a Retrospect client computer. Follow these steps:

Connect your Emergency Tools hard drive to the target Mac. Turn it on, then start the target Mac.
Since the target Mac should not have an operating system, the Mac should find and boot from the
Emergency Tools hard drive. If necessary, hold down the Option key on the keyboard to choose
which disk will be used as the startup disk.

On the Retrospect server, log in the client to be restored.
In the Retrospect toolbar, click Restore. The Restore Assistant window appeatrs.

Choose “Restore an entire source volume or favorite folder to a previous point in time,” then click
Continue. The Select Backup pane appears.

Look through the list of backups until you find the backup that reflects the point in time to which
you want to restore. When you have found and selected the backup you want, click Continue. The
Select Destination pane appears.

Click the radio button next to the name of the destination volume on the client to be restored, then
click Continue. The Restore Options pane appears, recapping the source and destination of the
copy.

When you are ready to perform the restore, click Start Now.

When the restore is complete, shut down the Mac by choosing Shut Down from the Apple menu.

Disconnect the Emergency Tools disk, then start the restored target Mac normally.
Doing a live restore

A live restore is any time you restore over a Mac’s current, in-use startup disk. It is used any time
that you need to restore a functioning Mac to a previous point in time, and also when you don’t
have a second computer or an Emergency Tools startup disk to help perform the restore. Follow
these steps:

If the Mac won’t boot, install Mac OS X on the target Mac. The version of the operating system
must be the same as the version on the backed-up data. If you are forced to install a later version of
Mac OS X, see the instructions under “What to do if the OS on the new Mac is newer than the
backed-up OS,” later in this chapter.

Install the Retrospect Client software on the target Mac.
On the Retrospect server, log in the client to be restored.
In the Retrospect toolbar, click Restore. The Restore Assistant window appears.

Choose “Restore an entire source volume or favorite folder to a previous point in time,” then click
Continue. The Select Backup pane appears.

Look through the list of backups until you find the backup that reflects the point in time to which
you want to restore (usually the latest backup). When you have found and selected the backup you
want, click Continue. The Select Destination pane appears.

Click the radio button next to the name of the destination volume, which is the startup volume of
the target Mac client, then click Continue. The Restore Options pane appears, recapping the source
and destination of the copy. Note that the warning message is different (“Warning: All other files on
disk name will be deleted.”), indicating that if there are any newer files on the disk than those
contained in the backup, those newer files will be deleted.
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Ao Restore Assistant - Backup Server

Getting Started Select Backup Search Files and Folders Select Destination Restore Options

Restore Summary
Restoring files from Macintosh HD at 12/4/09 8:15 AM to Macintosh HD.

/1 Warning: All other files on Macintosh HD will be deleted.

'd . B "
| Preview... )
, i

( Cancel ) (" save.. ) ( GoBack ) ( StartNow )
4

8. When you are ready to perform the restore, click Start Now.
9. When the restore is complete, restart the Mac by choosing Restart from the Apple menu. Upon
restart, the Mac will be in the restored state.

Restoring a Mac from a Copy

If you have been using Retrospect’s Copy operation, disaster recovery can be quite simple. By
definition, a Copy script creates an exact copy of all the files on the source disk onto another hard
disk, so that disk is bootable. By starting up the replacement Mac from the disk that contains the
copy, you can get back to work immediately; the only drawback, as with any backup, is that files
created or changed since the last time the copy was made will remain unavailable.

Start up and restore from the copy

Most of the time, you will be performing Copy operations onto single external hard drives (though it
is certainly possible to use more exotic hardware setups, such as enclosures with multiple drives).
To restore to the internal drive of the repaired Mac, follow these steps:

1. Connect the hard drive containing the copy to the Mac you want to boot and restore.

2. Turn on the external drive and then turn on the Mac. If the Mac has an operating system installed,
hold down the Option key as you turn it on. This will launch the Startup Manager and display the
available volumes from which you can start up.

3. Use the left and right arrow keys on the keyboard to select the volume you would like to use, in this
case the external drive containing the copy backup.

4. Press the Return key on your keyboard to start the computer from the volume you selected.
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5. Once the startup process is complete, you may use the computer while booted from the backup
disk.

6. Use Retrospect’s Copy Assistant to copy the backup disk’s contents back to the internal drive,
replacing any files that might be on the internal drive. See “Using the Copy Assistant” in Chapter 5
if you need detailed instructions.

Restore from the copy, followed by a live restore

You may be faced with a situation where you have multiple backups of the Mac that needs disaster
recovery: a fairly recent copy, and an even more recent regular backup. In this case, you would
ideally want to use the copy to restore the target Mac quickly, then you want to use the newer files
in the regular backup to restore the latest versions of files, applications, and user settings.

To accomplish this kind of restore, follow the steps earlier in this chapter, first under “Start up and
restore from the copy,” then under “Doing a live restore.”

What to do if the OS on the new Mac is newer than the backed-up OS

In some situations, you may be required to restore to a target Mac that must use a newer version of
Mac OS X than the old Mac that was backed up. In this case, you have two options:

1. Restore the most recent backup of the old Mac to an external hard disk drive, and then use the new
Mac’s Migration Assistant application to copy the apps and user data over from the external drive.
(The best results will be achieved with this method.)

2. Use Retrospect’s “Restore selected files and folders” option to hand-pick items for restore (this
method is tedious, so it’s better to buy an external hard disk drive and proceed with method #1). If
you need information on restoring selected files and folders, see “Using the Restore Assistant to
Find and Restore Files and Folders” in Chapter 5.

Restoring a Windows Client

The following instructions describe how to restore an entire volume on a Windows client over the
network. These instructions assume that you have a newly erased disk that has had installed a
fresh copy of the same version of Windows that was previously on the backed-up machine.

You must first get the client computer operating with the network before performing the actual
restore operation from the backup computer.

The steps below involve completely replacing the contents of a client computer’s hard drive with a
previous backup in which you backed up “all files.”

1. Install new Windows system software on the newly-formatted hard disk. Restart from this volume.

2. Use the Setup program to install the Retrospect client software as described in “Installing
Retrospect Client software on a machine running Microsoft Windows” in Chapter 1.

3. From the Sources category of the Retrospect console, Remove the old client, then Add the new
client.

4. In the Retrospect toolbar, click Restore. The Restore Assistant window appears.

5. Choose “Restore an entire source volume or favorite folder to a previous point in time,” then click
Continue. The Select Backup pane appears.

6. Look through the list of backups until you find the backup that reflects the point in time to which
you want to restore. When you have found and selected the backup you want, click Continue. The
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Select Destination pane appears.

Click the radio button next to the name of the destination volume, then click Continue. The Restore
Options pane appears, recapping the source and destination of the copy.

When you are ready to perform the restore, click Start Now.

Restart the client computer.

The Retrospect Helper service runs automatically and finishes restoring the registry and System
State. When it finishes, your computer is ready to use.

Restoring a Linux Client

The following instructions describe how to restore an entire volume on a Linux client over the
network. These instructions assume that you have a newly erased disk that has had installed a
fresh copy of the Linux operating system distribution.

You must first get the client computer operating with the network before performing the actual
restore operation from the backup computer.

The steps below involve completely replacing the contents of a client computer’s hard drive with a
previous backup in which you backed up “all files.”

Install new Linux operating system software on the newly-formatted hard disk, making sure to
create the same mount points as the original system. Restart from this volume.

Use the Setup program to install the Retrospect client software as described in “Installing
Retrospect Client software on a machine running Linux” in Chapter 1.

From the Sources category of the Retrospect console, Remove the old Linux client, then Add the
new client.

In the Retrospect toolbar, click Restore. The Restore Assistant window appears.

Choose “Restore an entire source volume or favorite folder to a previous point in time,” then click
Continue. The Select Backup pane appears.

Look through the list of backups until you find the backup that reflects the point in time to which
you want to restore. When you have found and selected the backup you want, click Continue. The
Select Destination pane appears.

Click the radio button next to the name of the destination volume, then click Continue. The Restore
Options pane appears, recapping the source and destination of the copy.

When you are ready to perform the restore, click Start Now.
Restart the client computer.

About Mac OS X's “Recovery HD” partition

The installation process for Mountain Lion and Lion modifies the Mac's startup disk to add a hidden
“Recovery HD” partition that can be used to start up the Mac in the event of a problem with the
primary startup volume. This partition is not visible in Retrospect or Disk Utility.

Retrospect users should be aware of the following information regarding the Recovery HD partition:

= The creation of this partition changes the size of the startup volume, so Retrospect may show
the startup volume twice in the Sources view following an upgrade to Lion or Mountain Lion. If
this happens, remove the original volume from the Sources list and redefine any favorite folders.

= If the disk containing the Recovery HD partition is repartitioned and erased with an application
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like Disk Utility, or if a new hard drive is installed, the Recovery HD partition will no longer be
present. Running the Mac OS X installer on this disk will recreate the Recovery HD partition.
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This chapter describes how to use several aspects of Retrospect, such as its Preferences, in detail,
and how to perform various tasks, such as managing media sets, viewing reports, and maintaining
scripts. It also offers advice on using Retrospect to perform more effective backups.

Retrospect Preferences

You can adjust Retrospect preferences to modify the program’s behavior to best meet your needs.
Retrospect preferences affect all operations performed by Retrospect.

Open the Preferences window by choosing Preferences from the Retrospect menu. The Preference
window appears, with a toolbar that allows you to display each section of the application’s
preferences. Click on the icon in the toolbar to display that section of Preferences. Retrospect
remembers the last preference panel you previously worked with, so when the window appears, it
is already set to that panel.

(o Nd N &) Preferences =

Console General Clients Media Netwerk E-mail Rules Licenses

@ﬁ.utomaticall',.ur check for Retrospect updates

Show up to | 10 _? scheduled activities

Show up to 500 lines in the operations log

Console Preferences

The Console preferences apply to the Retrospect console, and apply across all Retrospect engines
you may have logged in.

Automatically check for Retrospect updates tells Retrospect to check for updates to the
program when you launch the console.

Show up to n scheduled activities controls the number of upcoming activities that appears in the

160 MAC USER'S GUIDE



console, under the Activities category. In the pop-up menu, you can choose from 10, 20, 50, or 100
activities to be shown. This is needed as a script set to back up every day would have 365
scheduled activities just for one year.

Show up to n lines in the operations log allows the operations log to fill up to the specified
number of lines. When the log reaches the limit set, the oldest entries are no longer shown, though
they remain in the operations log.utx file stored in /Library/Application Support/
Retrospect/, Up to the maximum log size specified in General Preferences (see “Log size limit”
below). You can view the operations log by choosing View > Log, or by pressing Cmd-L. Type the
length you want for the log in the entry field.

General Preferences
In General preferences, you set preferences for each logged-in Retrospect server. Each server you

have logged in appears in the list on the left of the window. Click on the server you want to control
in the list.

ane Prefarences

Console Clients Media Network E-mail Rules Licenses

™

General

| Server

:‘ Backup Server
Server name: Backup Server

e Archive Server
Server address: 192.168.1.126

s \
[ Change server password )

Allow: | 4 |3 ] Activity Threads

Log size limit: 10 MB

[1Use a proxy server to connect to the internet

Proxy server:

Port: 0O

Server name can be anything you want; simply type in the field to change it. By default, Retrospect
uses the server machine’s Computer Name as shown in System Preferences’ Sharing panel as the
server name, but you may change it to be more descriptive to you and your users. The Server name
is displayed to your users in the History section of the Retrospect Client among other places.

Server address is the IP address of the server computer. This field cannot be changed after the
server has been logged in.

CHAPTER 8 - MANAGING RETROSPECT 161



Change server password allows you to assign a password for access to the selected server.
Clicking the button presents a dialog where you can enter the old password (if any), enter a new
password, and then enter the new password again to confirm. Click the Change password button
to accept the change.

Allow n Activity Threads provides a pop-up menu with numbers from 1 to 8. Setting the number of
activity threads tells Retrospect how many simultaneous activities, such as multiple backup and
restore operations, it can run at the same time. By default, a Retrospect engine is set for four
concurrent activity threads. The number of activity threads that can be run at any one time
efficiently is a function of the hardware capabilities of the Retrospect server machine as well as the
type of task the thread will handle. Factors include the speed of the machine’s processor and the
amount of its installed RAM but also the number of files being transferred. In general, you should
have one Gigabyte of free RAM for each activity thread you will run.

Log size limit allows you to set a number, in megabytes, for the size of the Operations Log. The
default setting is 10 MB. When the log reaches the limit, the oldest portion of the log is deleted to
keep its size within the limit. The bigger the log is, the longer it will take to open. Type the maximum
size of the Operations Log in the entry field.

Use a proxy server to connect to the Internet allows you to set up another computer as an
intermediary between the Retrospect server and the Internet when sending email notifications. The
Retrospect server will connect to the proxy server, which will interpret the Retrospect server’s
request and pass it on to the Internet according to whatever filtering rules set for the proxy server.
Click the check box to activate this feature, then enter the IP address or DNS name in the Proxy
server entry field, and if necessary enter the port number the proxy server will be listening on.

Clients Preferences

Public/Private Key Authentication is a method by which Retrospect Clients can be logged into a
Retrospect server automatically through use of matching encryption key sets. In the Clients pane,
you can create these AES-256 encrypted private and public key certificate files for your Retrospect
Clients.

To set up this authentication, you will create two files, which are created on the Retrospect Server
at /Library/Application Support/Retrospect/. The private and public key files are named
privkey.dat, and pubkey.dat, respectively. The privkey.dat file remains on the Retrospect
server, and the pubkey.dat file is copied to each of the Retrospect Clients.
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80O Preferences

U & 5 )

General | Clients | Media Network E-rmail Rules  Licenses Console

Use public-key encryption to authenticate clients:

Create keys... Browse...

7oA

w| Automatically add chients using public keys

Allow clients to:
h_ﬂ Turn off the Retrospect Client software

Iiﬂ Stop running backups

E‘i Exclude items from backups
[+ Set read access anly

[+ Back up on demand to | Servers Set ¥

I\__ﬂ Restore on demand

Use Default

To create the keypairs and install them with your Retrospect Clients, follow these steps:

In Preferences > Clients, click “Create keys...”, enter a password of eight characters or more for key
creation, then click Create. Retrospect may take up to a minute or more to generate the keys,
depending on the speed of the computer.

If you want Retrospect to automatically log in clients with the proper public key, check
“Automatically add clients”. This is recommended.

From the Retrospect disk image, open the Client Installers folder, then copy the Mac Client Installer
folder onto your hard drive.

In the Finder, locate the pubkey.dat file in /Library/Application Support/Retrospect/ and
copy it into the folder named “public_key” inside the Mac Client Installer folder on your hard drive.
Distribute or copy this public_key folder containing the pubkey.dat file along with the Retrospect
Client installer.

. After installing the Retrospect Client software on each computer, they can be logged in (or will be
automatically logged in, if that option was set) at the Retrospect server.

If keypair files already exist on the Retrospect server, you may load them by clicking the Browse

button, then navigating to the folder that contains the two keypair files, then clicking Select. This
can be used to share the same keypair files between multiple Retrospect backup engines.
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Media Preferences

Media preferences controls how Retrospect works with media such as tapes, hard disks, and other
media.

Automatically reuse named media tells Retrospect not to confirm with the user the erasure of
media that has the same name that already contains data. For example, if you have one or more
tapes that are part of a Media Set named Tape Backup A, and a script is set to automatically
recycle the Media Set’s members at a regular interval, unchecking this box will cause Retrospect to
require confirmation before erasing each member of the Media Set.

Minimal erase confirmation, when checked, skips the confirmation message that normally
appears when you proceed with a backup operation and Retrospect needs to erase the media. By
default, this preference is turned off.

ano Preferences

Consaole General Clients Metwork E-mail Rules Licenses

Media

Server

e Backup Server
Eﬁlvlut-:hmaticalh.-r reuse named media

‘ Archive Server [ Minimal erase confirmation
[l Use new media automatically after write failure

|| Retension tapes

|| Don't eject removable disks

[ Media request timeout: 20 minute(s)

|l Automatic skip to blank media

™ Cenerate MD5 digests during backup operations

For example, let’s say you do a normal backup to a tape member media set named “1-Media Set
A”, but the only member loaded in your tape drive has a different name. Retrospect displays the
media request window in which you can select the currently loaded tape. If the minimal erase
option is checked and you select the tape and click Proceed, Retrospect will erase and use the
tape. If the minimal erase option is unchecked, Retrospect displays a warning dialog asking if you
really want to erase the tape.

Use new media automatically after write failure tells Retrospect to skip to blank media when it
encounters a failure to write to the media, rather than reporting a failure and canceling the activity.

Retension tapes is used with older tape drives such as Travan, OnStream, and DC 6000 drives. It
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tells Retrospect to automatically wind the tape forward to the end and rewind after the script
finishes to even out the tension and alignment.

Don’t eject removable disks. By default, Retrospect will automatically eject removable disks after
a script finishes. Checking this prevents this from happening.

Media request timeout: n minutes sets the amount of time that Retrospect will wait for media to
become available during execution. For example, if you’re using a tape autoloader, it may take
several minutes for the device to find and load a particular tape in the Media Set. This preference is
off by default, so media requests never time out.

Automatic skip to blank media uses a blank tape or disk when the last member of the Media Set
is not available, even if that last member is not yet full.

Generate MD5 digests during backup operations is on by default. It tells Retrospect to create
MD5 hash digests as part of backup operations. Retrospect later uses these digests to speed up
media verification.

Network Preferences

Out of the box, Retrospect is able to back up clients without any additional configuration. If your
backup computer has multiple network interfaces or your clients are in different subnets, Network
preferences allows you to manage how Retrospect accesses these backup clients. For example, a
custom network interface lets you back up clients on different subnets without requiring backup
data to cross routers, conserving network bandwidth.

You can name and assign different network interfaces to specific network addresses in
Retrospect’s preferences, which will use the addresses in order. To do this, follow these steps:

Choose Retrospect > Preferences > Network. If more than one Retrospect server appears in the
Server column, select the server you want to control. In the connection list on the right side of the
window, your Mac’s default network connect will appear.

. To add another network interface, click the Plus (+) button below the connection list. In the resulting
dialog, choose from the Connection pop-up menu the IP address of the network interface you want
to use, then enter a name for the connection and click Add
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(. NN &) Preferences —)

Server |

Backup Server = | Connection

Archive Server Gigabit 192.168.1.135
Connected
[+]-]
_ Details
| Subnet Address | Subnet Mask |
192.168.1.0 255.255.254.0
i
Use Default

e |

. The new connection appears in the connection list. You can also restrict the subnets that
Retrospect will use when it looks for clients and network shares. To do that, select one of the
connections in the connection list, then click the Plus (+) button below the Details box. In the

resulting dialog, enter the Subnet Address and Subnet Mask, then click Add. The subnet restriction
will appear in the Details box.

Advanced Settings

Expert users may need additional control over Retrospect’s network behavior. Clicking the
Advanced button in the Network preference pane brings up a dialog with the following settings:
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Network retry warning delay: |30 seconds
Connection timeout: 300 | seconds
Search poll interval: 2 seconds
Search timeout: 10 seconds
Live poll interval: | 10 seconds
Forget counter: |3

Multicast time-to-live: |1

(_USE Defaults “1 ﬂ: Done :‘.I
A

Connection timeout The maximum amount of time Retrospect will wait for a client before logging
an error and going to the next activity. Set this to a higher value if you receive -519 (network
communication failed) errors and you know your network is slow.

Search poll interval When a client is unavailable at its last known address, Retrospect sends
queries at this interval.

Search timeout Retrospect terminates its search for a known client when it cannot find the client in
the specified time period.

Live poll interval Retrospect broadcasts to clients at this time interval when it polls for clients in
the live network window. If you configured multiple subnets for the interface, Retrospect divides the
poll interval by the number of defined subnets.

Forget counter Retrospect removes a client from the live network window when it does not
respond to the specified number of sequential polls. This does not affect clients already added to
the backup clients database.

Multicast time-to-live Retrospect assigns this “time to live” number to multicast UDP packets. It is
the maximum number of router hops a packet can make before it is discarded. An increase in the
time to live number lets Retrospect search for clients on more subnets connected by IGMP capable
routers. Routers which do not support IGMP will not forward the multicast UDP packets.

Enter a value next to the settings you want to change, then click Done.

Warning: Make changes in this dialog only if you know exactly what you’re doing, or at the
direction of Retrospect tech support. Under some circumstances, changes in this dialog can
adversely affect Retrospect performance. Be careful! If you make a mistake, but are unsure what
change caused problems, you can revert all of Retrospect’s preference settings for the selected
server by clicking the Use Default button.
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Email Preferences

Retrospect has the ability to send e-mail notifications for both successful executions and problems.
In the E-mail preferences pane, you can set the outgoing mail server that Retrospect should use,
and the e-mail addresses that Retrospect will use to send the alerts. By default, Retrospect will not
send e-mail alerts.

|0De Preferences

el ) & IENEr-

General Clienes Media Network 'E-rmail | Bules Licenses Console

Outgeing mail server: | smtp.gmail.com:587
[ My outgoing server (SMTF) requires authentication
User name:  email@gmail.com

Fassml'd: LEL LT

[ Send e-mail for successful events
[ Send e-mail for failure and media requests

I\__ﬂ Send e-mail for server startup or shutdown
From address:

To addressi{es):

Use Default

Outgoing mail server is an entry field where you can enter either a machine name (preferred) for
the outgoing mail server or an IP address. You can also specify the TCP/IP port over which
Retrospect should communicate with the mail server by appending its address with the port
number, [serverlpAddress]:[portNumber], as in this example: smtp.servername.com:26.

My outgoing server (SMTP) requires authentication should be checked if the outgoing mail server
requires a login.

User name: If the outgoing mail server needs a login, enter the user name assigned to Retrospect
by your mail administrator.

Password: If the outgoing mail server needs a login, enter the password assigned to the
associated user name.

Send e-mail for successful events should be checked if you want Retrospect to notify you every
time it completes a successful execution. Be aware, however, that if you have many scripts running,
you may receive a large number of e-mails.
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Send e-mail for failure and media requests should be checked if you want Retrospect notify you
when there are problems during execution. If you check this option, you will need to enter valid e-
mail addresses in the From address and To address(es) entry fields. Note that you may specify
multiple recipients in the To address(es) field. Separate each e-mail address with a comma.

Send Test E-Mail Click this button to send a test e-mail to the address or addresses in the To
address(es) field.

Proactive versus other scripts — As Proactive Backup intelligently adjusts priorities of backup
sources, a report email is sent per backup source. For other scripts, when all sources of a script are
completed, a single email is sent. However, if an event requires action, such as request for backup
media, the email is sent immediately instead of at the end of script execution.

Improved Email Reporting — Improved email reporting provides a wealth of information about
each backup. The Operations Log is now included in the report email to provide complete insight
into each backup. With these detailed logs you can monitor backups from any device and filter
emails based on errors or warnings to hone in on issues as soon as they happen. To simplify
filtering using various email clients, the log is included as part of the email body, instead of as an
attachment. The log format and contents are consistent with logs shown in the Retrospect user
interface.

Server Nightly- 0 errors, 1 warnings - Retrospect & H

Office Backup Jan 29 (7 days ago) - v
to me [~

—-Script Summary--

* Script: Server Nightly

* Date: 1/29/2015 2:55 PM

* Errors: 0

* Warnings: 1

* Performance: 4393.1 MB/minute
* Duration: 01:25:03

* Server: Office Backup

~Log--

+ Mormal backup using Server Nightly at 1/29/2015 2:55 PM (Execution unit 1)
Adding to 381.6 MB of backup set data, starting at file index 2

Rules Preferences

The Rules preferences pane allows you to create and manage Rules, which are used to apply
conditions to Scripts. See the “Working with Rules” section, on the next page, for more information.

Licenses Preferences

In the Licenses preferences pane, you may enter the license codes you have purchased. Specific
license codes unlock specific features of the product, such as Server Client licenses or the Open
File Backup add-on for Windows clients. The first time you connect to a local or remote Retrospect
engine, Retrospect opens this preferences pane and asks you to enter your license code for that
engine. Enter this information, then click Add.
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0o Preferences —
= D e aE
Console General Clients Media Network E-mail Rules | Lic
Server
- Backup Server [ License Code Used
Connected 3
Multi Server - - s s =w N/A
‘ Archive Server Unlimited Clients (bundled) e a4 - Unlimited
e Open File Backup Add-on N/A
Advanced Tape Support . N/A
All devices N/A
!'. Register... ) " Purchase. .. \

Use Default

e |

To enter additional license codes, click the plus (+) button near the bottom of the window. Enter the
license code that you have purchased, then click the Add button. The new license code will appear
in the window.

To register your Retrospect product online, click the Register button. You’ll be taken to a webpage
that will walk you through the registration process.

To get information on how to purchase additional Retrospect license codes, click the Purchase
button. A dialog will appear with the information.

Working with Rules

You can use Rules with any operation to specify the types of files and folders you want the
operation to include. Using Rules to intelligently select or ignore certain files and folders, you can
limit the amount of time and media required for an operation.

Rules let you choose files based on almost any criteria, including name, date, type, or size.
Retrospect includes a number of built-in Rules, and you can also create custom Rules. For
example, you can create a rule that will choose all Microsoft Word documents modified after
August 25, 2009.

A file that is “marked” by a rule (i.e., one that meets the rule’s criteria) will not necessarily be copied
to the destination. All copying operations (such as backups) using rules are “smart,” because of
Retrospect’s matching feature. For each rule, there is the implied meaning of “select this file, but do
not copy it if it already exists in the destination.”
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You create and modify Rules in the Rules Preferences pane. Choose Retrospect > Preferences,
then click the Rules tab.

Retrospect comes with a number of Rules already set up for you. Rules are associated with each
server separately, so if you have more than one Retrospect server, you can create different sets of
Rules for each server. Simply click on the server in the sidebar of the preference pane to view the
Rules for that server.

Tip: In previous versions of Retrospect, Rules were called Selectors, though the interface used to
create them was quite different.

Using the Built-in Rules
Retrospect includes several built-in Rules, with predefined conditions for selecting files.
Some rules and rule conditions function differently with Mac OS, Windows, and Linux volumes.

Examine a rule’s details for more information.

e 0o Prefarences

Q& O 3

Genernl Cluems Media Netwu-rk E-mail manl Rules | Licenses Console

Server

‘ All Files

All Files Except Cache Files
Block Level Filter

Mo Files

Retrospect Files

User Files and Settings

+| =170

Use Default

Retrospect’s built-in Rules are:
All Files marks all files on the source, including the operating system files. This is the default rule.
All Files Except Cache Files marks all files on the source, except cache files used by certain

applications, such as web browsers. These cache files, which are numerous and often large, are
not typically useful for restoring.
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Block Level Filter controls how a file is backed up, i.e. whether it is backed up in full or
incrementally

No Files does not mark any files for backup, though Retrospect will still save a complete file and
folder listing and associated metadata for each source. Use the No Files rule for testing purposes
when you don’t want any files copied, or if you want to grab a System State-only backup of a
Windows client.

Retrospect Files marks files having the file extensions and some specific flenames used by the
Retrospect Backup family.

Users Files and Settings marks files and folders inside the Mac OS X Users, Windows Documents
and Settings (in Windows XP, Server 2003), Windows Users (Windows Vista, 7, and Server 2008),
and Linux /usr/ folders where users’ data and settings are stored.

Applying Rules

You apply Rules during the creation of scripts. One of the steps in creating a script is working with
the Rules tab. Click Scripts in the sidebar, select the script you wish to work on in the list, then click
the Rules tab below. Select the radio button for the Rule you wish to apply to the script.

[ Summary = Sources  Media Sets | Rules | Schedule Options 1

) All Files

() Compression Filter
O No Files
(5] Retrospect Files

) User Files and Settings

Adding or Editing Rules

You may add a Rule, view a Rule, or modify a Rule in the Rules preferences pane. To add a rule,
click the Add Rule button, which looks like a plus sign (+) below the list of Rules. To view or edit a
rule, select a Rule in the list, then click the Edit Rule button, which looks like a pencil. The Rule
dialog appears, showing its three parts:

The Rule name can be anything you like. It will appear in the Rules tab of Preferences and Scripts,
and will appear in other places within Retrospect.

The include conditions section is where you tell Retrospect what files and folders you wish the
Rule to encompass during the operation.

The exclude conditions section is where you tell Retrospect what files and folders to skip during
execution.

Each rule must have a Rule name, and then you should add any include or exclude criteria you
wish. The default Rule, All Files, has no specific include or exclude criteria, meaning that it includes
any file and excludes none.

172 MAC USER'S GUIDE



The scope menus allow you to define the extent of the conditions in either the include or exclude

sections. The choices available from the scope menus are All, None, or Any. In the example in the
screenshot above, the Any choice in the include conditions scope menu allows the rule to apply if
any of the listed conditions are true, allowing the rule to encompass the user files and settings for
Mac, Windows, or Linux clients. In this way, the Any choice acts as a logical or condition.

Rule name Include criteria ——

Rule Name: | User Files and Settings
Include files based on the following rules
Any + ) of the following are true -
Folder +) (_Mac Path +) (_contains . VﬂLlsers,"ir =
Folder $) (s 4 (Windows folder +  ( Documents and Settings $)(=

Folder ) ( Windows Path  3) ( contains +) | \Users\ =,

OHOHONONS

Folder  :) (UnixPath ) (contains +) [rusr/ =
Scope menus

\ Exclude files based on the following rules
Any 4+ of the following are true =) (+ Add condition

T— Remove condition

" Cancel ) [ Save )

Exclude criteria

The All choice works as a logical and condition. For example, imagine that you want to backup all
of the QuickTime movie files that are part of a particular project for your client Widgetco. You’ve
previously saved all the movie files into a single folder. To add the All condition, hold down the
Option key on the keyboard. The Add condition plus sign (+) on the “Any of the following are true”
scope bar will change to an ellipsis (...), which you can then click to add the All condition. (The
None condition is created in the same way, only you can change the All condition to the None
condition.) You would then create two conditions:

= Folder Name contains Widgetco
= File Name ends with .mov

The include and exclude conditions sections allow you to add one or more conditions to the rule.
You do that by clicking the Add condition button. Similarly, you can delete conditions by clicking
the Remove condition button next to an existing condition, and you can also reorder conditions by
dragging them on the screen (though it is not possible to drag conditions between the Include and
Exclude criteria sections). Rules can have any number of conditions.

After you have added a condition, you need to build it using the pop-up menus and, optionally, the
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entry field in the condition.

File :) (Name %) [ contains 10 (=) (4]

The pop-up
menus and entry field are contextual, meaning that whether or not they appear and their contents
change depending on the values of other elements within the condition. For example, the first and
second pop-up menus interact in the fashion shown on the next page:

The third pop-up menu changes depending on the choices made in the first two menus. For
conditions that will also require user input in the entry field, the choices in this third menu narrow
the scope of the entry. For example, if you have chosen File in the first menu, and Name in the
second menu, the third menu provides the choices contains, begins with, ends with, is, is not,
and is like. The entry field will also be present in this example.

As another example, if you were to choose File in the first menu and one of the Date conditions in
the second menu, the line changes to show two date-related menus, the first of which contains
before, after, exactly, not, on or before, on or after, and within. The second date related menu
contains today, backup date, and specific date (if you choose this, and entry field appears where
you can enter the date).

As you can see, there are a large number of permutations available for each condition. Experiment
with the menu choices to select the items that you want to include in the Rule.

First pop-up menu choice Second pop-up menu choices
File Name
Folder Mac Path

Windows Path

UNIX path

Attributes

Kind

Date accessed
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Excludes

The “Saved rule” condition allows you to nest rules within rules. For example, to include the All Files
Except Cache Files rule as a basis in your own custom rules, you would add the condition “Saved
rule...includes...All Files Except Cache Files” in the Include criteria section beneath the “Any of the
following are true” condition.

When you are done editing the Rule, click the Save button.

Exclude conditions always take precedence over Include conditions when Retrospect applies the
Rule. For example, if a Rule has a statement which includes a user’s Documents folder and a
statement which excludes the enclosing Users folder, the files in the Documents folder will not be
selected.

Duplicating Existing Rules

Sometimes it’s easier to begin with and modify an existing Rule than to create a new one. To
duplicate an existing Rule, select it in the list, then click the Duplicate Rule button below the list.
Retrospect creates a new Rule named “old Rule name Copy.” To modify the duplicate Rule, click
the Edit Rule button. Make sure to change its name, then continue on to modify the Rule’s criteria.
When you are done making changes, click Save.

Deleting Rules

To delete a Rule, select the Rule in the list in Preferences, then click the Delete Rule button below
the list, which looks like a minus sign (-). Retrospect asks you to confirm the deletion. Click the
Remove button to eliminate the Rule.

Backup Strategies

This section suggests several strategies for backing up your computer or your entire network.
Review each strategy and decide which will work best for your situation. Because everyone’s
situation if different, you will probably want to modify a strategy to better fit your needs. You may
even devise your own strategy which is quite different from these suggestions. These strategies are
just suggestions to help you get started, and Retrospect’s features allow an unlimited number of
different strategies. Just remember the basic backup rules when you go about creating a backup
strategy of your own.

Basic Backup Rules

Retrospect is a powerful tool for safeguarding your data, but it’s most effective when you follow
some basic backup rules:

Back up often because you can’t restore what isn’t backed up. For example, if your hard disk
malfunctions today but you most recently backed it up a week ago, you will have lost the data you
have accumulated over the week. Retrospect is most effective when you back up everything and
back up often, which you can ensure by setting up scripts and schedules to automate backups.
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Keep multiple backups of your data. Rotate among different Media Sets. Using more Media Sets
makes you less likely to lose data if you misplace or damage media, especially if you are using tape
or other removable media. Retrospect automatically keeps each Media Set complete and
independent with its Smart Incremental backups, so there’s no need to worry about outdated full,
incremental, or differential backup methods.

Make sure to verify your backups, either during backup using the Thorough or Media verification
options, or after a backup has finished using a verification script or the Verify button under Media
Sets.

Retire old media on a regular schedule. Regularly introduce new mediaxe “media
rotation;rotating media” using New Media Set backups, because having all of your backups on one
media set leaves you too vulnerable. (If even one tape of a set is damaged, you no longer have a
complete backup.) A benefit of new media in your backup strategy is that it is faster to restore from
a few media members than to restore from a set that has many members and backup sessions.

Use meaningful names for your Media Sets based on what they contain and how often they get
rotated and then label your media appropriately.

Always store at least one Media Set off-site to guard against fire, theft, and natural disaster.
Update this Media Set at regular intervals.

Take care of your backup media, which can easily be damaged by the environment. Tape media
can also wear out after as few as several hundred uses.

Back up the backup computer. You probably have put more time and energy than you realize into
your Retrospect configuration.

Back up or copy your Catalog files to their own Media Set or another destination on your
network. See “Catalog and Configuration Backups,” later in this chapter.

Scripted Backups Versus Proactive Backups

When you need to back up a network of client computers, you must decide which kind of backup
scripts to use. The table below lists situations which are suited to Proactive Backup scripts or
regular Backup scripts.

Situations Suiting Proactive Backup Situations Suiting Backup Scripts
You have a backup computer dedicated solely to that Your backup computer has other
purpose. duties at other times.

Your scheduled backups are
completed before the client
computers are used in the mornings.

You have too many clients with too much data to be
entirely backed up in a single night.
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You find yourself trying to catch up with your backups, Your scheduled backups are
making special scripts and running manual backups for ~ completed before the client

certain clients that are not completely backed up by computers are used in the mornings
your regular backup script. and unsuccessful backups are rare.

Your network includes only desktop
computers, no notebook computers
or removable disks.

You have mobile clients or portable drives that appear
on the network at random times.

You want Retrospect to back up to whatever media isin ~ The correct media is always available
the backup device. for unattended backups.

Your backup strategy will most likely be a combination of regular Backup scripts and Proactive
Backup scripts. For example, you might choose to create Proactive Backup scripts only for the
notebook computers, and use regular Backup scripts for the servers and desktop computers on
your network.

Suggested Backup Strategies

There are a very large number of possible backup strategies, and they are limited only by your
imagination and hardware. Here are some example strategies to get you started.

Regular Backups with Periodic Recycle

Create a Backup script to two rotating Media Sets. In the script’s Schedule tab, add a schedule
that repeats every other week at the same time, and select Monday through Thursday. Set this
schedule to use the “No media action” media action to the first Media Set, so it does a regular
backup. Add a second schedule that repeats once every other week (say on Friday) or monthly (say
on the first of each month), and use the Recycle Media Set media action for the first Media Set. The
second schedule will reset the Media Set and begin a fresh backup when it executes, keeping the
overall size of the Media Set down. Then create two more schedules exactly like those above, only
schedule them to run alternating weeks to the second Media Set. This strategy ensures that there is
some amount of historical data (at least a week’s worth) on one Media Set when the other is
recycled and overwritten.

Five-day Backup Rotation

This strategy uses multiple Media Sets, one destination per workday. The idea is that you always
have separate five-day rolling backups of your sources. The backup will run five days per week.
Follow these steps:

Begin in the Media Sets category of the console by creating five destination Media Sets, named
Monday, Tuesday, Wednesday, Thursday, and Friday. They can be any kind of Media Set, though
the Disk kind will be most convenient.

In the Scripts category, create a new Backup script.
In the new script’s Sources tab, choose the sources you wish to back up. You can choose from any
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of Retrospect’s Source types: local volumes, Retrospect clients, network volumes, Tags, or Smart
Tags.

In the script’s Media Sets tab, click the checkboxes next to all five of the destination Media Sets
that you created.

In the script’s Rules tab, choose the Rule that you want to apply to the backups.

In the script’s Schedule tab, create a schedule. Choose the Monday Media Set as the destination,
and choose “No media action,” which will back up all files and folders that have not been previously
backed up to this Media Set. Choose a start time, and repeat the script every one week, selecting
only the Monday button. Now Retrospect will do a backup every Monday to the Monday Media Set.

Repeat the previous step four more times, substituting a new day’s Media Set as the destination
and selecting the matching day in the Schedule tab. When you’re done, you’ll have five schedules
for the script, each of which will execute once per week.

[ Summary = Sources Media Sets = Rules |- Schedule-| Options |

Destination Start & | Repeat Frequency
@ Friday Sep 20, 2009 10:00 PM weekly every week on Friday @
€@ Monda Sep 20, 2009 10:00 PM week] every week on Monda
(2 Thursday Sep 20, 2009 10:00 PM weekly every week on Thursday A
() Tuesday Sep 20, 2009 10:00 PM weekly every week on Tuesday x
+ .—_ || Disable all schedules
Details
Destination: | Monday % ] Media action: | No media action s ]
September 2009
SMTWTF s st 10:00 PM 2]
1 2 3 45 ‘ - P
6 7 8 3101112 weey -
e P N ry |1 week(s) o SIET AN i = S
2122 2324 25 26 e
27 28 29 30 ) | when done |4 ]

Tip: It’s good to have five different backups of your data, but it’s even better if all of those backups
are not to the same disk. Consider placing the members of each Media Set on two or even more
disks.

Basic Proactive Backup

Create a Proactive Backup script backing up all client sources. Schedule it to work from 7:00 P.M.
to 7:00 A.M. during the work week (so as not to interfere with the users during their workdays) and
all the time during weekends. Set the backup interval so Retrospect backs up once per day.

Proactive Backup for Mobile Computers

Under the Tags tab of Sources, add a Tag called Mobile Computers. In the Sources list, select each
of your Sources that are mobile devices, and apply the Mobile Computers tag. Remember that you
can apply the tag to entire hard disks or to Favorite Folders, controlling the amount of data you will
be backing up.

Next, create a Proactive Backup script. In the Sources tab of the script, select the Mobile
Computers tag. When the script executes, Retrospect will back up all of the tagged Sources,
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saving you a lot of setup time because you don’t have to select each mobile device separately.
Schedule the new script to run twenty-four hours per day, with a backup interval of eighteen hours.
(You never know when you’re going to see a laptop again, and they’re prone to breakage and theft,
so it’s rarely a bad idea to back them up more often.) Activate the “Allow early backup” option, so
users who might be about to leave for a business trip can request an early backup.

Staged Backup Strategies

A staged backup is one in which you perform one or more backups to one kind of Media Set, and
then copy those backups to a different Media Set, usually for archival purposes. The destination
Media Set can be the same kind, or a different kind. For example, you could do a series of regular
backups to a Disk Media Set, and then once per week (or once per month, or any other arbitrary
time period you set) copy the contents of the Disk Media Set to a Tape Media Set. You can then file
the tapes in your archival vault or other off-site facility.

Disks are great at absorbing data transfers that arrive in bursts from network computers, resulting
in faster backups than if you backed up directly to tape. Once data is backed up to disk, it can be
easily transferred to tapes. The transfer from disk to tape is efficient because data from the disk
arrives at a constant rate (no network bottlenecks), keeping your tape drive streaming forward at
maximum speed. Tapes can then be stored offsite for safety, while disk backups stored onsite can
be used to perform restores quickly.

To create a staged backup with the above scenario, you need to create two scripts: your regular
Backup script to a Disk Media Set, and a Copy Backup script to a Tape Media Set.

Begin by preparing the two Media Sets. Use a Disk Media Set with grooming enabled as the
destination for the Backup script. Set the grooming option so that Retrospect keeps at least the last
10 backups for each source. This ensures that you will have a history of client data on disk for quick
restores.

Create the Backup script. You may, of course, use an existing script. Set up a daily schedule for the
backup.

Create a Copy Backup script to transfer the disk Media Set data to a tape Media Set once a week.
In the Sources tab of the Copy Backup script, choose “Copy most recent backups for each
source.” In the Destinations tab, select the tape Media Set. Set the Rule that you want to apply to
the script (for example, you might not care if your off-site archive set contains backed up operating
systems and applications, so you would select the rule “User Files and Settings”), then add a
weekly schedule. Every time the Copy Backup script runs, it will copy only new and changed files
from the most recent backups contained in your Disk Media Set to the Tape Media Set. After the
data in the disk Media Set has been copied to the Tape Media Set, you may take the tapes off-site
for safe keeping, but don’t forget to bring them onsite occasionally for an update!

Catalog and Configuration Backups

Catalog files are the indexes to Media Sets, and they must be present for any operation involving a
Media Set. By default, Catalog files are stored on the Retrospect backup server’s hard disk. Since
they reside on a hard disk, they face the same risks as your other files. If the Retrospect server’s
hard disk fails, and you lose your Catalog files, Retrospect cannot restore any files until the
catalogs are recreated, which can be a lengthy process. It is always faster to restore an older
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version of a Catalog file and update it from the Media Set then it is to completely recreate a Catalog
from the media. For this reason, you should back up your Catalog Files as well as your regular files.

The default location where Catalog Files are saved on the Retrospect server is /Library/
Application Support/Retrospect/Catalogs/.

Similarly, Retrospect’s configuration file contains your client database, scripts, schedules,
preferences, custom rules, and other important information. Retrospect uses the configuration file,
named config80.dat, located at:

/Library/BApplication Support/Retrospect/.

Periodically, Retrospect automatically saves a backup copy of config80.dat in a file named
Config80.bak. You should back up both of these files regularly. If your active configuration file
(config80.dat) becomes corrupt, stop the Retrospect engine, delete the Config80.dat file, then
start the Retrospect engine, which creates a new config80.dat from Config80.bak.

S, m (] Retrospect =

I Name & Date Modified Size
v & Catalogs Today, 5:33 PM -
d Catalog Backup.rbc Today, 2:43 PM 72 KB
o Laptops Proactive.rbc Today, 2:31 PM 847.7 ME
ol MacPro Backup.rbc Today, 2:32 PM 1.88 GB
dl MacPro User Backup.rbc 5ep 12, 2009, 5:00 AM 478.7 MB
ol Music Backup.rbc Today, 3:17 PM 25.9 MEB
dl Projects Archive.rbc Today, 2:24 PM 16 KB
dl VistaPC Backup.rbc Today, 2:35 PM 19.1 MB
# Config80.bak Today, 2:49 PM 9.1 ME
ConfigB80.dat Today, 3:47 PM 9.4 MB
M device0D.rdi Jun 22, 2009, 9:42 PM 4 KB
d operations_log.utx Today, 3:17 PM 9.4 ME
|:| retro.ini 5ep 16, 2009, 3:47 PM 4 KB
RetrospectEngine.bundle Sep 10, 2009, 12:29 PM 75.6 MB
» [ RirExec.dir Today, 3:17 PM e

€ 3 J ||

It's important to backup the Catalogs and configuration files regularly. Follow these steps:

In the sidebar, click Sources.
In the Sources list, click to select the hard disk of the Retrospect backup server.

Click the Browse button. Retrospect will display a browse dialog showing the contents of the
Retrospect backup server’s hard disk.

Navigate to, then click to select /Library/Application Support/Retrospect/.
At the bottom of the browse dialog, click Add to Favorite Folders, then click Done.

In the sidebar, click Media Sets, then above the Media Sets list, click the Add button. Retrospect
displays the Media Set dialog.
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10.

11.
12.

Choose the Media Set type, add a name for the Media Set, set any security you want for the Media
Set, then click the Add button.

In the sidebar, click Scripts, then above the Scripts list, click the Add button. Retrospect displays
the Script dialog.

Enter a script name (Catalog Backup is a good candidate), select All in the category list, then click
Backup in the list of script types. Click the Add button. Retrospect returns you to the Scripts list.

In the detail area, click the Sources tab, then click the checkbox next to the Retrospect Favorite
Folder you just created.

Click the Media Sets tab, then click the checkbox next to the name of the Media Set you created.
In almost all cases the default Rule of All Files will be what you want, so skip the Rules tab and click
the Schedule tab. Add one or more Schedules to backup the Catalog and configuration files. As
one possibility, you could create one schedule that executes every day at a particular time with no

media action (which does a regular backup), and add a second schedule with a Recycle Media Set
media action (which erases any previous backups and creates a new, fresh backup) once a month.

Working with Reports and the Operations Log

Retrospect’s reporting abilities let you monitor backup execution history and error messages by
viewing logs and reports. You may need to examine these to find out why an operation was
unsuccessful in order to diagnose problems.

Retrospect has a number of built-in reports, and you may also create your own. To see the reports,
click the disclosure triangle next to Reports in the sidebar.

Reports

Recent Activities

24hr Schedule

Mo Backup in 7 Days

.| Mever Backed Up

| Errors & Warnings
|

o) Active Scripts

| Inactive Scripts
|

To view a report, click on one of the report names in the sidebar. The main part of the Retrospect
window changes to display the report.
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anom Retrospect

ol 5 & @ n G

Type Source

Backup -

Backup

Backup

Proactive Backup Documents ...

Destination
Catalog Backup
Music Backup
MacPro Backup
VistaPC Backup

Edit Report

Backup Copy Restore Pause All Pause Scheduled Pause Proactive
‘ Backup Server L @
y\' Activities Schedule Remove
e | 24hr Schedule
| E | Past Backups Date A Name
. : () Tomorrow at 2:00 AM Catalog Backup
[ Seripts (2) Tomorrow at 8:00 AM Music Backup
ia (3 Tomorrow at 8:15 AM MacPro Backup
r_T! SIS () Tomorrow at 4:26 PM VistaPC Backup
E Media Sets
Storage Devices
Tl
Reports
L= |
- | Recent Activities
24hr Schedule
Mo Backup in 7 Days
Never Backed Up
.| Errors & Warnings
| Active Scripts
e | Inactive Scripts
‘ Archive Server

Customizing Report Views

You can customize any report view. You may sort most columns in ascending or descending order
by clicking the column header; a selected column is highlighted, and there is a upwards or
downwards pointing sort arrow in the column heading. You may change the order of the columns in
the list by dragging column headers. Clicking the line between the two columns allows you to drag

to change the width of the column.

Different kinds of reports have different default columns. Besides these default columns, by right-
clicking in any of the column headers, you get a contextual menu from which you may add
additional choices to the list, or remove existing columns.
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Date
() Tomorrow at 4:26 PM
(¥) Tomorrow at 8:15 AM
(¥) Tomorrow at 8:00 AM
(%) Tomorrow at 2:00 AM

Using the Dashboard

Ma

Vif v Date BBac
* v Name

:;1[ v Type
4 Source

v Destination
Errors

Warnings
Copied Files
Remaining Files
Copied Bytes
Remaining Bytes
v Performance
Compression

When you launch the Retrospect console, it displays the dashboard, which is a overview of some of
the reports that come with the program, as well as the ones that you have created yourself and
chosen to display in the dashboard.
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_Backup Copy Restore
¥ ~ ' Backup Server

ol
= g.: Activities
[@®)
| '=| Past Backups
Scripts

f:ﬂ Sources

E Media Sets

Storage Devices

v L4 Reports
&l

@ Recent Activities
(L] 24hr Schedule
@ Mo Backup in 7 Days
@ Never Backed Up
@ Errors & Warnings
@ Active Scripts
@ Inactive Scripts

- ‘ Archive Server

Retrospect

Pause All Pause Scheduled Pause Proactive

Recent Activities

Date
/1, Today at 6:18 PM
/1, Today at 6:17 PM
) Today at 4:26 PM
© Today at 8:00 AM  Music Backup
/1, Today at 2:00 AM Catalog Backup
&) Yesterday at 4:25 PM VistaPC Backup
© Yesterday at 8:00 AM Music Backup

Catalog Backup
Catalog Backup
VistaPC Backup

24hr Schedule

(O Tomorrow at 4:26 PM VistaPC Backup
(%) Tomorrow at 8:15 AM MacPro Backup
(%) Tomorrow at 800 AM Music Backup

() Tomorrow at 2:00 AM Catalog Backup

No Backup in 7 Days
Name A Machine
| |Backup Disk 1 Backup Server
© » [ MiniServer MiniServer
| Terabyte Backup Server

You can view the dashboard at any time by clicking on the name of the backup server in the

(=)

Type Source

Backup Retrospect
Backup Retrospect
Backup Documents o...
Backup Music on To...
Backup Retrospect
Backup Documents o...
Backup Music on To...

Type Source
Proactive Backup Documents o...
Backup -

Backup

Backup -

Used Total
. 5819CEB 931.2GE -

. 3.8GB 9314CGB -

Last Backup Date

Perfermance
579.6 MB/m m
1.2 GB/m
225 MB/m
679.8 MB/m
975.9 MB/m

Destination
Catalog Backup
Catalog Backup
VistaPC Backup
Music Backup
Catalog Backup
VistaPC Backup -
Music Backup 201.7 MB/m *

Destination Performance
VistaPC Backup

MacPro Backup

Music Backup

Catalog Backup

Edit Report
‘Capacity Browse

—_— [ Browse )

8/3/09 10:00 PM Browse

(_Browse )

sidebar. By default, the reports that appear in the dashboard are Recent Activities, 24hr Schedule,
and No Backups in 7 Days. If you wish to add additional reports to the dashboard, select the name

of the report in the sidebar, right-click, and choose Show in Dashboard from the resulting

contextual menu.

Note: If you click on the Reports category in the sidebar, you get a dashboard-like view, but it

includes all of the reports.

Creating and Saving Reports

In Retrospect’s sidebar, the Activities, Past Backups, Scripts, Sources, and Media Sets categories
allow you to create custom reports. To begin, click to select one of the categories. As an example,

we’ll create a new report that alerts us when there are more than 10 errors in an operation.

Click on the Activities category, then click the plus (+) button in the scope bar to add the report and
show the report criteria bar. Each category provides appropriate report criteria.

From the report criteria bar, choose the criteria you want, and if necessary, enter text or a number
to narrow the scope of the criterion. You may add additional criteria by clicking the plus (+) button

on the bottommost criterion. Holding down the Option key changes the plus (+) buttons to an

ellipsis (...), which can be Option-clicked to add Any, All, and None conditions to the report criteria.

CHAPTER 8 - MANAGING RETROSPECT

185



Report criteria Add report button

@D Scheduled Waiting Running Past Proactive Save Report ) (+
Any + ) of the following are true =) (+
Errors s is greater than + 10| -) (+
Date ¥ | Name Type Source Destination Performance
© 8/18/09 8:00 AM MacPro Backup Backup Macintosh HD ... MacPro Backup 245.2 MB/m
© 8/14/09 6:41 PM MacPro Backup Backup Macintosh HD . MacPro Backup 362.1 MB/m

When you are done setting report criteria, click Save Report. In the dialog that appears, enter a
name for the report, then click OK. The new report appears under the Reports category in the
sidebar.

Editing Reports

To edit a report, click on the report’s name in the sidebar, then at the top of the report, click the
Edit Report button. The report criteria bar appears, with the existing criteria. Change any criteria
you wish, then click Save Report. You can also edit a report by right-clicking on the report’s name
in the sidebar, and choosing Edit Report from the resulting contextual menu. The same menu also
appears at the bottom of the sidebar as a tools menu with the gears icon.

To duplicate a report, perhaps because you wish to use it as the base for a new report, right-click
on the report’s name in the sidebar, and choose Duplicate Report from the resulting contextual
menu. Retrospect displays a dialog asking you to name the new report. Enter the name, then click
OK. Then edit the duplicated report as needed.

To delete a report, select the report in the sidebar, then right-click and choose Remove from the
contextual menu or choose Remove from the tools menu at the bottom of the Retrospect window.

Viewing the Log
The operations log shows a record of each Retrospect operation, transaction, and event, including

any errors that occurred. The log stores messages that are generated during an operation. You may
need to examine the log to find out why an operation was unsuccessful in order to diagnose
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problems.

To view the log, choose View > Log, or press Cmd-L.

Aanm Log - Backup Server
+ Normal backup using Catalog Backup at 9/20/2089 2:08 AM (Execution unit 1)
To Media Set P Catalog Backup. ..
- 9/20/2009 2:00:00 AM: Copying Retrospect
9/20/2009 2:00:42 AM: Snapshot stored, 82 KB
9/20/2009 2:00:44 AM: Comparing Retrospect

*File "/Volumes/Macintosh HD/Library/Application Support/Retrospect/Catalogs/Catalog Backup.rbc": different dota size
9/20/2009 2:01:24 AM: Execution completed successfully

Completed: 7 files, 634.4 MB

Performance: 975.9 MB/minute (975.9 copy, 975.9 compare)

Duration: @0:01:24 (80:00:05 idle/loading/preparing)

+ MNormal backup using Music Backup at 9/20/2003 §:08 AM (Execution unit 1)

To Media Set ¢ Music Backup. ..

- 9/20/2009 8:00:00 AM: Copying Music on Tom’s Mac Pro

9/20/2009 8:08:45 AM: Snapshot stored, 2517 KB

9/20/2009 B:08:47 AM: Comparing Music on Tom's Mac Pro

9/20/2009 8:00:59 AM: Execution completed successfully

Completed: 34 files, 209.7 MB O
Performance: &79.8 MB/minute (583.9 copy, 1143.3 compare)

Duration: ©90:90:58 (00:00:21 idle/loading/preparing)

+ Normal backup using VistaPC Backup at 9/20/2089 4:26 PM (Execution unit 1)
Ta Madin St J8VickaPC Raclin 1

[ e e e e e —— B PRI

The log shows the following information for each successful operation.

Completed indicates the number and size of the files that were copied. If you used Retrospect’s
data compression feature, the log also shows compression achieved for this session.

Performance indicates the number of megabytes of information copied per minute. If the
Verification option is turned on, additional performance figures are listed for comparing.

Duration shows the total time required to complete the operation. If you clicked Pause during the
operation or there were delays while you inserted media, the waiting time is shown separately. The
waiting figure includes time spent during tape drive locate functions and other required functions.

To find items in the log, when the log window is open, choose Edit > Find, or press Cmd-F. A
search field appears at the top of the log window, with forward and back buttons next to it. Enter
the text that you wish to search for in the search field. As you type, Retrospect shows you how
many matches there are in the log for the search term.

Note: You can choose how many lines you wish to appear in the operations log in the Console tab
of Retrospect’s Preferences.

To print the Log, view it then choose Print from the File menu.

Managing Media Sets

Retrospect provides a number of tools to help you effectively manage your Media Sets. Choose
Media Sets from the sidebar to view a list of the Media Sets and display the Media Set toolbar.
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®e A 2@ F & A & |

Add Remove Locate Copy Verify Unlock Repair  Rebuild Groom Recycle

@1 Tape Disk Optical File Save Report ) (+)
Mame A Type Files Used Free Capacity Members | Percentage Used

© g 349.2 CB 356.4 GB 1

© | Laptops Proactive Disk 665,504 153.6GB 3576 GB 511.2GB 1 -

© | |MacPro Backup Disk 1,923,638 273.3 GB 363.4 GB 636.7 GB 1

© ! MacPro User Backup Disk 302,883 102.8 GB 350.2 GB 453 GB 1

© | Music Backup Disk 7,774 39.3 GB 349.4 GB 388.7 GB 18

© |_Projects Archive Disk 1 88 KB 762.6 GB 762.6 GB 1

© | |vistaPC Backup Disk 9,144 55GB  349.3GB  354.8CGB 1

Creating New Media Sets

To create a new Media Set, click Create New. The process of creating a new Media Set is
described in “Add Media Sets” in Chapter 5.

Removing Media Sets

You can remove a Media Set from the Media Set list by selecting it and clicking the Remove button.
Click OK when prompted to remove the Media Set. Removing a Media Set does not affect the
contents of the Media Set, nor does it delete its Catalog file. However, it does remove the Media
Set from any scripts that use it.

As long as you don’t delete the Catalog file and erase the media on which the Media Set is stored,
you can always add the Media Set back to the list later. This process is described in “Rebuilding a
Media Set,” later in this chapter.

Adding a Media Set's Catalog

All Media Sets have a Catalog file, which serves as an index to the Media Set and allows
Retrospect to find and restore data without needing to search through the entire Media Set.
Retrospect keep its Catalog files on the Retrospect server machine, at /Library/Application
Support/Retrospect/Catalogs/.

If you move a Media Set from one Retrospect server to another, you must add the Media Set’s
Catalog file so you can work with the Media Set. To do that, copy the Catalog file onto the
Retrospect server, preferably into the default location (which will require admin-level
authentication), so all of your Catalog files are in one place. Next, in the Retrospect console, click
the Locate button in the Media Set toolbar. In the resulting dialog, navigate to the location of the
Catalog you want to add, then click OK. Retrospect will ask you to enter the Media Set’s password,
if any. Enter it, then click OK to exit the password and navigation dialogs. Retrospect reads and
stores the location of the Catalog file.

Note: /f you’re moving a Retrospect server to a new machine, there are a few other things you must
do. See “Moving Retrospect,” later in this chapter.

You can optionally perform a Verify operation with the Media Set to make sure that Retrospect
knows how to access the actual media in the Media Set. See “Verifying a Media Set,” later in this
chapter.
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Creating a Copy Media Set Script

Copy Media Set scripts allow you to make a copy of an entire Media Set onto different media. In
the Media Set toolbar, there’s an easy way to begin a Copy Media Set script. Select a Media Set
from the list, then click the Copy button in the Media Set toolbar. Retrospect displays a dialog
asking you to enter a name for the new Copy Media Set script, with a default name of “Copy Media
Set -- Media Set name” already entered. Accept the default name or enter your preferred script
name, then click Create.

Click on Scripts in the sidebar, and you will see in the Scripts list the new Copy Media Set script,
with the Source of the script already selected. Finish setting up the script by adding the script’s
destination, rules, schedule, and options. For more information, see “Creating a Copy Media Set
Script” in Chapter 5.

Verifying a Media Set

If you want to manually verify your Media Set, select the Media Set in the list and click the Verify
button in the Media Set toolbar. Retrospect begins a Verify activity, which you can monitor by
clicking the Activities category in the sidebar. During this activity, Retrospect scans the Media Set,
verifying that it is readable and matches the Catalog file. The Verify feature is useful for performing
offline verification of your Media Set media after an backup or archive that did not use verification.

Tip: You should use Verify scripts to schedule offline verification if you want to maximize your
backup window by running scripted backups (or archives) without verification.

Whenever possible, a Verify activity verifies data on Media Set media by comparing the files in the
selected Media Set to MD5 digests generated during the backup. This means that Retrospect does
not need to access the backed up source volumes, which prevents slowdowns on those volumes
and speeds the overall operation.

In certain circumstances, Retrospect does not have access to MD5 digests generated during
backup. This is true for all backups created when Retrospect’s “Generate MD5 digests during
backup operations” preference was disabled. In these cases, Retrospect still checks all files on the
Media Set media to make sure that they are readable, though in this case their integrity cannot be
guaranteed.

Note: A Verify activity does require you to reinsert media when verifying backups that span media.
To verify media integrity, follow these steps:

. Select the Media Set you wish to verify, then click the Verify button in the Media Set toolbar.

Retrospect verifies the Media Set media, informing you of its progress in the Activity list.

If the Media Set uses tapes, optical disks, or removable disks, Retrospect asks you to insert each
Media Set member as it is needed, alerting you to this by flashing the “media required” icon next to
the Activities category in the sidebar. If you are verifying a Disk Media Set and Retrospect cannot
find the members of the Media Set, you will also be asked to choose the location of the media.
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Media required icon

‘ Backup Server
AL Activities &

Retrospect requests the media in the Detail section of the Activities list. Click the Choose Media
button to bring up a dialog that allows you to navigate to the desired media.

. Verify

Owverview

Date Today at 7:25 PM

Script Verify

Status Meeds media Choose Media... )

This dialog appears differently, depending on the kind of Media Set you’re verifying.
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Select media: 1-Tape Set A FO0O00008

EExabyle Library
{3 Exabyte VXA DC
E:Librarv slots 1 to 10
B slot: 1 - 2-Tape Set A
Eslot: 2 - In drive
B Slot: 3 - Untitled
B slot: 4 - Untitled
& slot: 5 (Empty)

B Slot: 6 - [HO000003] HOOOD003 HOO0D003

B Slot: 7 - Untitled i

B Slot: 8 - [FOO00001] Untitled FO000001 M
{ MarkLost ) { skip ) ( Stop 3 £ Eject ) { Cancel ) | oK )

For tape and other kinds of removable media, if you do not have the requested Media Set member,
but do have other members of the Media Set to verify, click Mark Lost, then insert the next
requested piece of media. If the media is not lost, but is simply not immediately available, click
Skip.

Note: After a member of a Media Set is marked as lost, Retrospect will automatically try to reacquire
all the files that were present on that member during any subsequent backups.

When Retrospect finishes, click the Past button in the scope bar of the Activity list for details on
whether the verification was successful. If the operation was not successful or reported errors, click
the Log tab for additional information.

Repairing a Media Set

Occasionally, a Catalog file can become out of sync with the contents of its Media Set, such as
when a power outage occurs in the middle of a backup operation. In this event, Retrospect will
report a “Catalog out of sync” error. This is similar to losing your Catalog to a disk failure when you
have a day-old copy of the Catalog file on another disk. In that case, you can copy the backup
Catalog to the Retrospect server, then run the Repair feature to bring the backup Catalog back into
sync with the media. Repairing the Catalog scans the Media Set and updates the Catalog file so
that it matches the media.

You must update the Catalog to synchronize it with the media or you will be unable to use the
Media Set. A “Catalog out of sync” error indicates Retrospect was unable to update the Catalog the
last time it copied data to this Media Set—-possibly because of a crash or power failure. This error
may also be caused by a full disk or by a lack of memory.

To repair a Media Set, follow these steps:

Select the Media Set you want to repair in the Media Set list.

Click the Repair button in the Media Set toolbar. Retrospect displays the Repair dialog, asking you
to select the first member of the Media Set.
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Repair Disk Media Set: Music Backup

Add additional members:

Date Mame Status Known Files  Missing Files GCroomed Files

Add Member...

( Cancel ) ( Repair )

Click the Add Member button. Retrospect displays a dialog that allows you to navigate to the first
member of the Media Set. In this example, using a Disk Media Set, we navigated into the
Retrospect folder on our backup disk, then into the folder that contains the Media Set we wish to
repair, and then we finally select the first member of the Media Set. It will always be named
“1-Media Set name.”

192

Select a Disk Member Folder:

¥ |Backup Disk 1
F__ .Trashes
¥__ Retrospect
»__ Catalog Backup
| Laptops Proactive
»__ MacPro Backup
L MacPro User Backup
¥ Music Backup
k| Projects Archive
L WistaPC Backup
P Macintosh HD
» | Terabyte

Cone) @)
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4. Click Next. Retrospect looks at the selected Media Set member, and displays a dialog showing the
date, name, and status (encrypted or not encrypted) of the Media Set member.

Select Disk Media Set member:

Date Mame Status

702709 4:47 PM  Music Backup

8 \
L Cancel ) I': MNext... }

5. Click to select the Media Set member in the dialog, then click Next. The Media Set member
appears in the Repair dialog.

6. If there are additional members of the Media Set you need to add, repeat steps 3 through 5 until all
members have been added.

7. Click Repair. Retrospect begins a Recatalog operation. You can monitor its progress in the
Activities list. When Retrospect finishes, click the Past button in the scope bar of the Activity list for
details on whether the recatalog was successful. If the operation was not successful, click the Log
tab for additional information.

Rebuilding a Media Set

Rebuilding a Catalog recreates a fresh copy of the Catalog. A rebuild might be performed for a
number of reasons, such as loss of the original due to disk failure. It scans the backup media and
recreates the Catalog in its entirety.

Note: Retrospect has a feature, found in the Options tab of a Media Set, called Fast Catalog
Rebuild where, every time it starts a tape after the first in a Media Set, it writes the current Catalog
to the beginning of that tape. This speeds rebuilding of the Catalog by only requiring the last piece
of media belonging to the Tape Media Set to be scanned by Retrospect. The Fast Catalog Rebuild
option can also be used on Disk Media Sets that don’t have grooming turned on.

To rebuild a Media Set, follow these steps:

1. Select the Media Set you want to rebuild in the Media Set list.

2. Click the Rebuild button in the Media Set toolbar. Retrospect displays a dialog asking you what
type of Media Set you would like to rebuild. Make your choice, then click Next.
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What type of Media Set would you like to rebuild?

) File
*) Disk

O Tape, Removable, or Optical

Cancel ) [ Next... :,‘I

P

3. Retrospect displays the Rebuild dialog, asking you to select the first member of the Media Set. The
Rebuild dialog may be slightly different, depending on the type of Media Set you previously chose.

Rebuild a Disk Media Set

Date MName Status Known Files Missing Files Groomed Files

e \ \ . 7
(" Add Member... ) ( cancel ) Rebuild...

4. Click the Add Member button. Retrospect displays a dialog that allows you to navigate to the first
member of the Media Set. In this example, using a Disk Media Set, we navigated into the
Retrospect folder on our backup disk, then into the folder that contains the Media Set we wish to
rebuild, and then we finally select the first member of the Media Set. It will always be named
“1-Media Set name.”

194 MAC USER'S GUIDE



Select a Disk Member Folder:

Backup Disk 1
. Trashes
Retrospect
k[ Catalog Backup
Laptops Proactive
b MacPro Backup
MacPro User Backup
L 'Music Backup
_ Projects Archive
¥[ VistaPC Backup
*_ Macintosh HD
Terabyte

i b1
[ Add Share... ) {: Cancel ;"I': Mext... :‘I

. Click Next. Retrospect looks at the selected Media Set member, and displays a dialog showing the
date, name, and status (encrypted or not encrypted) of the Media Set member.

. Click to select the Media Set member in the dialog, then click Next. The Media Set member
appears in the Rebuild dialog.

If there are additional members of the Media Set you need to add, repeat steps 4 through 6 until all
members have been added.

. Click Rebuild. Retrospect displays a dialog asking you to specify the folder where you want the
rebuilt Catalog to be placed. Navigate to your desired location, select the folder, then click Rebuild.
Retrospect begins a Recatalog operation, building a new Catalog file from the contents of the
Media Set. You can monitor its progress in the Activities list. When Retrospect finishes, click the
Past button in the scope bar of the Activity list for details on whether the rebuild was successful. If
the operation was not successful, click the Log tab for additional information.

Grooming a Media Set

By default, when a disk that is a member of a disk Media Set becomes full (or uses all the disk
space you allotted), Retrospect asks for a new disk so it can continue to copy files and folders.

If you would rather continue to use the existing disk, you can use Retrospect’s grooming options to
reclaim disk space by deleting older files and folders to make room for new ones.

Once disk grooming is enabled and you specify a grooming policy (or use Retrospect’s policy),
Retrospect automatically deletes older files and folders (based on the policy) when it needs more
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space.

Warning: As mentioned, grooming deletes files and folders to save disk space. These files and
folders cannot be recovered. Before enabling grooming, make sure you have a backup policy that
protects your critical files and folders.

Grooming Options for Disk Media Sets

These options are only available for Disk Media Sets. The selection you make tells Retrospect what
to do when the Media Set to which you are backing up becomes full (or uses all the allotted disk
space has been used). You can choose the disk grooming options in the Options tab of Media Sets.

Summary | Options Members

[ | Keep the Catalog compressed

ast Catalog rebuild

() No grooming
E:'! Croom to keep this number of backups 10
() Groom to Retrospect defined policy

The grooming options are:

= No grooming: When the backup drive fills up, Retrospect asks for another hard drive on which
to store additional backups. All of your backups on the original hard drive are preserved.

= Groom to keep this number of backups: Specify the number of backups you want to preserve
for each source when the backup drive fills up, or when you run a scripted or manual groom
operation. Retrospect then automatically “grooms” (i.e., deletes) all the other, older backups on
the hard drive to make room for new data.

= Groom to Retrospect defined policy: When the backup drive fills up, or when you run a
scripted or manual groom operation, Retrospect uses its own grooming policy to delete old
backups. At a minimum, Retrospect’s policy retains two backups for each source, saving the
last backup of the day for each source from the two most recent days on which each source
was backed up. Given enough space in the Media Set, Retrospect keeps a backup of each
source for every day in the last week, a backup for each week in the last month, and a backup
for each previous month.

Normally, you set a grooming option and need to do no more. But since you can turn grooming on
or off for a given Disk Media Set at any time, you may have a nearly-full Media Set that you want to
groom immediately after you enable grooming for the set.

Note: When you activate grooming for a Media Set, Retrospect will retrieve the point-in-time file
and folder listings from the Media Set for each source, going back as far as the number of backups
you’ve set to keep in the grooming options, and add them to the Media Set’s Catalog. Because
Catalogs for Media Sets with active grooming policies need to store this additional data, they will be
larger in size than Catalogs belonging to .
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To groom a Disk Media Set manually, select the Media Set in the list, and click Groom in the Media
Set toolbar. Retrospect displays a dialog asking you to confirm the groom operation. Click Groom.
Retrospect begins a Grooming operation, removing excess backups from the Media Set, according
to the grooming options. You can monitor its progress in the Activities list. When Retrospect
finishes, click the Past button in the scope bar of the Activity list for details on whether the
grooming was successful. If the operation was not successful, click the Log tab for additional
information.

Recycling a Media Set

When you perform a Recycle, Retrospect clears the Catalog file contents (if any) of the Media Set
so it appears that no files are backed up. Then it looks for the first media member of the Media Set
and erases it if it is available. If the first member is not available, Retrospect uses any available new
or erased media of the proper format. Everything selected from the source is backed up to the
Media Set.

You can set a Media Set to be recycled with a script schedule, or manually in the Media Sets list.
To Recycle a Media Set, follow these steps:

Select the Media Set you want to recycle in the Media Set list.
Click the Recycle button in the Media Set toolbar. Retrospect displays a dialog asking you to
confirm the choice. Click Recycle.

Because the recycle will result in data loss, Retrospect asks you to confirm the operation again.
Click Cancel or Recycle.

/1 Warning: Are you really sure
you want to recycle this set?
All of the contents will be lost!

( Cancel ) :i Recycle

If you clicked Recycle, Retrospect deletes the contents of the Catalog file.

Moving Retrospect

If you ever decide to switch backup computers, you must do more than just install Retrospect and
your backup device on the new machine. You must move some other files to the new backup

computer in order to keep Retrospect’s preferences, clients, catalogs, scripts, and schedules
intact.

To move Retrospect to a new backup computer, follow these steps:

Install the Retrospect engine and console on the new computer.

Gather the following files and folder from the /Library/Application Support/Retrospect/
folder on the old Retrospect server and copy them to the Desktop on the new Retrospect server:
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/Catalogs/ (the entire folder and its contents)
Config80.bak

Config80.dat

operations log.utx (optional)

privkey.dat (if present)

pubkey.dat (if present)

On the new Retrospect server, use the Retrospect system preference pane to stop the Retrospect

engine.

Copy the files and folder gathered in Step 2 to the /Library/Application Support/Retrospect/
folder on the new Retrospect server, replacing the existing files. You may need to authenticate with
an administrator password to complete this operation.

Correct the ownership of the files you just moved by opening the Terminal application and carefully
entering the following commands and authenticating with an administrator password:

cd /Library/Application\ Support/Retrospect/
sudo chown -R root:admin *

Warning: Be certain that you have changed to the proper directory with the cd command before
executing the chown command. After entering the cd command, the Terminal prompt should be
machineName:Retrospect username$. If it’s something different, try entering the cd command
again.

Use the Retrospect system preference pane to start the Retrospect engine on the new Retrospect
server.

Next, you must force the new Retrospect server to recognize the Catalog files you just moved. In
the Retrospect console’s Media Sets category, highlight all the Media Sets with red X icons in the
Status column and click the Remove button. Then click the Locate button and follow the steps
described in “Adding a Media Set’s Catalog,” earlier in this chapter for each Catalog file that you
copied to the new Retrospect server.

If you want to back up the old computer and/or the new backup computer, you must perform a few
extra steps:

If the new backup computer was previously backed up as a client, that is no longer necessary since
its volumes are now local. Remove the client. Edit the sources in any Retrospect scripts which used
client volumes from the new computer and add the volumes which are now local.

If you still want to back up the old backup computer you must install Retrospect Client software on
that machine to access its volumes with Retrospect from the new backup computer. After installing
and configuring the client, add its volumes to your scripts. In Sources, remove the previously local
volumes. Removing volumes removes them from the volumes database and any scripts which use
them.
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Uninstalling Retrospect for Mac
To remove Retrospect for Mac, follow the steps outlined below.

1. The Uninstaller preserves Config files (which contain the database of logged-in clients, scripts and
schedules, and general Retrospect engine preferences), the Retrospect console’s preferences, and
all Media Set Catalog files (which keep track of what files are backed up to each Media Set). If you
instead want to completely remove all of these settings and Catalogs, delete the following files and
folders:

* /Library/Application Support/Retrospect/Catalogs/

* /Library/Application Support/Retrospect/Config80.bak
* /Library/Application Support/Retrospect/Config80.dat
* /Library/Application Support/Retrospect/ConfigISA.bak
* /Library/Application Support/Retrospect/ConfigISA.dat
* /Library/Application Support/Retrospect/retro isa.ini
* /Library/Application Support/Retrospect/retro.ini

* ~/Library/Preferences/com.Retrospect.plist

2. Open the Retrospect application folder and double-click the Uninstall Retrospect icon to run the
uninstaller.
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Chapter 9

Troubleshooting and Support Resources

= Troubleshooting Retrospect

= Troubleshooting Process

= Things to Try First

= On a machine running the Retrospect console
= On the Retrospect client machines

= Getting more help

= Retrospect Support

= Before you Call Technical Support

This chapter offers solutions to problems you may encounter with Retrospect, as well as basic
troubleshooting suggestions. You'll also find procedures for getting help from our Technical
Support staff.

Troubleshooting Retrospect

Most problems encountered while using Retrospect fall into a few general categories. Retrospect
Technical Support follows some basic troubleshooting procedures for each of these categories.
With a little effort, you can learn how to troubleshoot many problems on your own. This section
suggests you the first steps you should try, then shows you where to get more help.

Tip: The very first thing you should do when you encounter an error is to make sure that your
version of Retrospect is up-to-date. From the Retrospect menu, choose Check for Retrospect
Updates. Install the latest updates to see if they resolve your problem. Don’t forget that you may
need to install updates for both the Retrospect console and the Retrospect engine.

We recommend that you keep notes of your troubleshooting efforts. Even if you are unable to
resolve a problem right away, your notes can establish a pattern of behavior to help us both
understand the problem. If, after reading this section, you find you are still unable to solve a
problem, try using some of the other Retrospect support resources. See Retrospect Support, later
in this chapter.

Troubleshooting Process

The first step in troubleshooting a problem is to isolate the problem by identifying exactly when and
where it occurs. Knowing when an error occurs gives you a point of reference to help you solve a
problem. Retrospect has different phases of operation. For example, a backup typically includes
scanning, matching, copying, and verification phases in that order. If you can determine the
problem happens at a particular phase of the backup or restore process, you are on your way
toward solving it.

Things to Try First

There are a few simple actions you can try that often solve problems.
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On the Retrospect Server
Stop and start the Retrospect engine.
Follow these steps:

1. Make sure all instances of the Retrospect console are closed, whether those are on the Retrospect
server machine or on a remote machine.

2. From the Apple menu, choose System Preferences > Retrospect.
3. In the System Preferences window, click Retrospect.

- NaNs Retrospect
| || Showall | Q,

Retrospect Backup Engine
& Retrospect Backup Engine is currently running.
Stop Retrospect Engine

4 r r =
Y| Launch Retrospect Engine on System Startup

Instant Scan is enabled.

Disable Instant Scan

11.5.3 (103)
fn] Click the lock to make changes.

4. In the Retrospect preference pane, click the lock in the lower-left corner, then enter your
administrator password and click OK.

5. Click Stop Retrospect Engine. Wait until the message in the window states the “Retrospect Backup
Engine is currently stopped.” It could take several minutes to stop the engine in some cases. Click
the button again, which now reads Start Retrospect Engine. You will need to authenticate with your
password again.

6. Check to see if the problem has been resolved.

Tip: On rare occasions, the Retrospect engine will not be able to be stopped using the preference
pane. In this event, use Activity Monitor (found in /applications/Utilities/) to Force Quit the
RetroEngine process.

Restart backup hardware devices.

Backup devices such as tape drives and tape libraries can sometimes lose contact with the
Retrospect server. If the backup device does not appear in the Retrospect console, stop the
Retrospect engine. Then try turning the device off and on again. Then start the Retrospect engine
again.

Note: SCSI devices should only be turned off when the computer is turned off. Hard disks should
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be gjected from the desktop before turning them off and on again.

On a machine running the Retrospect console
If the console does not see the Retrospect server:

Make sure that the Retrospect engine is actually running on the Retrospect server.
Make sure that the Retrospect server machine’s networking is correctly configured.
Quit and restart the Retrospect console application.

If a client in the local subnet or in another Retrospect-configured subnet doesn’t appear in
Retrospect’s Sources view, or appears intermittently:

Use the Test Address button in the Add Sources dialog to see if the client is on the network. Follow
these steps:

Click Sources in the console’s sidebar, then click the Add button in the Sources view’s toolbar. The
Add Sources dialog appears.

Click the Test Address button. In the resulting dialog, enter the address of the source you want to
test. You can enter the IP address, the DNS address, or the local hostname. Click Test. If the client
responds, Retrospect will show you the client’s name, address, and client software version. If the
client is not reachable, Retrospect will display an error message.
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FIE ¢

Sc_ript _Si:'u';'rce Media 5et Rule = Server
Sources from interface: | Default 5 ] [ Use multicast L= ] o
' Mame Connection & I Protocol Address Mode Platform
Dori's MacBook Pro Default TCP/IP 192.168.1.114 Multicast Mac 08 X
@ Tom-=VistaPC Default TCP/IP 192.168.1.105 Multicast Windows

f’ Tom's Mac Pro Default TCP/IP 192.168.1.108 Multicast Mac OS5 X

( - e ) Y
[ Add Source Directly... | ([ Add Share... ) 'f_ Test Address... )

L.

( Done ) ndél

On the Retrospect client machines
If a client machine does not appear in the Retrospect console:

Open the Retrospect Client control panel on the client computer and check whether the client

software was loaded at startup and whether it is turned on. Check that its status field says “Ready”
or “Waiting for first access.”

Make sure the client computer is connected to the network and its network settings are correct.
Getting more help

If none of these basic measures solve your problems, first refer to the Retrospect Knowledgebase

(Help > Online Knowledgebase). If you still cannot diagnose and solve the problem, please contact
Retrospect Technical Support.
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Retrospect Support

Retrospect provides built-in access to a number of useful resources. From the Retrospect Help
menu, you can access:

= Retrospect website. Retrospect’s home on the Internet. To access Retrospect’s website
directly, go to http://www.retrospect.com.

= Retrospect Support. Support section of the Retrospect website. Includes links to tutorials, user
forums, etc. To access the support section directly, go to http://www.retrospect.com/
supportupdates/.

= Online Knowledgebase. Searchable database containing answers to frequently asked
questions about Retrospect-related terms, error messages, and troubleshooting techniques. To
access the Knowledgebase directly go to http://www.retrospect.com/knowledgebase/.

= Online Video Tutorials. Short videos detailing how to accomplish common tasks with
Retrospect.

= Supported Devices. Searchable backup hardware compatibility database provides information
of which devices Retrospect supports. To access supported devices information directly, go to
http://www.retrospect.com/supporteddevices/.

All of these resources are available for free and can help you solve problems quickly and effectively
to get the most out of Retrospect.

If you experience problems that you cannot solve using these resources, Retrospect Technical
Support is available to help. To learn more about available support options, check Retrospect’s
support matrix at http://www.retrospect.com/supportupdates/service/support/.

For information about contacting Technical Support in the U.S. and Canada, as well as
internationally, see http://www.retrospect.com/supportupdates/service/.

Before you Call Technical Support

In the event you need to contact our Technical Support staff, we can serve you best if you gather
some information first. We suggest that you follow these steps:

Have the following information ready:

= The version of Mac OS X for the Retrospect server, the machine on which you are running the
Retrospect console, and any involved Retrospect client machines

= The exact version of Retrospect
= The amount of RAM on the Retrospect server machine
= The types of backup devices you are using that are connected to the Retrospect server

You should be at the Retrospect server and running the Retrospect console when you call.

You should also be prepared to answer the following questions:

= Check the Retrospect Operations Log (View > Log). Are you getting a specific error message?
Please note and report to the technician any error messages that appear in the log.

= When does the error happen? During backup, restore, copy, compare, or working with the
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Retrospect console?
= Is this a local backup, or is it a backup of a client computer?
= What troubleshooting have you tried so far?
= Has this worked for you in the past, or is this an ongoing problem?
= How often does the problem occur?
= Are there any crash logs or errors in the Mac OS X Console?

The answers to these questions may help you troubleshoot further by suggesting avenues you
haven’t already tried. They will certainly help the Retrospect Technical Support Staff help you find a

solution.
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Chapter 10

Block Level Incremental Backup

= Overview

= Storage Savings

= Usage

= Logging

= Options

= Backward Compatibility
= Technical Details

Qverview

Retrospect now has the ability to back up only the parts of a file that have changed. Many
applications like Microsoft Outlook for Windows and FileMaker have large files that are constantly
changing by small increments. After you enable block level incremental backup for a backup script,
the next backup will be a full backup of modified files. For large files, subsequent backups using
that backup script will be incremental, storing only blocks that changed since the prior backup.
When restoring a file backed up using this feature, Retrospect first restores the full backup and then
the subsequent increments. To restore the 5th backup of a file, for example, Retrospect will restore
that file's first full backup, and then each of the next four increments of that file.

Block level incremental backup works with existing Retrospect file level features. If a backup uses a
selector/rule, only selected files are backed up fully or incrementally. If matching is enabled, any file
that has a matching version in the backup set is skipped entirely. If software compression is
enabled, block level increments are compressed and then stored in the backup set. When
transferring snapshots or backup sets containing block level incremental backups of a file, the
complete chain of prior increments leading to and including the full version of that file is
automatically transferred. During grooming, if an increment of a file is preserved based on the
grooming policy, the complete chain of prior increments leading to and including the full version of
that file is automatically preserved.

Block level incremental backup works with various backup set types, such as disk, file and tape.
Storage Savings

With block level incremental backup enabled, significant storage savings is possible when backing
up certain large files, above 90% for daily use in some cases.

Application File Type Use Savings
Mllcrosoft Outlook 2013 for pst Dally use with 100 new 95%
Windows emails

Microsoft Outlook 2011 for Database Dally use with 100 new 93%
Mac emails

Microsoft Entourage 2008 n/a Daily use with 100 new = 95%
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Application File Type Use Savings

for Mac emails

Microsoft Exchange 2013 .edb Daily use 90%

FileMaker Pro 13 fmp12 Add 20 records 85%

VMware Fusion 5 for Mac .vmdk Il VD te s 60%
Updates

VMware Fusion 5 for Mac .vmdk IO A 70%
shapshot

Depending on how a specific application stores and modifies its data, storage savings from block
level incremental backup can vary. Retrospect automatically excludes a number of known file types
that do not benefit from block level incremental backup, and you can add others easily. Find out
more in Options.

Usage

Block level incremental backup is a script and wizard option, available for use with all backup/
media set types. The feature is off by default. You can enable it or disable it anytime. Once you
enable block level incremental backup, the first backup will be a full backup of each new or
modified file. During subsequent backups, only changed blocks are backed up for applicable files.
Find out more in Technical Details.

The option is available under Options in Backup, Archive, and Proactive scripts.

ot .--:_ - i -.I
Add  Remove Duplicate Run
D Backup Restore Utility
MName Type Last Activity Mi
IncBackup Backup

Summary Sources  Media Sets Rules Schedule

* Backup
* Source ¥ Block level incremental backup

Thorough verification H
Byte-by-byte client file comparison
Applicable files

With block level incremental backup enabled, by default files 100 MB or larger will be backed up
incrementally. Smaller files will automatically be backed up in full because restore overhead
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outweighs the benefits of incremental backup. Find out more in Options

For digital media files, some media authoring apps change the files substantially even when only
small edits are made. In these cases, benefits from block level incremental backup will be limited.

Logging

While a backup is in progress, Retrospect shows the full size of the files being backed up. Once
completed, Retrospect will show the size of the increments that are actually backed up.

The following example shows the Operations Log of a completed backup of two modified files. One
of the files has a full size of 100 MB, of which 5 MB has changed since previous backup. The other
file is 1 MB in size, not meeting the default criteria of block level incremental backup and therefore
backed up in full. The resulting backup’s actual size is about 6 MB (6,147 KB). Since this backup
has software compression turned off, the 94% compression figure in the log indicates block level
incremental backup has reduced the backup’s size by 94%.

+ Executing Immediate Backup at 2,/3/2014 6:49 PM (Execucion ynitc 1)
Te Backup Set & Backup Set A...
2/3/2014 6:49:07 PM: Copying CJ _tat on BOOTCAMP (C:)

Backing up 1 filea using block level incremental backup.
2/3/2014 6:49:14 FM: Snapashot atored, 6 KB
2/3/2014 €:49:16 PH: Comparing ;J_hat on BOOTCAMP (C:
23,2014 E:49:16 PM: Exec

Completed: 2 files, &

sleted syccesafully
147 BB, with 94% compression
Performance: £6720.1 MB/minute [6360.0 copy, 360.1 compars)

Duration: 00:00:09 (D0:00:08 idle/Sloading/preparing)

Lura

2/3/2014 6:49:17 PM: Script "Immediate Backup" completed successafully

When block level incremental backup is enabled, the amount of data shown in the progress panel
can differ from the amount of data listed in the Operations Log. Retrospect calculates the data to

be backed up based on the size of the files; however, the final number in the log is based on how

much data was backed up. This final size varies according to how much was saved both via block
level incremental backup as well as software compression.

Options

With block level incremental backup enabled, files 100 MB or larger will be backed up incrementally
by default. Smaller files will automatically be backed up in full because restore overhead outweighs
the benefits of incremental backup. This is customizable via a rule/selector named Block Level
Filter. It controls how a file is backed up, i.e. whether it is backed up in full or incrementally. To
select what files to back up, choose one of the other rules/selectors instead for your backup
scripts, such as All Files Except Cache Files or User Files and Settings.

The Block Level Filter is in Preferences > Rules:
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http://www.retrospect.com/en/documentation/user_guide/mac/block_level_incremental_backup#blib-options

006 Preferences

et Ll
{ General Clicnts  Media Wetwork E-mall [ RBules | Ucenses  Console |
Server
. Rule Name: | Block Level Filter
Include files based on the following rules
My : 0 of the following are troe +
Filg £ Size used B is greated than of equal (o E 100 ME i) (=)
Exclude Fles based on the following rules
Ay 0 of the following are true =) {+
File D Name ) | ends with 2 |Lav }
Filg H Name : ends with : m4y =)+
File Name ¢ | ends with =) | mov =) i
File Name ¢ | ends with : ) mpg =)+
File Wame - ends with - pid =i+ bf
-\+ = A
- Cancel | | Save | JR—
Other Thresholds

Block level incremental backup has two other thresholds: the number of backups and the number
of days since prior backup. To reduce the risk of storage media loss breaking a chain of
incremental backups (making some of the backups not restorable), Retrospect automatically
performs a full backup if a file’s 30 recent backups are all incremental, or if its most recent backup
is more than 31 days old. These settings are customizable in retro.ini:

# retro.ini [Options] MaxFileBlockLevelBackups=30
NumDaysAllowedSinceLastBlockLevelBackup=31

Backward Compatibility

Block level incremental backups cannot be restored by earlier versions of Retrospect. When
enabling a backup script for block level incremental backup, you will be prompted to upgrade the
associated backup sets if they were created by a prior version of Retrospect. To keep the backup
set compatible with prior Retrospect versions, cancel the upgrade prompt, and block level
incremental backup will remain disabled.
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Use block level incremental backup?
Backups using block level incremsental backup cannot
be restored by earlier wersions of Retrospect.

Upgrade all media sets in this script 1o use block
level incremental backugp?

Cancel [ Upgrade |

Technical Details

Speed and size of a block level incremental backup depend on how a specific application stores
and modifies its data. Applications like Apple Mail save each item—an email or a document—as a
separate file. When these small files change, Retrospect can backup the whole file up quickly.
Other applications store many items, database or disk image in a large file, so block level
incremental backup should improve backup performance for these the most. For items like movies,
photos, and music, the files themselves don't change, unless you edit them; Retrospect's standard
backup with the matching feature will suffice.

After you enable block level incremental backup for a backup script, the next backup will be a full
backup of new or modified files. During subsequent backups, each 2MB-block of applicable files is
compared to its checksum from prior backup, and only changed blocks are backed up. For files not
applicable to block level incremental backup, they will be backed up in full.
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Instant Scan Technology

Retrospect now pre-scans NTFS and HFS+ volumes connected to the backup server and
Retrospect clients, speeding overall backup and restore operations by removing the lengthy volume
scan from backup process. This feature employs the USN change journal (for NTFS volumes) and
FSEvents (for HFS+ volumes) to predetermine which files have changed since the last backup to a
particular Media Set.

Instant Scan runs on the backup source computer. When Instant Scan data is used, the activity's
execution log will show "Using Instant Scan." Starting from Retrospect 8.1.0 (266) for Windows and
Retrospect 10.1.0 (221) for Mac, Instant Scan is only used for scheduled script activity, and not any
activity manually started by clicking a Run button.

Enable or Disable Instant Scan
Retrospect 10 for Windows / Retrospect 12 for Mac

Instant Scan Centralized Management - In addition to client-side management, admins can now
manage the state of Instant Scan in their environment through the server interface. You can enable
or disable the feature per client.

John's Mac Properties ﬂ g E
General ACcess | Tools I Volumes
Mame: Iohn's Mac Status: connected
Type: Macintosh backup dient Connected: 00:00:30
Version: 12.0 Echo time: 0.01
Prioriby: 20 % Speed: 0 KBytes/zec
Security: Password Clock offset:  -00:00:01
Turn off dient software [] Encrypt network link
Stop running badkups [] Enable Wake-on-LAN
Exdude items from backups Enable Instant Scan
Set read access only
Back up on demand
Restore on demand
et
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| Summary Tags |
|| Encrypt Network Link || lgnore client discovery
|| Enable Wake-on-LAN
@] Enable Instant Scan
Allow client to:
@Turn off the Retrospect Client software @Stop running backups
[EI Exclude items from backups @Set read access only
[EI Back up on demand [EI Restore on demand

Volumes

Back up: | All Volumes =

# || Macintosh HD

Retrospect 8 for Windows / Retrospect 10 for Mac

You can enable or disable Instant Scan through the user interface for the server and client,
whichever is the backup source computer, on both Mac and Windows.

= Retrospect for Windows: The option is located in Preferences. Go to Configure > Preferences
> Execution > General and click "Enable Instant Scan" or "Disable Instant Scan".
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Preferences
Retrospect preferences. ..
Use the list box to select 2 preferences group,
= Execution General preferences...
-
Schedule Execution units: l_z
Security The number of executions that can run 2t once,
Startup . . .
Execution higtory limit: 250
= Clients 1
i Remove the oldest exeoution history as necessany to stay within this limit,
Adding
dja'"':""\' dlients to Execution event limit: 100
B Media Remove the oldest execution event as necessary to stay within this limit,
Erasure
Handling [] Help improve Retrospect by sending anonymous usage statistics
Reqguest
Verification [ Disable Instant Scan
= Notification Instant Scan is enabled.
Alerts
Logging
E-mail
Reporting
Updates
Use Default [ (o] 4 ] [ Cancel ]

= Retrospect Client for Windows: The option is located in the Retrospect Client control panel.
Open the Retrospect Client. Hold down the ctrl key on the keyboard for two seconds for the

Advanced tab to appear. Click Advanced and click "Enable Instant Scan" or "Disable Instant
Scan".

CHAPTER 11 « BLOCK LEVEL INCREMENTAL BACKUP 213



@ Retrospect Client Control Panel e
The Retrospect Client enables backup of your Windows computer
to a Retrospect server on your network.

| Status | History I Motifications | Privacy I Schedule | Advanced

Server: 192.163.0.9

Instant Scan

Instant Scan is enabled.

[ Disable Instant Scan

Show Retrospect status in the system tray 8.1.0 (266)

Ok ] [ Cancel Apply

= Retrospect for Mac: The option is located in the Retrospect Engine System Preferences pane.
Open the Retrospect Engine in system preferences and click "Enable Instant Scan" or "Disable
Instant Scan".

800 Retrospect
[« | > ][ Showall (a

Retrospect Backup Engine

Retrospect Backup Engine is currently running.

| Stop Retrospect Engine |

@ Launch Retrospect Engine on System Startup

Instant Scan is enabled.

|  Disable Instant Scan

2 10.1.0 (221)
L
EE Click the lock to prevent further changes.
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= Retrospect Client for Mac: Open System Preferences. Hold down the Command key (88) on
the keyboard, and click on Retrospect Client. Click the Advanced tab and click "Enable Instant
Scan" or "Disable Instant Scan".

eoon Retrospect Client
|« | > || Showal | Q

% The Retrospect Client enables backup of your Mac to a Retrospect server on your network.

| Status History =~ Motifications Privacy Schedule

Server address: 192.168.0.9
Logging: | 1 =

Instant Scan is enabled.

| Disable Instant Scan

Retrospect uses a password to connect to your client.

| Reset Password... |

@Show Retrospect status in the menu bar 10.1.0 (221}

(il _
J é‘L Click the lock to prevent further changes. (?)

launchctl on the Mac

If you have previously used "launchctl unload -w" to disable Instant Scan or "launchctl load -w" to
enable Instant Scan on a Mac, this system setting will override the configuration file that Retrospect
uses when the computer reboots.

In addition, this setting affects the Retrospect Mac installer for the client and the server. The
installer appears to fail with the following message: "The installation failed. The Installer
encountered an error that caused the installation to fail. Contact the software manufacturer for
assistant." The installer log in the Console utility mentions a "postinstall" issue with the package
"com.retrospect.retroisaplist.pkg”, resulting in the following error: "install:didFailWithError:Error
Domain=PKiInstallErrorDomain Code=112". In this case, you should uninstall Retrospect with
"Uninstall Retrospect" application included with the console, remove this override setting as
described below, and then run the installer again.

To check your system for this setting, open the Terminal application, enter the following, and look
for "com.retrospect.retroisa":
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sudo more /private/var/db/launchd.db/com.apple.launchd/overrides.plist
To remove this setting, open the Terminal application and enter the following:

sudo /usr/libexec/PlistBuddy -c "Delete :com.retrospect.retroisa" /private/var/db/

launchd.db/com.apple.launchd/overrides.plist

This command will delete an entry in the system's overrides.plist file. You'll be able to enable or
disable Instant Scan from the preferences button, and the setting will persist after reboot.
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Retrospect for iOS

Retrospect for iOS allows you to remotely manage multiple Mac and Windows backup servers.
Connect over Wi-Fi or cellular to keep tabs on all aspects of your Retrospect installation.
Retrospect keeps your data safe, and now you can check on it from anywhere. Available for free
from the App Store.

v Optimized for iOS — Beautifully tailored both to iPhone and iPad with full Retina display
support.

v Almost everything — View Reports, Activities, Past Backups, Scripts, Sources, Media Sets,
Devices, and Operations Log.

v Seamless syncing — Syncs all of a server's contents in the background and doesn't hold
you up.

v Reports with badges — All of your reports are now instantly accessible.
v Run from afar — Just tap on a script to run it.

v Deep support — Full support for Retrospect for Mac 9, 10, and 11 and Retrospect for
Windows 7.7.612, 8, and 9 and partial support for Retrospect for Mac 8.2 and Retrospect for
Windows 7.7.341.

-3 Retrospect Activities
Office Server Scheduled

Activities @ Backup Verification

10 scheduled Scheduled - Tomorrow

N Past
Past Backups
J' 1020 past backups Externals Backup

Execution completed successfully

€

Scripts
6 scripts Offsite Transfer

Execution completed successfully

€

Sources
2 sources Proactive Desktops

Execution completed successfully

€

] Media Sets
8 media sets Proactive Laptops

Execution completed successfully - 10:51 AM

€

Devices
0 devices Proactive Servers

Execution completed successfully -

€

s Log )
View Operations Log Proactive Servers

Execution completed successfully - Yesterday

€

About
Version: 11.0.1.110 Externals Backup

Execution completed successfully - Yesterday

€

Recent Activities
Y 10 activities Proactive Desktops

Execution completed successfully - Yesterday

€

24hr Schedule

" Oactivities

Proactive Laptops
Execution completed successfully - Yesterday

€

No Backup in 7 Days @&
" 1sources

Proactive Servers
Execution completed successfully - Yesterday

€

Port Configuration

Retrospect for iOS communicates with the Mac and Windows servers over TCP port 22024. If you
have issues connecting, make sure your firewalls are not blocking this port.
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Chapter 13

Legacy Client

Client Preferences

Access Master Control
General Preferences
Notification Preferences
Priority Preference

Access Restrictions Preferences
Influencing Proactive Backups
Scheduling from a Client
Deferring Execution

Client User Preferences
Access Master Control
General Preferences
Notification Preferences
Controlling Proactive Backups

Client Preferences

After you have installed the client software, users of client computers can control some aspects of
network backup operations with the Retrospect Client control panel. You don’t need to change any
of the settings to perform backups. In most cases, the existing settings are the ones you will want

to use. To open the Retrospect Client control panel, do the following:

Mac OS X: From the Applications folder, open Retrospect Client.

Windows: From the Start menu, choose All Programs > Retrospect > Retrospect Client.

Linux: Run RetroClient.sh from the installed client folder.

The Retrospect Client control panel displays information about the client computer on which it is
installed, including the user or computer name, the access status of the client, and a report about
the last several backups.

The Mac client looks like this:
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® on Retrospect Client
O off 6.3.019

C Preferences... )

Client Name: Tom's Mac Pro

Status

Ready

History

' 71772009 6:03 AM: Script "Music Backup” (root):
Execution completed successfull...

Here is the Windows client (the Linux client is similar):
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r )
‘_ Retrospect Client lihj

Status |F‘re‘ferences | Access | Proactive Eac:kup|

Hetrospect Client
7.6.107

on
i

Client Name: Tom-VistaPC

Status
Ready

Histony

TA7/2005 2:02 PM: Script "VistaPC Documents -
Backup..." (Tom's Old MacBook.. ): Documents, »
Execution completed successfully (M

1

QK ] [ Cancel Apply

Note: /n addition to the Java-based graphical user interface, Linux clients can also be controlled
through the command line. To see the command line arguments, enter the following: $retrocpl --

help

Access Master Control

The On and Off radio buttons let you allow or deny network access to your client by the backup
computer. When you install the client software and each time the client computer starts up, the
control is on to allow access. When the control is turned off, the data on the client computer cannot
be accessed over the network by Retrospect.

General Preferences

The Retrospect Client control panel has user preferences for managing client operations. Getting to
the preferences is done differently under Windows, Linux, and Mac OS X.
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Mac OS X: Click the Preferences button.

-

_O° = RewospectClient Preferences

Access [ | Read Access Only

Restrictions @ private Files/Folders/Volumes ( Cancel )

name begins or ends with « (Option-8)

Notification [ | Notify After Backup
ENDtif\f if no Backup in days

Backup Server  When should this Macintosh be backed up?
) As soon as possible

() According to normal schedule

Oafter 09:47 pm [2] Today

Windows or Linux: Click the Preferences tab from the four tabs (Status,
Preferences. Access, Proactive Backup) at the top of the control panel.

|'\

! Retrospect Client |£

Status | Preferences |Ac::ess | Proactive Ead~:up|

Metification
[] Motify after backup
MNotify f no backupin -~ 14 days
[] Report HP Compag SMART emors

Pricirity

|zer Backup

oK || cancel Apply
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Notification Preferences

These preferences allow client users to specify how they are informed about Retrospect network
operations.

Notify after Backup tells the client to display a message after the completion of a backup or other
operation. The client’s user can click OK to dismiss the message.

Notify if no Backup in n days directs the client to display a message after if the client has not been
backed up within the number of days specified in the entry box. By default, this preference is
selected and the number of days is seven.

Report HP Compaq SMART hard drive errors (Windows client only) requests an immediate
backup from Proactive Backup (if applicable) when Retrospect learns of errors on the client’s HP
Compaq SMART hard drive volumes. By default, this preference is turned off.

Priority Preference

The priority preference allows the client user to make the client computer favor either the user’s
task at hand or the operation requested by the backup computer.

Note: This preference is not necessary for the Mac OS X client.

Drag the slider and set it to somewhere in the range between “User” and “Backup.” When the slider
is set all the way to “User,” the computer devotes more of its attention to its user, slowing
Retrospect client operations. When the slider is set all the way to “Backup,” the client operation is
given priority and the client computer is less responsive to its user.

This setting only affects the client when it is actively communicating with the Retrospect server.

Access Restrictions Preferences

These preferences allow the client user to control access to the files and folders on his or her
computer. On the Mac OS X client, these preferences appear at the top of the Retrospect Client
Preferences dialog. On the Windows and Linux clients, these preferences appear on the Access
tab.

Read Access Only allows the client computer to be backed up across the network, but prevents
writing by the backup computer. This means Retrospect cannot restore, move, or delete files on the
client computer, nor can Retrospect be used to rename volumes. The Script options “Set source
volume’s backup time,” “Delete source files after copying and verifying,” and “Synchronize clock”
cannot be used on the client. This setting is off by default.

Private Files/Folders/Volumes makes any files, folders, or volumes designated as private
unavailable to the backup computer. This preference is off by default. Select the check box and
designate private items as described below.

To designate an item as private under Windows or Linux, click the Add button, browse to select the
item, then click OK or Exclude. Click Add again to exclude more volumes, folders, or individual files.
The privacy feature uses the literal pathnames you specify. If you move or rename a file or folder it
may no longer be private. If you mount a volume to a different location, its files and folders may no
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longer be private.

To designate an item as private under Mac OS X, type a bullet (“-”, Option-8) at the beginning or
end of its name (placing it at the end will preserve its sort order in the Finder). For example, you
could designate the folder “Personal” as private by renaming it “Personal-”.

Influencing Proactive Backups

There are two ways to influence Proactive Backup scripts from the client computer:

= Scheduling from a Client
= Deferring Execution
Scheduling from a Client

If a client is included in a Proactive Backup script, you can use the client control panel to influence
when the client gets backed up.

Note: Proactive Backup is called the Backup Server on the Mac OS X client software.
Mac OS X: The Backup Server preferences appear in the Retrospect Client preferences window.

Windows/Linux: Click the Proactive Backup tab to reveal its controls.

( ! Retrospect Client @1
| Status | Preferences | Access | Proactive Backup

When should this computer be backed up?

(") As soon as possible

i@ ihccording to nomal schedule;

© Mter 10 138 PM — Today

oK || Cancel Aopl

CHAPTER 13 « LEGACY CLIENT 223



These controls let the user affect when the client computer can be backed up by the backup
computer (using a Proactive Backup script). The user would normally use it to request a backup or
defer a backup, but the user can also revert Proactive Backup back to its normal schedule for this
client. The Proactive Backup options are:

As soon as possible causes the Retrospect server to back up the client computer as soon as the
Proactive Backup is available to do so.

According to normal schedule causes the Retrospect server to back up the client computer at its
regularly scheduled time in the Proactive Backup script. (This is the default.)

After prevents the backup computer from backing up the client computer before the
specified time and date, up to one week from the present time. (Click on the time and date and type
or click the arrows to change them.)

Click OK to accept the settings.

Deferring Execution

When Proactive Backup is about to back up a client, a dialog appears on the screen of the client
computer, with a countdown (set by default to 20 seconds in the Options tab of the Proactive
Backup script). The dialog gives the client user three ways to control the execution of the
impending Proactive Backup operation:

Waiting for the countdown to reach zero allows the Proactive Backup to execute.
Clicking Backup executes the backup immediately.
Clicking Defer lets the user set a later time for the backup to operate.

When a user defers execution, Retrospect makes an entry in the Retrospect server’s Log.

Client User Preferences

After the client software has been installed, users of client computers can control some aspects of
network backup operations with the Retrospect Client control panel.

You do not need to change any of the settings to perform backups. In most cases, the existing
settings are the ones you will want to use. To open the Retrospect Client control panel, do the
following:

Windows: From the Start menu, choose Programs>Retrospect>Retrospect Client.
UNIX: Run RetroClient.sh from the installed client folder.
Mac OS X: From the Applications folder, open Retrospect Client.

The Retrospect Client control panel displays information about the client computer on which it is
installed, including the user or computer name, the access status of the client, and a report about
the last several backups.
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Retrospect Client

Status | Preferences i| Access H Proactive Backup|

Retrospect Client
7.5.108
® 0

O of

Client Mame: Dev_Ben Corson/Laptop

Status
Ready

Histary

12/15/2005 10:14 AM: Script "Workgroup A"
{OBU-XTREME): Local Disk (C:), Bxecution
completed successfully

4

(=]

[. DK ] [ Cancel Annh

The Windows client control panel, showing the Status tab. (The UNIX client control panel is similar.)
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860 Retrospect Client

) On Retrospect Client
“ Off 6.1.120

S Preferences... )

Client Name: benserver

Status

Waiting for first access

History

The Mac OS X client application.

In addition to the Java-based graphical user interface, UNIX clients can also be controlled through
the command line. To see the command line arguments, enter the following.

$retrocpl --help
Access Master Control

The On and Off radio buttons let you allow or deny network access to your client by the backup
computer. When you install the client software and each time the client computer starts up, the
control is on to allow access. When the control is turned off, the data on the client computer cannot
be accessed over the network by Retrospect.

To permanently prevent access to the client computer, uninstall the Retrospect Client software as
described in Uninstalling a Client and lts Software.

General Preferences

The Retrospect Client control panel has additional user preferences for managing client operations.
Getting to the preferences is done differently under Windows/UNIX, and Mac OS.
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Windows/UNIX: Click the Preferences tab from the four at the top of the control panel.

Retrospect Client b—<|

| Gtahuz| Preferences |.-i'-.|:|:ess | Proactive Backup |

Matificaticn
[ Motify after backup
Matify if no backup in IE days
[ Report 5.M.4F.T. hard dizk erars

Pricrity

y

|Jzer Backup

[ 2k, ] [ Cancel Apply

The Windows Retrospect Client control panel’s preferences.

Mac OS: Click the Preferences button.

CHAPTER 13 « LEGACY CLIENT 227



8 Retrospect Client Preferences

f oK )
Access [ | Read Access Only —_—

RESHrICtions M private Files/Folders/Volumes [ Cancel

name begins or ends with = (Option-8) .

Notification [7] Notify After Backup
[ Notify if no Backup in 00 days

Backup Server  When should this Macintosh be backed up?
) As soon as possible

@ According to normal schedule

Y
D After 19:29 AMm *! Today

The Mac OS X Retrospect Client control panel’s preferences.

Wait at Shutdown determines what happens when a client user chooses Shut Down from the
Finder’s Special menu. When this option is selected and Shut Down is chosen, the “waiting for
backup” dialog is displayed until the backup takes place. By default, this preference is selected.

When this dialog is on the client Macintosh screen, the client user may click Restart to restart the
client Macintosh, click Shut Down to shut it down, or click nothing and leave it for unattended
operation. When the client computer is not used for thirty seconds, a screen saver appears until the
user presses a key or moves the mouse to return to the dialog. When the backup computer finishes
its operation with this client, it shuts down the client Macintosh.

Run in Background allows the backup computer to operate at the same time the client user is
using the client Macintosh. If the check box is not checked, a dialog appears on the client during
network operations. This preference is on by default.

When the dialog appears, the user of the client Macintosh can cancel the network operation to
continue working or wait until the operation is finished. When “Run in Background” is checked, the
dialog does not appear during backups, and the client user can set priority levels for local and
network operations. See below for details.

Priority Preference

The priority preference allows the client user to make the client computer favor either the user’s
task at hand or the operation requested by the backup computer. Under Mac OS, this applies only
when the “Run in Background” execution preference is on.

This preference is not available for the Mac OS X client.
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Drag the slider and set it to somewhere in the range between “User” and “Backup.” When the slider
is set all the way to “User,” the computer devotes more of its attention to its user, slowing
Retrospect client operations slightly. When the slider is set all the way to “Backup,” the client
operation is given priority and the client computer is slightly less responsive to its user.

This setting has no effect until the client is actively communicating with the backup computer.

Under Mac OS, the Priority setting is ignored if the client Macintosh is displaying the “waiting for
backup” dialog.

Access Restrictions Preferences

These preferences allow the client user to control access to the files and folders on his or her
computer.

Read Access Only allows the client computer to be backed up across the network, but prevents
writing by the backup computer. This means Retrospect cannot restore, move, or delete files on the
client computer, nor can Retrospect be used to rename volumes. The options “Set Volume Backup
Date,” “Move Files,” and “Synchronize Clock” cannot be used on the client. This setting is off by
default.

Private Files/Folders/Volumes makes any files, folders, or volumes designated as private
unavailable to the backup computer. This preference is off by default. Select the check box and
designate private items as described below.

To designate an item as private under Windows or UNIX, click the Add button, browse to select the
item, then click OK or Exclude. Click Add again to exclude more volumes, folders, or individual files.
The privacy feature uses the literal pathnames you specify. If you move or rename a file or folder it
may no longer be private. If you mount a volume to a different location, its files and folders may no
longer be private.

To designate an item as private under Mac OS, type a bullet (“+”, Option-8) at the beginning or end
of its name (placing it at the end will preserve its sort order in the Finder). For example, you could
designate the folder “Personal” as private by renaming it “Personal-”.

Notification Preferences

These two preferences allow client users to specify how they are informed about Retrospect
network operations.

Notify after Backup directs the client to display a message after the completion of a backup or
other operation. The client user can click OK to dismiss the message.

Notify if no Backup in n days directs the client to display a message after 9:01 a.m. if the client
has not been backed up within the number of days specified in the entry box. By default, this
preference is selected and the number of days is seven.

Report HP Compaq SMART hard drive errors (Windows client only) requests an immediate
backup from Proactive Backup (if applicable) when Retrospect learns of errors on the client’s HP
Compaqg SMART hard drive volumes. By default, this preference is turned on.
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Controlling Proactive Backups

There are two ways to control Proactive Backup scripts from the client computer:

= Scheduling from a Client
= Deferring Execution
Scheduling from a Client

If a client is included in a Proactive Backup script, you can use the client control panel to influence
when the client gets backed up.

Proactive Backup is known as the Backup Server on Mac OS client software.

Mac OS X: The Backup Server preferences appear in the Retrospect Client preferences window.

Windows/UNIX: Click the Proactive Backup tab to bring its controls to the front.

Retrospect Client §|

Status | Preferences | Access | Proactive Backup

wihen should this computer be backed up?

() Az zoon as possible
(%) According to nomal schedule

Oafer |08 49 [[PM |  [Today

[ 1] ] [ Cancel

These controls let the user determine when the client computer can be backed up by the backup
computer (using a Proactive Backup script). The user would normally use it to initiate a backup or
defer a backup, but the user can also revert the Proactive Backup back to its normal schedule for
this client. The Proactive Backup options are:

= As soon as possible makes the backup computer back up the client computer as soon as the
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Proactive Backup is available to do so.

= According to normal schedule makes the backup computer back up the client computer at its

regularly scheduled time in the Proactive Backup script. (This is the default.)

= After prevents the backup computer from backing up the client computer before the

specified time and date, up to one week from the present time. (Click on the time and date and

type or click the arrows to change them.)
Click OK to accept the settings.

Deferring Execution

When Proactive Backup is about to back up a client, a dialog appears on the screen of the client

computer.

Retrospect Client
From Retrozpect Proactive Backup:

Laptops iz about to begin,

Click Defer ko run it later. Diefer...
15

Windows/UNIX client Proactive Backup countdown.

From the Retrospect Backup Server:

From Retrospect Proactive Backup:
Laptops is about to begin.
Click Defer to run it later.

14 .__; Defer... '___. (—-Hackup }

Macintosh client Backup Server countdown.

The dialog gives the client user three ways to control the execution of the impending Proactive
Backup operation:

= Waiting for the countdown to reach zero allows the Proactive Client Backup to execute.
= Clicking Backup executes the backup immediately.
= Clicking Defer lets the user set a later time for the backup to operate.

CHAPTER 13 « LEGACY CLIENT

231



Retrospect Proactive Backup

X

Defer the backup until when?

" Dion't defer - run as soon as possible

{* Defer unhl after Wlf W ﬂ |T|:u:|a_l,l
] | Cancel |

Deferring the Proactive Client Backup from a Windows or UNIX client

From the Retrospect Backup Server:
Defer the backup until when?

C Don't defer - run as soon as possible
Eﬁ Defer until after:

'+ Today

11 136 AM

( Cancel JI f OK -)

Deferring the Proactive Client Backup from a Macintosh client.

When a user defers, Retrospect makes an entry in the backup computer’s Operations Log.
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Chapter 14

Glossary of Terms

access privileges — The privileges given to (or withheld from) users to see folders, see files, and
make changes to shared volumes.

activity thread — A term used to indicate the separation of multiple, concurrent activities. When
Retrospect runs an activity, such as a backup or a restore, it runs that activity in a thread separate
from other activities. Generally, each activity requires a unique source and destination. By assigning
activities to the same activity thread, it ensures that they will run one after the other.

append - To write additional data to a Media Set. With a Smart Incremental Backup, Retrospect
appends file data to the current Media Set member.

archive (noun) — 1. An operation in which files are archived. For example, “The archive was
successful last night.” 2. An entity of backup materials. For example, “Retrieve the 1997 accounts
from the archive.” In this respect, a Media Set is an archive. Also see Media Set.

archive (verb) — To copy files from a volume to a Media Set. For example, “Let’s archive these
QuickTime movies.” Archiving may, optionally, involve removing the copied files from the source.
Also see back up.

back up (verb) — To copy files from a volume to a Media Set (such as CD-R or CD-RW, cartridges,
or floppy disks). You should back up regularly in case something happens to your hard disk or any
files.

backup (noun) — 1. A complete, point-in-time state of a volume backed up by Retrospect that
includes a file and folder listing of all files present at the time of the backup, any metadata related to
those files, and any actual files necessary to restore that volume. Retrospect’s backups of Windows
computers may also contain System State information. Retrospect stores its backups in Media
Sets. 2. An operation in which files are backed up. For example, “I just ran today’s backup.” 3. An
entity of backup materials. For example, “Fortunately, we can get the backup from the safe and
restore the files.” Also see back up, Media Set, and metadata.

backup date — The most recent date and time a Mac OS file, folder, or volume was copied to a
Media Set. Retrospect does not rely on this date and will only set this date for volumes, folders,
and/or files when you check the appropriate boxes in the Macintosh client options. Also see
creation date and modification date.

Backup Set - Previous editions of Retrospect use this term to describe one or more pieces of
media that contain the backups. See Media Set.

browser — Retrospect’s tool that allows you to view the folder and file structure of a volume or
contents of a Media Set. You can also use a browser to see the files and folders in a Media Set.
The browser allows you to manipulate files and mark them to be worked within an operation such
as a backup.

Catalog - Retrospect’s index of the files and folders contained in a Media Set. The Catalog file
allows you to mark files for restore or retrieval without having to load or insert your Media Set
media.
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client — A networked Windows, Linux, or Macintosh computer with Retrospect Client software
whose volumes are available for backup by the backup computer. Also see backup computer.

compression — Reduces the size of the data being copied to the Media Set

media in a backup or archive. Retrospect can do it with software compression, or a capable tape
drive can do it with hardware compression.

condition - In Retrospect’s rules, a distinguishing criterion relating to file or folder characteristics,
such as name or creation date. You can choose multiple conditions to make your own custom
rules. Also see rules.

Config80.dat file — The file containing your custom settings, including known Media Sets, scripts,
security codes, preferences, custom selectors, and client login names. This file is automatically
created the first time you start Retrospect, and is used while Retrospect is open. If you delete this
file, all of your custom information will be lost and the default configurations will be used.

configured subnet — A subnet that Retrospect has been configured to search for clients.

console — The Retrospect application, which provides control and monitoring capabilities for one or
more Retrospect servers running the Retrospect engine. The Retrospect console can control and
monitor Retrospect servers over a TCP/IP network, so it need not be installed on the same
computer as the Retrospect engine. Also see engine and Retrospect server.

copy (noun) — 1. A replica of one or more files and folders that perfectly match the original files and
folders. 2. An operation in which files are copied from one location to another, as in a Copy script.
Retrospect’s copy operation can make an exact copy of a volume, including that volume’s ability to
start up (boot) a computer. Previous versions of Retrospect called copy operations “duplicate” or
“transfer” operations.

copy (verb) — To create an exact duplicate of an original. Retrospect can copy volumes, such as
when making a bootable copy of a Mac OS X startup disk, and it can also copy backups from one
or more Media Sets to another.

creation date — The time and date a file, folder or volume was created. A file’s creation date is set
when the file is first saved or made. A folder’s creation date is set when you select make a new
folder. A volume’s creation date is set any time the volume is formatted or erased. With Windows
file systems, a copied item’s creation date changes to the date of the copy. Also see backup date
and modification date.

creator code - The four-letter code that represents the creator of a file with the Macintosh HFS file
system. For example, documents created by SimpleText have a creator code of ttxt. Mac OS X
10.6 “Snow Leopard” discontinued the use of creator codes. Retrospect lets you select files
according to creator code, if present.

deduplication — A method for reducing the amount of data stored in a system by eliminating
redundant data, replacing it instead with a pointer to the first-stored copy of that data. Retrospect
employs a method of deduplication known as file-level deduplication or single-instance storage.
Retrospect

destination — The storage medium to which files are being moved, copied, or otherwise
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transferred. When backing up or archiving, the destination is a Media Set. When restoring or
copying, the destination is a volume.

device — Any piece of peripheral equipment connected to your computer, such as a hard disk drive,
removable cartridge drive, or tape drive. In this manual, the term “backup device” refers to any
device that accepts Media Set media, such as a removable cartridge drive or tape drive.

directory — A hierarchical structure on a volume that may contain files or more directories. These
are known as folders in the desktop metaphor used by Windows and the Mac OS.

disaster recovery — The process used to restore a computer that has ceased to function. This
involves booting from an alternate startup disk (or installing a temporary OS) and then restoring the
entire hard disk from a Retrospect backup.

disk — Retrospect uses the term disk to refer to fixed disks, network volumes,

or removable disks (e.g., RDX, Rev, MO). This manual uses the term disk in two contexts: 1. as an
accessible volume for general storage; and 2. as a medium for use in a Disk Media Set.

disk-to-disk-to-disk (D2D2D) — A staged backup methodology that stores regular backups of data
from hard disk drives on a primary disk-based backup storage system, followed by copying some
or all of the backed up data to a secondary disk-based backup storage system at some specified
interval. For example, nightly backups may be stored on a network-attached storage device that
gets offloaded to a secondary disk system located offsite once a week.

disk-to-disk-to-tape (D2D2T) — A staged backup methodology similar to D2D2D that stores
regular backups of data from hard disk drives on a primary disk-based backup storage system,
followed by copying some or all of the backed up data to a tape storage system at some specified
interval.

Disk Media Set — For use with fixed disks, network volumes, or removable disks. Also see Backup
Set.

encryption — A way of encoding data so that it cannot be used by others without the password.

engine — The background process (RetroEngine) responsible for running Retrospect’s backup and
recovery operations, communicating with client computers, and controlling storage devices. A
computer running the Retrospect engine is called a Retrospect server and must be controlled via
the Retrospect console. Also see console and Retrospect server.

File Media Set — This type of Media Set combines the Catalog and the data in a single file. The
Media Set media must be a single volume that is accessible from the Mac OS X Finder, such as a
file server or hard disk. Also see Backup Set.

grooming — An option for Disk Media Sets. Retrospect automatically deletes

older files and folders from the Disk Media Set when it runs out of disk space, or on a user-set
schedule, in order to make space available for newer backups.

Favorite Folder — A folder you designate as an independent volume for use within Retrospect.
Previous versions of Retrospect used the term Subvolume.
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live restore — A restore operation that overwrites the files belonging to an operating system while
the computer is started up from that operating system. A live restore is often used to roll a system
back to a previously backed-up point in time, or in the case of disaster recovery after a temporary
operating system has been installed on the computer being restored.

local subnet — The subnet in which the backup computer resides.

matching — The scheme for comparing file attributes to determine whether files are identical, which
then allows intelligent copying to avoid redundancy. Also see Smart Incremental Backup.

media action - A setting that determines how Retrospect will use media during a backup. “No
media action” tells Retrospect to append data to last member of the Media Set; if the Media Set is
empty, Retrospect uses the first member. “Skip to new member” tells Retrospect to use the next
available empty media. “Start new Media Set” allows you to periodically introduce new media into
your backups, keeping the original Media Set media and Catalog intact for archival purposes. It tells
Retrospect to create a new Media Set with an incremented name (for example, Disk Set A would
become Disk Set A [001]), to change all scripts that pointed at the original to point to the new set,
and finally to run the activity to the new Media Set. “Recycle Media Set” tells Retrospect to delete
the contents of the selected Media Set’s Catalog, then erase and reuse the first member of that
Media Set, literally recycling the media and using it over again. Note: A recycle media action is
destructive, the other media actions are not.

Media Set — Retrospect stores all files in Media Sets. There are different types of Media Sets for
different media and devices: Disk Media Sets for removable and fixed disks, File Media Sets for a
single volume, and Tape Media Sets for tape cartridges.

medium — Any hard drive, disc, tape, or cartridge to which files can be copied. In this manual,
media usually refers to the media belonging to a Media Set.

member — An individual medium (such as a disk, tape, or cartridge) used in a Media Set.

metadata - Information about the files and folders stored in a file system, such their names, when
the files were created, what their size is, and which users can access them. Retrospect uses
metadata to determine the uniqueness of files

modification date — The time and date a file was last changed. This date is automatically attached
to the file by the computer’s file system. A file’s modification date is reset any time you make
changes and save the file (see “backup date” and “creation date”). A folder’s modification date is
updated any time a folder or file is added, changed or removed from it.

Open File Backup — Retrospect’s Open File Backup for Windows Clients add-on allows files to be
backed up even if they are opened and being used. This is important to ensure proper backup of
Windows server applications such as customer relationship management applications and
accounting packages, which often run 24 hours a day. For desktop and notebook computers, files
such as those that contain e-mail messages or calendar appointments can be backed up while they
are in use.

Operations Log — A Retrospect report that tracks all actions by Retrospect. The Operations Log
documents all launches, executions, errors, and completions, as well as information on the number
of files copied, duration of backup, and backup performance.
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path — The fully specified name of a computer file, including the position of the file in the file
system’s directory. For example, in Mac OS X, the path of the Network Utility application is:
/Bpplications/Utilities/Network Utility.app. Also referred to as pathname.

Piton — Retrospect’s own proprietary Plpelined TransactiON protocol for communicating with
backup clients. In the live network window, Retrospect uses the Piton name service to establish
contact with clients.

Proactive Backup — Retrospect’s technology allowing flexible, resource-driven or user-initiated
backups.

selecting — Selecting files in the browser to be backed up or restored. Files can be selected (or
deselected) manually, or they can be selected according to various criteria using rules. In the
browser, a check mark appears next to any selected file. Files that are only highlighted in a browser
are not necessarily selected. Pervious versions of Retrospect referred to selecting as marking.

server — A computer running server software, such as Mac OS X Server or Windows Server 2008.
Smart Incremental Backup — A backup that intelligently copies only files

that aren’t already stored in the destination Media Set. Every Smart Incremental Backup is like a
virtual full backup, such that it allows for precise point-in-time restoration of any backed-up volume.
Retrospect always performs Smart Incremental Backups. Also see deduplication and matching.

report — Specially configured layouts of Retrospect’s list views that present useful information on a
variety of components in the overall backup environment. You can use Retrospect’s built-in reports
and create your own.

restore — An operation which copies files from a Media Set to a volume.

Retrospect server — a computer running the Retrospect engine where backup devices are typically
connected. Also see console and engine.

root — 1. The highest level of folders in a data structure. When you select a drive icon in the Mac OS
X Finder or Windows Explorer, you see the root folders and files. Also denoted on Mac and Linux
systems by the first slash (/) in a path. 2. The superuser account on Mac OS X and Linux systems.
The Retrospect engine and Retrospect Client software run as root processes, with full access to the
file systems with which they interact.

schedule — A script element that lets you schedule a script to automatically execute at dates and
times of your choice.

script — A saved procedure that you can schedule to run at some future date and time or on a
repeating schedule, such as daily. You can create as many scripts as you want in Retrospect.

rule — A feature that lets you search for or filter files which match certain conditions, such as All
Files Except Cache Files. You can use Retrospect’s built-in rules and create your own.

scope bar — A Mac OS X user interface element that allows for the placement of scope buttons.
Also see scope button.
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scope button — A button that allows you to manipulate or narrow the focus of a search or display
listing. As an example, the “Scheduled” scope button in Retrospect’s Activities view changes the
scope of the items displayed in the list view such that only scheduled (upcoming) activities will be
shown.

session — In previous versions of Retrospect, a group of files from a single operation stored within
a Media Set. Retrospect now uses the term backup to include both session and Snapshot data.
Also see backup.

SMART (Self-Monitoring Analysis and Reporting Technology) — A technology built in to some
hard disk drives that monitors and analyzes a drive’s mechanical attributes over time and attempts
to predict and report pending drive failure.

Snapshot - In pervious versions of Retrospect, a Snapshot refers to the point-in-time file and folder
listing that is captured during a backup operation to depict a volume’s state (that is, all its files and
their paths). Makes it easy to restore a hard disk to its exact state as of a given backup. Retrospect
now uses the term backup to include both session and Snapshot data. Also see backup.

source — In a backup, duplicate, or archive operation, the volume from which files are copied. In a
restore, the Media Set from which files are copied.

staged backup - A backup strategy that involves backing up to disk, then transferring the backups
to tape. This takes advantage of the benefits of both disk and tape. Also see disk-to-disk-to-disk
and disk-to-disk-to-tape.

subnet — A group of local computers physically networked together without a router or gateway,
though they may use a gateway to connect to other networks. Also see configured subnet and local
subnet.

Subvolume - In previous versions of Retrospect, a folder you designate as an independent volume
for use within Retrospect. Retrospect uses the term Favorite Folder.

Tape Media Set - For use with tape drives. Also see Media Set.

TCP/IP - Transmission Control Protocol/Internet Protocol. An industry-standard network protocol
and the standard protocol of the Internet, web servers, and FTP servers. It is the protocol used by
Retrospect to communicate with Retrospect clients.

volume — A hard disk, partition of a hard disk, Favorite Folder, file server, or any data storage
medium that is logically recognized by Retrospect as a file and folder storage location.
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Chapter 15

Release Notes

Every Retrospect release includes numerous bug fixes, as we continue to improve the product's
stability, performance, and features. Listed below are a number of resolved issues that our
customers have encountered. As always, don't hesitate to contact our support team to report an
issue or to check on the status of a known issue. For more information about new features, see
What's New.

Mac 14.0.0.183 — March 7, 2017

\ersions

= Mac console — 14.0.0.183

= Mac engine — 14.0.0.183

= Mac client - 14.0.0.183

= Windows client — 12.0.0.188
* Linux client - 11.0.0.107

Engine

m Scalable Data Protection

m Cloud storage support for Backblaze B2
m Monitoring System Integration

BEETN script Hooks
BEN support for Avid
m Support for LTFS

m Support for Quantum Scalar i3-i6 Tape Libraries

Performance improvement during backup and restore for computers with more than
500,000 folders

Operations log now includes storage savings statistics for block level incremental
backup (BLIB)

Operations log now supports up to 999MB

m Resolved intermittent issue with multiple processes left behind from mounting NAS
shares (#6454)
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Thorough Catalog Rebuild now correctly deletes previous .session files (#6598)
Grooming policy now correctly saved to backup set to preserve with rebuild (#6549)
Fixed "Scanning incomplete, error -645" error (#6531)

Fixed issue with cloud backup sets seeing a media request after grooming (#6583)
Grooming now automatically runs during a backup when cloud backup set is full (#6280)
Clarified error for backup set format inconsistency (#5627)

Recycling a backup set correctly removes all existing RDB files (#6213)

Fixed issue where auto-cleaning request for tape devices was ignored (#6171)

Fixed Dropbox backup error -1010 by automatically retrying upload (#6524)

Fixed ASR errors for disaster recovery restores of Windows Client (#6395)

m Improved media verification for block level incremental backup (BLIB) and Thorough
Catalog Rebuild to exclude backups with related errors (#6464)

BEZE Fixed crash during matching for certain instances of grooming (#6568)
m Resolved grooming issue when .session file is manually deleted (#6467)

m Fixed issue with importing Retrospect configuration XML with duplicate names for script
sources (#6493)

m File backup and restore errors are now counted as execution errors instead of warnings
(#6525)

BZE Fixed repeated error log entries for "Grx::grxSearchForPartialFiles: can not find node
path" for grooming (#6614)

BEZE Backup set transfers with the recycle option enabled no longer log a message saying
"Manual recycle" (#6571)

m Support macOS's network interface order (#6313)

m Fixed issue with restoring file name containing the "8" character (#6573)

Console

m Export backup report for server using "Export Backup Report" in Preferences > General
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1561735 Customers with expiring trial licenses now see a message in the app and receive an
email

Resolved issue with "Check for Updates" on macOS Sierra (#6491)
Fixed French localization error for storage-optimized grooming (#6506)

Fixed localization error "Access Denied" error for cloud backup sets (#6615)

Cloud backup sets can now change their "Use at most" value (#6526)

Client

112500 =p) Network connectivity
112z Updated SMART status reporting for macOS 10.11 and higher

Fixed issue where client continued to run after script ended (#5621)

Clients not found on the network correctly reported as -530 instead of -519 (#6080)
m Client support macOS's network interface order (#6313)

m Client correctly respawns after any crash (#6432)

Known issues

= LTFS for Mac support does not copy extended attributes larger than 4096 bytes

Mac 13.5.0.173 — September 14, 2016

\ersions

= Mac console — 13.5.0.173

= Mac engine - 13.5.0.173

= Mac client - 13.5.0.173

= Windows client - 11.5.0.190
* Linux client - 11.0.0.107

Engine

m Cloud storage support for Dropbox - See details
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m Server configuration management - Import and export Retrospect's configuration,
including cross-platform support - See details

PEI Certified for macOS Sierra (pending final OS release)

Create cloud storage locations (buckets) directly within Retrospect instead of using
third-party tools

Increased grooming's maximum number of backups to keep to 999

Dramatically reduced storage footprint by up to 90% for backup metadata on media
when using compression

m Fixed issue with configuration import for client and backup set with the same name
(#5532)

m Fixed issue with configuration import for Linux clients (#5499)
m Fixed issue with configuration import for client network interfaces (#5703)

m Fixed issue with configuration import for script options saying "Provided login
information incomplete" (#5528)

m Fixed provider.cpp assertion failure when importing configuration in certain cases
(#6361)

m Excluded compare errors for /Library, ~/Library and /private (#6136)

m Fixed issue with block-level incremental backup (BLIB) when two backups have the
same timestamp (#6137)

m SMTP errors now logged correctly (#6133)

BZE Fixed rare licensing issue where engine needed to be relaunched for backups to run
(#6363)

m Apply Software Compression option to Microsoft Outlook PST files (#6249)

BZE Fixed issue where performance grooming could not be selected in certain instances
(#6085)

m Repairing a media set now correctly uses fast catalog rebuild (#6285)
m Fixed errors for lost public/private key pair from "Error -1" to "Error -560" (#6153)

BEZE3N Fixed issue with fast catalog rebuild where cached data is not correctly updated in some
cases (#6303)
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BEZEI Fixed issue with grooming when fast catalog rebuild's cached data is not up-to-date
(#6302)

m Fixed fast catalog rebuild to handle previously failed groom to prevent data integrity
issues (#6161)

m Log location of newly added cloud backup set member (#5956)

BEZE Improved block-level incremental backup (BLIB) performance issue when large number
of files matched prior backups (#6233)

m Retry access to cloud set member up to ten times in case of temporary network errors
(#6300)
Console

m Fixed syncing error when a media set member was offline (#6254)

BEZE Groom scripts are now able to select cloud sets for scripted grooming (#6170)

Clients

BE Windows: Certified for Microsoft Windows 10 Anniversary Update
m Windows: Certified for Microsoft Windows Server 2016 (pending final OS release)

m Windows: Certified for Microsoft Windows Server Core 2008 R2, 2012, 2016 (pending
final OS release)

m Mac: Reduced frequency for the error message "Unable to bind to valid boot port"
(#5202)

Known issues with this release

= Network disconnection during cloud restore results in many -1107 errors.

Mac 13.0.1.106 — April 12, 2016

\ersions

= Mac console — 13.0.1.106

* Mac engine - 13.0.1.106

= Mac client-13.0.1.104

* Windows client - 11.0.0.252.2
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= Linux client-11.0.0.107

Engine
m Cloud storage support for Amazon S3 Frankfurt and Amazon S3 Seoul

m Cloud storage support for Amazon S3 Infrequent Access, Reduced Redundancy, and
Glacier - See details

m Cloud storage support for Google Cloud Storage Durable Reduced Availability and
Nearline - See details

Log now reports what type of grooming is used: storage-optimized or performance-
optimized (#6086)

BEZE Fixed issue with Mac clients not displaying volumes after logout and login (#6122)
BEZE Fixed crash when storage becomes full during backup and grooming starts (#6107)

Fixed data issues when a v11 set is groomed in earlier release then rebuilt in v11 again
(#6119)

BEZE Fixed support for Japanese characters in cloud backup sets (#6028)

Fixed support for non-ASCII characters in cloud backup sets for certain storage
providers (#6096)

BEZE 'Restore Bandwidth" limit for cloud backup now respected (#5917)
Fixed issue where two cloud backups can temporarily exceed bandwidth limit (#5879)

m Fixed cosmetic issue where grooming operation reports incorrect size as capacity
(#6079)

Fixed issue where a restore that included block-level incremental backup files displayed
a remaining size (#6105)

BEZE Fixed network logging for email notifications (#6133)

Fixed issue where clients not found on network incorrectly reported as error -519 instead
of -530 (#6080)

Console

BEZE Fixed Ul issue where a cloud backup set's secret key was not hidden (#6116)

BEZE Fixed Ul issue in French where button did not show full text (#6089)
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m Fixed Ul issue in German where text fields incorrectly overlapped (#6140)

Clients

BEZEI) Fixed issue with Mac clients where backup process is not correctly cleaned up after
completion (#6148)

m Fixed Windows client installer hang during certain scenarios on Windows 10 (#6108)

Known issues with this release

= Network disconnection during cloud restore results in many -1107 errors.

Mac 13.0.0.230 — March 1, 2016

\ersions

= Mac console — 13.0.0.230

= Mac engine - 13.0.0.230

= Mac client - 13.0.0.230

= Windows client - 11.0.0.252
* Linux client - 11.0.0.107

Engine
m Cloud backup

m Performance-optimized grooming

m Faster Catalog Rebuild

11:56)7=5) Backup and restore performance improvements

Added log message for live restores on OS X El Capitan due to new System Integrity
Protection

11z =) Media sets are now able to be easily moved to another location
112z =) Now supports simultaneous access to different sets on the same volume

Faster matching for Windows backup source with lots of root/first level and second level
folders
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"Building Snapshot" performance optimizations for Windows backup source with
150,000+ folders

BZE Fixed resiliency issues if Retrospect loses connection to media set on network share
(#5357)

m Fixed media request issue if Retrospect loses then regains connection to media set on
network share (#5753)

BEZE Fixed hang when Retrospect encounters device error when writing to media set (#5620)

m Fixed restore issue when large files are moved between block-level incremental backups
(#5435)

BEZE Fixed grooming issue where log displays "header count invalid" and "make count
invalid" (#5400)

m Reduced snapshot size when backing up a Windows 2012r2 server with data
deduplication enabled (#5579)

BZE Fixed cross-platform restore for larges files with block-level incremental backup enabled
(#5688)

m Fixed missing files when running a Copy Media Set or Copy Backup script under certain
scenarios (#2336)

BZE) Fixed "Bad Media Set Header" errors in some cases for restore, copying media set and
copying backup (#5662)

Console

BZE Fixed launch issue where "Loading Dashboard..." would not disappear (#5698)

Fixed installer issue where client installers and updaters were not correctly placed into
folders in /Applications/Retrospect (#5613)

BZE switched download URL used by software update to HTTPS (#6057)

Client

Linux: added "--silent" switch to client install script

m Menu bar correctly displays immediately after install on OS X El Capitan (#5605)
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Known issues with this release

= Amazon S3 Frankfurt and Amazon S3 Seoul are not supported at this time.

= Cloud set names do not support non-ASCII characters at this time.

= Performance-optimized grooming can report incorrect number of files groomed out.
= Network disconnection during cloud restore results in many 1107 errors.

= Mac clients on OS X El Capitan report error 1101 when browsed if user logs out and logs back
in.

12.6.0.111 — September 15, 2015

\ersions

= Mac console - 12.5.0.111

* Mac engine - 12.5.0.111

= Mac client-12.5.0.111

= Windows client - 10.5.0.110
* Linux client - 10.5.0.103

Engine
PE 0s X El Capitan (10.11) support (pending final OS release)
BEZE3 Fix hang when client disconnects from network at certain phases of an operation (#5502)

BEZE Fix hang when restoring more than 65,510 folders to a Windows client (#5569)

m Fix crash when restoring Windows client's system state where VSS writer XML data
exceeds 32KB (#5570)

BEZE Fix crash when encountering "-559" error during certain phases of Windows client
restore (#5571)

m Support catalog rebuild for incorrectly encrypted sets created with Retrospect 10.0.2 for
Windows (#5551)

BEZE Backup properties correctly identifies Windows 8.1 Client (#5185)

BEZE Backup properties correctly identifies Windows 10 Client (#5535)

Console

BEZE Dashboard no longer has visual artifacts when scrolling (#4355)
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BEZEI) Media set tape drive binding selection correctly saved after reboot (#4946)
BEZE Fix issue where Copy Backup script transferred same backup multiple times under
certain settings (#5524)

Client

m Windows 10 support for clients

m Windows client installer correctly finishes on Windows 10 on all systems (#5584)

BEZE Fix issue where Mac client's "Reset password" button didn't update the password under
certain conditions (#5538)

m Fix Mac client "-559" errors in a number of workflows (#5575)

BEZE Linux client now correctly handles certain file-level errors during full-volume restores
(#4818)

BEZE Linux client now correctly handles certain file-level errors during backup (#4998)

BEZE Linux client installer no longer asks for password when using public/private keypairs
(#5505)

12.0.2.116 = June 9, 2015

\ersions

= Mac console - 12.0.2.116

= Mac engine - 12.0.2.116

= Mac client-12.0.2.116

= Windows client - 10.0.2.119

= Linux client - 10.0.2.104

Engine

Building snapshot significantly faster for Windows clients in more scenarios

Scanning phase significantly faster in more scenarios (#5434)

m Engine and Instant Scan bundles correctly signed for OS X GateKeeper and Firewall
(#5363)

BEZE Fixed connectivity issues during backup if Retrospect loses connection with media set
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on network share (#5106)

BEZE Restored support for rebuilding media sets from Retrospect for Mac v6.1 (#5367)
m Fixed assert for "Copy Media Set" from a rebuilt v6.1 set (#5395)

m Fixed memory leak in engine when automatically exporting/importing configuration
(#5478)

m Fixed -2242 error in grooming for large sets (#5219)

BZE Fixed corrupted restore of block level incremental backup file when disabling "Restore
security information" for Windows volume (#5253)

m Fixed tape device issue which prevented dragging tape from drive to library slot (#5284)

m Fixed Instant Scan issue preventing engine from using older version of Instant Scan on
Mac client (#5431)

m Treat open file errors (-1020, -1100, -1101 and -1111) as warnings and consolidate in log
after twenty entries (#5381)

Fixed -1101 errors for Windows VSS-related "T-32: VssWSetCompResult" file operations
(#5342)

m Fixed issue when transferring backups from multiple media sets where some files aren't
transferred correctly if a set member is marked as missing (#5414)

m Fixed issue with Backup on Demand for Mac client that prevents backup in certain
scenarios (#5482)

m Fixed -516 error when backing up Mac client with private/excluded folders (#5383)
BEZE Fixed XML configuration import for subnets (#5326)

m Fixed XML configuration import for security preferences (#5327)

BEZE Fixed XML configuration import for client volumes and subvolumes (#5316)

m Fixed XML configuration import for proactive backup schedule (#5321)

Console

113061755 Sources: use "Locate" for network shares to update network location

1[J:e) =) Email: success emails do not require failure emails be enabled
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Specific errors now included when source unavailable or in use

BEZE Media set total capacity lists correct values (#5247)

m Media Set available capacity lists correct values (#5370)

m Media set summary lists correct "Backups" value after groom (#2648)
m Operations log reports consistent sizes when grooming (#5240)

m Operations log reports consistent sizes on backups after grooming (#5330)
m Fixed Ul issue in Media Sets where Remove dialog would not disappear (#5305)

m Operations log formats information correctly during Rebuild or Repair operations in
Japanese (#5341)

m Fixed certain workflows where console with multiple engines connected would display
incorrect content (#5450)

BEZE 'Desktop 5-User Upgrade" license now correctly displays (#5371)

m Mac Client's file system displayed consistently (#5387)

BZE Fixed reporting issue where reports lost settings under certain scenarios (#5437)
m Fixed window title in "Browse Backup" window in certain workflows (#5423)

BEZE Fixed auto-update workflow for upgrades (#5427)

Client

BEN Linux client support for Retrospect public/private keypairs
Windows clients support sleep and shutdown after backup

BEZE Fixed security issue in client password hash on Mac, Windows, Linux clients (#5469 /
CVE-2015-2864) - See details

m Mac client bundle correctly signed after first launch using Retrospect public/private
keypairs (#5446)

BEZE Linux client clock offset now consistently accurate (#5398)
m Windows clients should not display tape backups in History tab (#5391)

BZE Fixed a condition that crashes and disables Instant Scan on Windows clients (#5428)
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Known issues with this release

= Engine: configs.xml, which replaced Config80.bak for speed and robustness, does not
import Linux client (#5499). Workaround: re-add Linux clients.

= Windows 10 support:
= Client installer may hang (#5584)
= Backup properties list OS as "Windows 8" (#5535)

12.0.1.104 - April 21, 2015

\ersions

= Mac console — 12.0.1.104

= Mac engine - 12.0.1.104

= Mac client-12.0.0.213

= Windows client - 10.0.0.212
= Linux client-10.0.0.114

Engine
m Fix for -1101 scanning errors (#5323)

Fix for unrestorable files from Copy Backup that consolidates multiple BLIB-enabled
sets (#5329)

BEZE Fix for Copy Backup failing to transfer all necessary BLIB data under certain conditions
(#5296)

BEZE French log for building snapshot no longer includes Spanish (#5375)

Client

m Mac client uninstaller now removes retroclient.state (#5332)

Known issues with this release

= Engine: configs.xml, which replaced Config80.bak for speed and robustness, does not
import all settings including client volumes and network subnets (#5316)
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12.0.0.213 = March 17, 2015

Versions

= Mac console - 12.0.0.213

= Mac engine - 12.0.0.213

= Mac client - 12.0.0.213

* Windows client - 10.0.0.212

= Linux client-10.0.0.114

Engine

Performance increases for backup and restore, up to 100% faster - See details
Performance increases for grooming, up to 200% faster - See details
Performance increases for copying backup - See details

Email summaries for high-level details - See details

Email subjects format now "Script name - 2 errors, 3 warnings - Retrospect" for quick
evaluation

Standardized timestamps in Operations Log and Activity Logs
Log excluded paths (except Client's private files/folders) at Engine level 5
m Suppress Finder dialog on remote computer when adding network share (#5018)

m Fix performance for slow "Building snapshot" when backing up Windows EFI Clients
(#4889)

m Folders named "Retrospect" (aside from disk set folders) are now correctly backed up
(#5129)

m Fix hang during Mac client backup with corrupted file (#5008)
m Rebuild correctly handles recycled disk set with existing backup date (#5159)

m Fix for an edge case where grooming a set with BLIB files results in an unrestorable file
(#5194)

m Fix for periodic unresponsive engine when autosaving very large config DAT file (#5302)

BEZE) Changing the media set "Use at most" option when backing up to a NAS no longer
results in a media request (#3861)
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m Better warning for hard-linked directories (like Time Machine) (#4919)

BEZE Repair catalog of media set with members on different disks doesn't use specified
member (#5215)

BEZEIN Add progress bar and relevant log entries for building snapshot (#5050)
BEZE Add progress bar and relevant log entries for catalog repair (#5149)
m Add progress bar and relevant log entries for restore (#5165)

BEZE Fix for using certain NAS devices as destination (#5137)

m Report VSS writer and component (Metalnfo) backup errors on 64-bit Windows client
(#4968)

Console

m Dashboard hover window for detailed at-a-glance backup information - See details
Copy Backup script's transfer mode now included in "Summary" tab

Email SSL option makes secure SMTP connection explicit to avoid insecure previous
SSL to non-SSL fallback - See details

"Add Share" buttons available in "Add Member" sheets

BEM Grooming "Months to keep" setting - See details

BEN Instant Scan checkbox for enabling or disabling service on clients - See details
m Operations log includes full file name for rebuild activity that contain missing files (#3265)
m "Source Host" rule fixed in French (#3348)

BEZEN App remains responsive during catalog rebuild operations (#3857)

BEZE Operations log and activity logs now correctly contain warning, error, set, folder, license
icons (#3859)

"Disable restore" checkbox for client no longer prevents RCU updates on that client
(#4129)

m Console better handles engine going offline (#3869)

m Fix "Tape Bindings" selection not being saved (#4946)
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Fix for past backups not showing up immediately in certain cases (#5014)

Fix for Copy Backup script's transfer mode not being saved in certain workflows (#5037)
Fix for Copy script's transfer mode not being saved in certain workflows (#5042)
Backups not listed under Restore Assistant or Scripts after engine restarted (#5243)

Fix for past backups incorrectly listing zero files in certain cases (#5044)

Fix "Locate" button for clients after an engine restart (#4859)

Fix for scheduling error handling the last day of the month (#4994)

Fix for on-demand options resetting under certain conditions (#4521)

Console should highlight password field for update password (#5261)

Fix console crash after engine removed while connecting (#5244)

Client

111:06)7=5) Native 64-bit Linux support - See details

Support for Linux v7.7 clients (#5003)
m Handle Japanese backup set names in Windows client (#4046)

Fix for empty History tab on Windows client (#3068)

BEZE Fix for backing up Mac client volumes with paths over 1024 characters that could cause
incomplete backups (#5139)

Adding volumes to Privacy pane no longer crashes Ul on OS X 10.6 (#5009)

BEZE Fix Mac client crash during restore in certain conditions (#4437)
Network

"Ignore client discovery" checkbox for preserving Client's address in certain firewall and
NAT environments

Fix security issue where password sent in cleartext when engine setting password on
passwordless client (#4786)

m Better handle multi-NIC environments for on-demand client operations (#4875)

BEZE Better handle change for Engine's NIC for on-demand client operations (#4858)
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m Fix hang when client machine disconnected from network during backup (#5054)
BZE Better handles network address changes (#4952)
m Offline network shares time out quickly (#3618)

BEZEN Fix intermittent issue where client connection reverted to older IP address (#5027)

11.5.3.103 — December 22, 2014

\ersions

= Mac console — 11.5.3.103

= Mac engine - 11.5.3.103

= Mac client-11.5.2.104

= Windows client - 9.5.0.139.3
= Linux client-9.5.0.113

Console

m Corrected performance issue for very large environments (#5098)
BEZE sources: Tags field in "Summary" no longer shows duplicate tags (#5089)

m Sources: Tag name no longer remains in "Summary" after it is removed from the source
(#5090)

BEZE Past Backups: "Save" button stays in correct location when the "Browse" window is
resized (#5096)

BEZE Backup Assistant: Block Level Incremental Backup checkbox stays in correct location
when the window resized (5093)

m Backup/Copy Assistants: Browse and Preview no longer automatically switch the saved
rule to "Manual File Selection" (#5094)

m Scripts: "Activity Thread" setting was not saved after clicking "Save" in certain scenarios
(#5099)

Scripts: Copy script warning updated to "Warning: Destination's contents will be
replaced" for clarity (#5095)

m Dashboard: fix French translation (#5088)
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Engine
m "Copy Media Set" now includes all snapshots including those not retrieved (#5082)

BEZE Fix grooming issue where in complex scenarios grooming could corrupt files backed up
with BLIB (#5116)

BEZE Fix grooming and set copy issue where certain scenarios could restore corrupted
versions of files backed up with BLIB (#5109)

Known issues with this release

= Engine: Customers can encounter the following message in the log during grooming:
"grxSearchForPartialFiles: unable to find all dependent partial files for ‘file_path'". For large files
using Block Level Incremental Backup (BLIB), this indicates that older versions of the file have
been groomed out by prior Retrospect releases and are no longer restorable (#5085), but the
most recent full/base version and the incremental versions based on it are properly preserved.
For files not using BLIB, these messages can be safely ignored, including backups from SQL
and Exchange add-ons (#5100).

11.5.2.104 — October 31, 2014

\ersions

= Mac console - 11.5.2.104

= Mac engine - 11.5.2.104

= Mac client-11.5.2.104

= Windows client - 9.5.0.139.3

* Linux client-9.5.0.113
General

Full support for OS X Yosemite 10.10
Instant Scan

BEZE Mac version correctly no longer runs in background after upgrade when disabled (#4978)
Handles Core Storage Logical Volume disk changes on OS X Yosemite (#5002)

m Fix file change scanning when Instant Scan out of date (#4989)

Engine

BEZE Fix issue where client volumes showed up as local volumes under certain workflows
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(#4995)

BEZE Fix crash on OS X Yosemite for SATA drives connected using certain PCle cards (#5010)

11.5.1.104 — September 23, 2014

\ersions

= Mac console - 11.5.1.104

= Mac engine - 11.5.1.104

= Mac client - 11.5.0.137

= Windows client - 9.5.0.139.3
* Linux client - 9.5.0.113

Engine

Support for GateKeeper on OS X Yosemite 10.10 and OS X Mavericks 10.9.5
m Fix "Error -517" during restores to Windows client (4915)

m Fix backup for Mac folder ACLs under certain scenarios (#4922)

BEZE Fix folder ACLs on Windows EFI client restore with system state (#4927); doesn't affect
back up

m Fix "osErr 305, error -1001" when restoring to Windows Client with short file name
disabled (#4072)

BEZE Fix Windows Client update "error -1" failures under certain conditions on x86 systems
(#4929)

m Windows 8.1 EFI Client's Metro tiles now correctly show up after system state restore
(#4724)

BEZE Fix wrapper1.cpp-5678 assertion failure during local (non-Client) system state restore
(#4941)

m Fix error -517 when restoring to Windows Client's favorite folder (#4915)
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11.56.0.139 — September 9, 2014

\ersions

= Mac console — 11.5.0.139
= Mac engine - 11.5.0.139

= Mac client-11.5.0.137

= Windows client - 9.5.0.139
* Linux client - 9.5.0.113

Engine
m Fix engine assertion error soccon.cpp-491 when accessing clients (#4033)

m Report errors but continue to groom to free disk space instead of aborting on data errors
(#4892)

m Fix slow restore that occurs in some cases when using Retrospect 11 (#4775)

m Update progress when reading and skipping unmodified file blocks during Block Level
Incremental Backup (BLIB) (#4209)

m Exclude compressed files (pptx, xIsx, docx, zip) from BLIB (#4515)
BEZE Exclude known compressed file types from built-in compression algorithm (#4734)

Fix error -523 for BLIB which is unsupported but enabled for Mac client 6.3 (#4586)

BEZE Closing network connection hang in certain conditions (#4730)

Console

12zl =) Significant performance improvements when connected to remote engines

Export backup list to CSV file from Past Backups when browsing backup

1[Z:06)73:] Reduced download by 200MB with single Windows client installer for all languages
Crashes when engine quits (#4491)

Dashboard displays backups based on Activities and Past Backups (#4426)

Past Backups performance improvements for large installations (#4662)

Past Backups: "Remove" dialog no longer hangs when removing many backups (#2954)

N

58 MAC USER'S GUIDE



Past Backups: all toolbar searches correctly saved (#4684)

Media Sets: Groom/Recycle buttons available immediately after unlocking set (#2902)
Media Sets: "Free Space" displays as 0 when first member marked 'Lost' (#2106)
Save DNS name instead of IP for servers (#4665)

Error handling when server quits (#4681)

Update client errors to match knowledgebase (#4768)

Show error when network unavailable during client discovery (#4770)

Scripts: Copy Media Set script only supported "All Files" rule (#3021)

Scripts: remove legacy Countdown settings from Proactive Backup options (#4529)
Scripts: remove legacy Disconnect message from Proactive/Backup Options (#4710)
Scripts: fixed schedule days in all languages (#4685)

Sources: error during "Refresh” displays alert (#4767)

Activities: scripts incorrectly display as "Utility" temporarily (#4640)

Restore Assistant "Search for Files": search displays progress (#4756)

Restore Assistant "Search for Files": search displays files/size for found sets (#4750)
Restore Assistant "Search for Files": Browse Backup lists set name for clarity (#4748)
Restore Assistant "Search for Files": "Cancel" stops search (#4757)

Restore Assistant "Search for files": easily allow "All" or "None" selection in search

Restore Assistant "Search for Files": highlight only first found set (#4747)

Restore Assistant "Search for Files": second search no longer lists previously found sets

Restore Assistant "Search for Files": including locked set in search prompts for unlock

Logs sometimes display incorrect information (#4500)
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m Quick Look app now localized to all supported languages (#4524)
Email

BEZE Engine hangs in some cases at end of backup when sending email notification (#4619)

"Email notification failed: error -530 (backup client not found)" is "Email notification
failed: error -593 (invalid server address)" (#4386)

BEZE show "SMTP server requires authentication" instead of incorrect "invalid email address"
(#3717)

m Support recent Gmail SMTP changes (#4819)

BEZE support sending emails containing non-ASCII characters as secured email (#4812)

Client

BEN Added support for "-ipsave”

1[Z:6)730) Linux: "Building snapshot..." significantly faster
Linux: added support for recent distros - See details

m Fix mac client crashing when restoring meta data (#4723)

11.0.1.110 = March 27, 2014

Engine
m Move more block level incremental backup logging into debug logging (#4494)

Restore issue for file with block level incremental backup enabled on two members with
first marked missing (#4552)

m Restore issue from a backup with no file changes transferred set with block level
incremental backup enabled (#4357)

m Copy backup script failure with recycle enabled for source and destination (#4557)

m Restore of the 32nd block level incremental backup of a file fails if it is unchanged since
the prior (31st) backup (#4499)

BEZE Restore issue with block level incremental backup set after rebuild (#4558)

m Memory leak during grooming (#4527)
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m Compare issue with thorough verify during block level incremental backup of local NTFS
files with OBJECT_ID stream (#4497)

m Cosmetic issue in log where it shows negative files for block level incremental backup
under certain circumstances (#4508)

m Restore issue with ACLs on root volume (#4589)

Console

m More intermittent cases of Past Backups not refreshing (#4592)
m Past Backups view still showed removed backups (#4476)
m Past Backups view did not show retrieved backups (#4512)

BEZE Dashboard information was not accurate on OS X 10.9 on Japanese under certain
circumstances (#4368)

m Dashboard "Sources" translation corrected in French (#4567)

BEZE Dashboard no longer flashes OK button after engine upgrade (#4431)

11.0.0.194 —March 4, 2014

Engine
BEN Block level incremental backup - See details

m Fix engine assertion errors (netcotop.cpp-427, soccon.cpp-491) during network backup
(#4018)

BEZE Fix engine assertion error when connected with Retrospect Touch for iOS (#2703)

m Copy script to Mac volume didn't reliably set destination folder's creation and

modification dates (#4240)
Email

BEI Enhanced email reporting with logs included for easy filtering
m Option to send e-mail on server startup or shutdown

1[J:e)=b) Consolidate emails into one email per backup source for Proactive script and one email
per script for other script types
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Send email notification for each repeated script execution, while still limiting emails for
certain warnings to once a day

BZE Disabling the "Send e-mail for failure and media requests" option now automatically
disable other e-mail options (#4237)

Console

BEN High-level dashboard

m Fix several intermittent cases of Past Backups not refreshing (#3719)
Allow manually changing order of backup sources in scripts

Correctly display server-specific changes (e.g. in Scripts) when connected to multiple
servers (#3943)

BEZE Fix Copy Backup script's drop down from reverting to "Copy most recent backups for
each source" when reopening console (#4115)

Add new Path column for Backup script under Sources, in case there are different
Favorites with the same name (#3843)

BEZE Allow sorting of media sets that are in Busy state (#1176)

m Disable Run button when script is modified but not saved (#4173)

BEZE Carify error messages for incorrect licenses (#2860)

BEZE3) Disable Add/Edit Member buttons for locked sets (#3169)

B Local favorite folders now include volume name (#3640)

m Days of the week corrected in German, French, Italian in Scripts > Schedule (#3990)
13617301 Installer for server and client list version

Console displays "Upgrade local server" when older local server present

Console auto-selects first syncing server

1130617321 ASM licenses accepted in License Manager

Known issues with this release

= Engine: under some circumstances log shows negative file count for block level incremental
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backup, even though files are correctly backed up and are restorable (#4508).

= Engine: restoring the 32nd block level incremental backup of a large file fails if it is unchanged
since the prior (31st) backup (#4499). Workaround: restore from the 31st backup.

= Engine: if a backup contains no new/modified files and the backup is transferred, restoring that
backup from the transfer destination backup set fails (#4357). Workaround: restore from the
source backup set or from prior backup.

= Console: Past Backups view show removed backups (#4476). Workaround: restart console.

= Console: Past Backups view does not show retrieved backups (#4512). Workaround: restart
console.

= Console: Dashboard doesn't show all recent backups unless media sets have grooming
enabled. Workaround: retrieve relevant backups or enable media set grooming.

= Console: Dashboard information not accurate on OS X 10.9 on Japanese under certain
circumstances (#4368). Workaround: switch to 24-hour time.

= Console: Dashboard intermittently shows OK button (#4431). Workaround: restart console.

10.56.0.145 — September 19, 2013

General

OS X Mavericks ready — OS X Mavericks 10.9 is fully supported in this version (pending
final release).

Engine

12362} Performance boost — This version includes significant performance increases, up to
100% depending on your usage.

BEZE Fix db.cpp-170 assertion failure after upgrading Retrospect (#3945)

BEZE Fix soccon.cpp-491 assertion failure when accessing clients (#4033)
Email

m Fix date and time in email header (#3961)

m Correctly report error if timeout occurs while sending test email (#3875)
m Correct daylight savings time interaction with time zone (#3345)

BEZE Avoid error -511 in log if email is sent sucessfully using different methods (#3926)
m Fix line breaks in email sent via Apple mail servers (#3349)

m Use consistent subject for email notifications (#3970)
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Console

m Tags for client volumes and favorites now correctly selected after re-opening Console
(#2347)

m Past Backups not always immediately updated after backup (#3719)
Execution duration and performance now track day change

Ensure Console fits on MacBook Air screen with dock showing

10.2.0.201 = July 10, 2013

Email

Improve compatibility with email servers when sending notification email

Improve support for email notifications with multiple recipients separated by space,
comma and semicolon

m Reduce similar email notifications during 24-hour period (#2122)

Console

BEZE Fix manual file selection for Backup and Copy assistants (#3692)

BEZE Fix frequent "spinning pinwheel" and unresponsiveness during backup (#3798)
Add icons in operation log to make it easier to read for troubleshooting

Indicate which portion of operation log is displayed

BEZE Fix formatting of operation log to make it easier to read for troubleshooting (#3790)
Show engine version when prompting for license code

BEZE Fix "Export server installer” for Mac OS X 10.6 (#3845)
Grooming

m Grooming crash left catalog in corrupted state - error 2241 (#3397)

Engine

m Copy script now delete source folders if the "Move files" option is selected (#117)
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1123120 Building snapshot of Mac clients connected over WiFi sped up from hours to minutes
Fix compatibility with Retrospect Client 9.x running on Mac OS X 10.5 (#3699)

Fixed issue with multiple network shares (#3726)

130617351 Improve compatibility with Mac OS X 10.8 when mounting AFP network share
1361752 Upon assertion failure, flush log entries of on-going activities to operation log

Fix crash when restoring files with corrupted extended attribute length (#3770)

m Support Oracle StorageTek SL 150 Modular Tape Library
Instant Scan

m Fix a case where Instant Scan may crash when Mac OS is starting up, but backup still
works correctly (#3638)

10.1.0.221 —March 19, 2013

1[2:e)=b) Refreshed user interface — Retrospect for Mac has been updated with better status

information and clearer workflows for syncing server information, adding and updating servers, and
managing multiple servers.

m Retina display support — The Retrospect for Mac console and client take advantage of
Apple's Retina displays.

m Updated documentation — The Retrospect User’s Guide and help systems have been

updated for this release. Documentation is now available online to ensure that they remain up-to-
date.

m Adding and removing servers no longer causes all of the servers to expand (#1177)

11252 Media set with the "Remember password for scripted access" option now requires
password for non-scripted access

1[5 =b) Progress spinner is now shown during remote server update

m Password-protected server can now be correctly unlocked without relaunching
Retrospect Console (#2636)

m Save and Revert buttons now available after changing media set options

m Scripts: scheduled start time is now the next active day if the start time is set in the past
(#3023)
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BEZE) Renamed rule is now shown correctly without relaunching Retrospect Console (#3062)
BEZE The Uninstaller no longer removes *.utx files (operations log, assert log, etc) (#3125)

m Improve Instant Scan efficiency for detecting file system changes on Mac OS 10.6.8
(#3131)

BEZE Instant Scan now detects if user pulls the plug on external drive without using Finder to
eject (#3156)

BEZE3 Stopping and starting the engine no longer causes network shares to remount (#3159)

BEZE cCiient prefpane can include/exclude for backup all folders with names starting or ending
with the option-8 character (#3172)

Instant Scan can be disabled using Retrospect or Client prefpane
BEZE Fixed a minor Instant Scan memory leak when processing file system changes (#3182)

m Fixed Mac Instant Scan assertion failure due to NTFS volumes in Boot Camp or on
external drive (#3183)

BZE) Fixed a bug that prevented certain public/private keys from being loaded (#3192)
Reduced the Instant Scan process' CPU usage

m The "StartRetrolSA" setting in retro_isa.ini is now persistent (#3226)

m The retro_isa.ini file no longer has read only admin privileges (#3229)

BEZE In Console running activity now stays selected when it completes (#3240)
m No longer reports misleading -1101 errors during backup (#3241)

m Fix the issue of two identical servers appearing in the left sidebar (#3242)

Improve Console workflow for first launch with relevant action buttons

BZE Fixed a bug that caused TString crash on Mac OS 10.6.8 with Instant Scan (#3248)
Selected activity's log now automatically refreshes

Preferences: "Create keypair" now shows progress indicator

While loading various server items, Console now lets users interact with the ready ones

Changed disk grooming's maximum number of backups to keep to 250
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Console now automatically shows upgrade dialog once for each new engine release
Show "Update password..." button to unlock password-protected server

Show relevant action buttons for unlicensed server

m Automatically ignore Instant Scan data if it is stale (#3302)

Show warning icon for Server and Console version mismatch

BEZE Media Sets: changing capacity of existing member now reflected promptly (#3312)
m Client Ul now displays ethernet icon when communicating with server

m Auto-update dialog now supports "Learn More" for paid upgrades

Console now shows "Unsupported” for unsupported server version

BEN Co-exist with Console version 8.2

BEMN support Retina (HIDPI) displays

Console has added limited support for Server version 8.2 and show "Unsupported”
where applicable

m Retrospect System Preferences now supports Retina (HiDPI) displays

Reduced Instant Scan processor usage when creating initial scans for multiple volumes
m Client prefpane now supports Retina (HiDPI) displays

"Retrospect Files" rule now includes .RDB files

m Sources: Fixed tags for reports and search bar (#3385)

1[J:e)=b) Sources: Now include "Tags" in Summary view

10.0.1.105 — December 11, 2012

m Fixed an issue with AES encryption keys that caused !Bad Media Set Header errors
during restore and Catalog rebuild (#3261)

m Fixed an issue that caused an assert (grx.cpp-1076) during grooming or Catalog rebuild
(#3275)

m Public/private keypairs generated with previous versions of Retrospect can now be
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loaded (#3281)

10.0.0.174 — November 6, 2012

BEMN Instant Scan Technology — Retrospect now pre-scans NTFS and HFS+ volumes

connected to the backup server and Retrospect clients, speeding overall backup and restore
operations by removing the lengthy volume scan from backup process. This feature employs the
USN change journal (for NTFS volumes) and FSEvents (for HFS+ volumes) to predetermine which
files have changed since the last backup to a particular Media Set.

m All-new Retrospect Client for Windows — Support for Windows 8 and Windows Server

2012 — On-demand backup and restore — Interactive taskbar icon with notification of backup
operations — Network link encryption now employs the strong AES-256 standard — Support for
S.M.A.R.T. hard drive error reporting — Updated user interface

BEIN support for Mac OS 10.8 “Mountain Lion” — Both the Retrospect console application

and the Retrospect Client software support Mac OS X 10.8 Mountain Lion and Mac OS X 10.8
Mountain Lion Server.

Added a progress bar during matching when browsing backup contents
Docked the dialog: Please Enter the media set password

BEZE3) Fixed a bug where an error that occurred during creating a Media Set could cause
activities to become stuck (#1143)

BZE Fixed a bug where script schedules set to start prior to the current time weren't saved
properly (#1199)

Utility-type scripts now list properly in Activities instead of showing as "-" (#1248)

BZE Fixed an issue where "@" in file name would cause beachball during browse backup
(#1260)

Back Up Now / Restore...: script now includes Client's name

m Failed erase of a tape no longer shows up as completing successfully in Ul and
operations log (#1603)

If the Past Backups window is empty, the Retrieve button is no longer grayed out when
there are past backups to add (#1660)

BEZE Unsupported multi-byte Media Set passwords now correctly report "Wrong password"
during creation (#1779)

m Connecting an older console/engine to a newer engine prompts to downgrade (#1822)
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The log is now properly populated with Errors during a backup/copy after Refresh

BEZE it's now possible to add multiple shares on the same NAS device to the same Media Set
when using the root share folder (#2044)

m Preferences: Email always reports 'Test email successful' (#2104)

BEZE Retrospect Mac clients can now properly list volumes where the name is one character
(#2152)

m Replaced "Backup Set" with "Media Set" in the log for Grooming error: -2241 (#2245)
BEZE Browse windows now properly display the various symbols that Finder accepts (#2257)

The Locate command now lists Catalogs saved in /Library/Application Support/
Retrospect/Catalogs (#2265)

BEZE Clients on-demand buttons are grayed out if the features disabled (#2270)

m Sources>Add no longer incorrectly populates the list with sources from multiple
Retropsect servers (#2348)

BZE) Fixed a bug that caused -1019 errors on random files on Windows clients (#2350)

m Fixed a bug where creating and then removing a new network interface did not remove
the interface (#2382)

BZE Fixed a bug that caused repeat occurrences of Grooming error -2241 even after catalog
rebuilds (#2414)

BEZE Log no longer shows "Manual Recycle" for a scheduled Media Set recycle operations
(#2449)

m Fixed a bug that caused assertion failure at "scsitools_mac.cpp-105" (#2455)
On-demand client features now default to enabled

BZE Fixed a bug where scanning media slots in tape libraries also scanned import/export
slots (#2554)

m Fixed issue where "ignored" devices disappeared from Ul after engine restart, making it
impossible to re-enable the device (#2555)

m Fixed a bug that caused Copy Media Set scripts to crash the engine with certain sources
(#2569)

m Fixed a Ul issue where Retrospect did not show the correct value entered for number of
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backups to keep (#2832)

Made a change to support Mountain Lion's new sleep routines

m Removed the unnecessary password field in Test Address window (#2938)
m Copy scripts' "Copy System State" option now sticks properly (#2982)
m Fixed Restore Windows security information setting not saving (#3007)

BZE) Fixed a bug that caused an assert while grooming: grx.cpp-1076 or grx.cpp-1078
(#3032)

BEZEIN Fixed a bug that could cause network Client updates to fail (#3078)

Known issues with this release

= Files marked as private with the Retrospect Client are invisible to a Retrospect engine
running on the same computer. This issue only occurs when the Retrospect engine and client
software are both installed on the same Mac.

= System Preference panes are not uninstalled from disks encrypted with FileVault whole
disk encryption. To remove the Retrospect and Retrospect Client System Preference panes
from disks encrypted with FileVault’s whole disk encryption feature activated, right-click (or
Control-click) on them in System Preferences and select the Remove option.

= Media Sets with DES encryption created on PowerPC-based Macs running Retrospect 8
cannot be read by Intel-based Macs and vice versa. We recommend that users requiring data
encryption switch to the more advanced AES standard.

= Disk Media Set members cannot be edited on Mac OS X 10.5 64-bit Macs. We recommend
running Mac OS X 10.6 “Snow Leopard” or later on 64-bit-capable Intel Macs.

= Tape library magazine slot assignment changes do not update until the Retrospect console
is quit and restarted.
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